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1 Introduction

1.1 Context/ Overview

A rule engine is a tool for processing a dynamic set of facts according to a set of rules.
Each change in the set of facts - including the initial definition - may activate some
rules. One activated rule will fire and perform the assigned action, possibly changing
the set of facts again.

Rule engines may be used to process events; each event will be represented using a
new fact, and by carefully designing the rule set, each event will eventually trigger an
action.

Using a rule engine in a rule-based authorization system, the incoming events are ac-
cess requests that need to be answered by grant/deny access decisions. If, for example,
a user asks for access to a certain file, a corresponding fact will be generated and a
certain rule matching this request may specify that he or she is granted access.

One example of rule engines is the Jess Rule Engine [Jesa] and scripting environment.
Jess has been written entirely in Sun’s Java language by Ernest Friedman-Hill at Sandia
National Laboratories in Livermore, CA. It provides an efficient rule engine and the
capability of interfacing Java applications.

1.2 Goal

The goal of this thesis is to figure out how and to what extent the Jess rule engine
can be used as a decision engine for access control systems. In particular, practical
implementation examples are be given showing how an access control system could be
realized using Jess. This thesis does not examine interfacing the rule engine from an
application.

1.3 Gain

The work of this thesis can be used as a basis for an evaluation of Jess - and similar
rule engines - during the development of an authorization engine. In particular, a set of
rule language constructs that are necessary to form authorization rules will be revealed
which gives insight into the properties.

1.4 Organization of the Thesis

This thesis is organized in three main parts. In chapter 2, | describe the concept of rule
engines and, as far as it is needed to understand this thesis, the syntax and the semantics
of the Jess language. Chapter 3 gives an overview of the RBAC definitions from the
American National Standard. My implementation of the RBAC decision engine in Jess
is discussed in Chapter 4.



2 TheJessRule Engine

2.1 Role Engines - Terms and Definitions

A rule engine is an engine, which matches a set of facts against a set of rules (called
working memory), and performs an action for matching rules.

Figure 1: A rule engine (simplified from [Dro, Ch. 1])
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A fact is much like a database record, it consists of a number of named slots, which
would be stored in the columns of a table. There is no explicit grouping of facts into
tables, but each fact will be structured like it’s template, and any match will use that
template name to select a class of facts, similar to the table name in select clauses.
asserting a fact will create this fact, retracting a fact will remove the fact from the
working memory.

Facts are structured using a template, which corresponds to the structure of a table. It
names a kind of fact, and it tells about the number of slots, their names and possibly
their type. Templates can inherit their properties from other templates, making all rules
which apply to the original type of fact to the inheriting type of fact, too.

A rule is a mapping from one list of conditions to one list of actions. Each conditional
element from the list of conditions is matched against all possible facts, and iff all
elements of the list do have an assigned fact?, the rule is active. The engine will choose
one of the active rules and process it’s actions. This can (and usually will) change
the defined set of facts, causing other rules to be activated or deactivated. If there are
no more active rules, the engine may halt automatically or wait for the set of facts to
change by external means.

If there are active rules, one of them is selected and it’s corresponding list of actions
is executed - the rule fires. Rules are not fired in a specific order. If the rule engine is

1Some special Conditional Elements do not require a matching fact



busy, there is no guarantee that a rule matching a given fact will ever fire, as long as
there are other rules which might fire instead. However, rules do have a property named
“salience”, which effectively groups them into priority classes. If one rule matches, no
rule with a lower salience value will fire. This cannot be used to guarantee an order
of execution for similar facts, but it can be used to guarantee important events like e.g.
changes in the permission set to be processed before file access.

It is possible to ensure a sequential evaluation by adding a counter to each fact and only
matching facts if this counter has the next number. If you do that, you should not be
using a rule engine in the first place.

2.2 The Jess Language

The Jess syntax is very similar to LISP, but it does behave differently by not using cons
cells, allowing nested lists for data nor providing macros or user-defined special forms
(lazy evaluation).

Like in LISP, each statement is a value, a symbol or a list. Values or symbols evaluate to
themselves, and lists are evaluated by calling the first element of the list as a function,
passing the rest of the list as arguments. Unlike LISP, the empty list is not equal to nil.

Templates

(deftenpl ate tenpl at e- nanme

[ "Docunent ati on coment "]

[(declare (slot-specific TRUE | FALSE)
(backchai n-reactive TRUE | FALSE)
(fromclass class nane)
(include-variables TRUE | FALSE)
(ordered TRUE | FALSE))]

(slot | multislot slot-name

[(type ANY | |INTEGER | FLOAT | NUMBER

| SYMBOL | STRING | LEXEME | OBJECT | LONG ]
[ (default default val ue)]

[ (defaul t-dynamic default value)])*)

template-name is the name of the template.

declare starts the block of declarations:

slot-specific Usually, if one fact is modified, each rule matching that fact is
activated. Using slot-specific, it is only activated if it matches the specific
slots. This can be used if one rule is used to update one slot of a fact
whenever one of the other slots change.

backchain-reactive If a rule is backchain-reactive, a special goal seeker tem-
plate named “need-"+template-name is created, and each time a corre-
sponding but not yet defined fact may be needed, a “need-"-fact is asserted.
This is supposed to be used in order to to create a rule which will assert a
fact whenever it’s needed.



from-class from-class is used to create templates from Java objects. For each
getFoo method, a slot named foo will be created.

include-variables If a template is created from a Java class and if include-
variables is true, Jess will additionally create one slot for each public mem-
ber variable.

ordered Ordered facts do not contain slots, but they are a list of values. Inter-
nally, this is done by using exactly one multislot? and hiding it’s name. All
facts not corresponding to defined templates are ordered facts.

slot A slot is a named storage for a simple value. A slot can be restricted to one type
of values.

multislot A multislot is a named storage for lists of simple values. A multi-slot can be
restricted to one type of values.

deffacts - define facts.

(def facts deffacts-nane
[ "Document ati on coment "]
(fact)* )

Facts defined using deffacts are automatically asserted on each engine reset, while facts
asserting using (assert) are discarded. Deffacts does not immediately assert the facts.

deffunction - define function

(deffunction function-nane (argunent*)
["Docunent ati on coment "]
(function call)* )

Defined functions can be called like built-in functions. Each parameter is bound to
exactly one argument variable. Placing a dollar sign before the variable in the argument
list causes this variable to be bound to a list of parameters. It is not possible to pass
lists of values for any but the last argument variable, since Jess does not support nested
lists.

defglobal - define global variables

(defglobal [?*name = value]+)

defglobal defines a global variable and sets it’s initial value. The name of a global
variable must begin and end with “*”. Each variable is prefixed using “?”, like each
PHP variable is prefixed using “$”.

Znamed __data



defquery - define a query

(def query query-nane
[ "Docunent ati on coment "]
[(declare (vari abl es vari abl e+)
(node-i ndex- hash val ue)
(max- background-rul es val ue))]
(conditional elenent)* )

Upon invocation, a query matches the set of facts and returns a list of facts matching
the list of conditional elements. A query can be invoked using the run-query* function
or the count-query-results function. The facts from the result of run-query can be
extracted using e.g.

(while (?result next)

(printout t (?result getString first-name)
o (?result getString | ast-nane)

, age " (?result getlnt age) crilf))

The semantics of a query definition are:

guery-name The name of the query.

declare starts the block of declarations:

variables This list of variables corresponds to the argument variables of func-
tions

node-index-hash Used to tune the hash table size. Should be a prime number.

max-background-rules The number of rules that may fire in order to allow
backward chaining.

defrule - define a rule

(defrul e rul e-name

["Docunentati on coment"]

[ (declare (salience val ue)
(node-i ndex-hash val ue)
(aut o-focus TRUE | FALSE)
(no-l1oop TRUE | FALSE))]

(conditional elenent)*

=>

(function call)* )

rule-name The name of the rule

declare starts the block of declarations:

salience The salience value determines the order, in which rules will fire. If
there are rules having a higher salience than a given rule, this rule will not
fire.



node-index-hash Used to tune the hash table size. Should be a prime number.

auto-focus Automatically change the focus to the defining module. Modules
and focus are not described in this document.

no-loop Even if this rule modifies facts, this does not cause this rule to fire again
immediately.

=> A special symbol separating the left hand side of this symbol, the conditional ele-
ments, from the right hand side, the list of function calls.

conditional elements

Conditional elements are patterns matching one fact each. They are used to select by
their properties and to join facts on common properties. Additional constraints may be
imposed on

[ ?variable <- ] (template-name pattern|test* ) | (special-conditional-element ...)

?variable <- binds the matching fact to the variable. This variable can be used to
access (or delete) this fact.

template-name Facts conforming to this template are matched against this conditional
element

slot-pattern A tuple of a slot name, followed by a number of values, variables, func-
tion calls or regular expressions, combined using ’&’, ’|” or ’~’, for logical *and’,
’or’ and "not’. The named slot will be compared to each element.

(nothing) Not specifying anything matches an empty list from a multislot
immediate values match if the slot contains this value.
? A question mark matches any value. $? will match any list.

?variables matches the value of this variable, or binds the value from this slot to
this variable (if the variable was undefined). After a variable is bound, it can
be used as a parameter for function calls. If the variable was prefixed using
a dollar sign, it matches a list of values. Common variables bound slots
from multiple conditional elements result in a join of the corresponding
facts on these slots.

Variable names are prefixed using “?”.

Function calls can be started using a equals sign or a colon. Using an equal
sign, they match their return value, while using a colon, they match if they
return TRUE.

Regular expressions will match as expected.

logic equation An expression surrounded by braces. Within this expression, the fol-
lowing elements may be combined:
immediate value

slot name the value of this slot
< less than



<= less than or equal to

> greater than

<= greater than or equal to

== equals

1= not equal to

<> not equal to, alternate syntax
&& and

| or

Special-conditional-elements are used to group other conditional elements or to per-
form some tests independently from corresponding facts.

and and-combines a list of conditional elements
or or-combines a list of conditional elements

not negates one conditional element. Variables defined within that element are scoped
within the not element, for obvious reasons.

exists makes one conditional expression match only for one fact, even if there are
multiple facts that would match. exists(...) is equal to not(not(...)).

test calls one function and matches if the function returns true. Using test should be
avoided, unless the result of this function may change.

logical makes one conditional element be the logical support of each fact this rule
will assert, binding it’s lifetime to the validity of the logically supporting match.
Multiple matches may independly assert this fact, and it can be unconditionally
asserted as well. Facts aren’t automatically removed unless all logically support-
ing facts are retracted.

forall matches only if for each possible match in the group, all other conditional ele-
ments do match, too.

accumulate This is not a simple match, but a loop over the facts set performing some
program logic. Please refer to the Jess documentation [Jesb] for a detailed de-
scription.

unique deprecated and ignored

10



3 RBAC

In companies, access rights to objects are usually granted by the role a user plays. A
dishwasher has access to soap, and a CEO will have access to his office. If the CEO is
promoted to dish washer, he will lose access to his office and gain access to the soap.

RBAC tries to apply this model to computing in order to protect each individual re-
source. Each user is assigned to a set of defined roles, and depending on the role he
plays currently, access will or will not be granted. Since this is a mandatory access
control model, no user can grant his access privileges to other users.

RBAC, as defined in [RBAO04] is divided into a set of modules, which may be imple-
mented depending on the specific needs.

3.1 Basic RBAC Definitions

RBAC defines these terms for use within the standard:

Object An object is any resource subject to user access control, e.g. a file, a printer or
a database record.

Operations According to the standard, an operation is an executable image of a pro-
gram (a process). Examples given are the file operations read, write and execute
and the database operations insert, delete, append and update.

Permission Permissions are approvals to perform an operation on an object.

User A user is a person or, using the extended definition, a machine, a service, a
network or an intelligent autonomous agent.

Role A Role is a job function performed by a user. Roles differ in authority and
responsibility conferred on users.
Each user has at least one role, and in each Session, he will choose a subset of
these roles.

Session A session is a mapping between users and their activated subset of roles.
When logging in to a a system and starting a session, a user will choose a subset
of his allowed roles. (The combinations may be further restricted by the imple-
mentation.)

3.2 Core RBAC

Core RBAC is, as the name suggests, the minimum part, which must be implemented
by each RBAC system. It includes the above five sets of elements, and a set of relations
including:

UA User Assignment: A set of users and their assigned (=possible) roles
UA C Users x Roles

PRMS Permissions: The set of Operations and Objects.
PRMS = 20perations><0bjects

11



PA Permission Assignments: The set of Permission-to-Role-assignments.
PA C PRMS x Roles

SESSIONS: The set of Sessions. While no further details are given at the definition,
later parts assume it to be a set of Names.

It also defines several relations, of which most duplicate the content of the above sets.
Only the session relations are needed:

session_users(s : SESSIONS) — USERS, the mapping of session s onto the corre-
sponding user

session_roles(s : SESSIONS) — 2ROLES 'the mapping of session s onto the active
set of roles for this session

Flgure 2: RBAC User and Permlssmn Assignments (from [RBA04])

% User Assignments | % Permission Assignments

: User RoIe

User Sessions Session Roles
(subset of User Assignments)

Session |

3.3 Hierarchal RBAC

Hierarchal RBAC (as all other modules) is an extension to Core RBAC, which provides
a hierarchal relation between roles:

Inheritance If all permissions of one role r; are also granted to the role 7,
ro inherits rq.

Containment If all users authorized for r; are also authorized for r5,
71 contains rs.

According to this definition, the definition of users being assigned to a role is redefined?®
to the set of users of that role or any role inheriting from that role, and the set of
permissions assigned to a role is redefined to the permissions assigned to that role or to
a role containing that role.

Later parts of the standard do not use this definition, but assume:

Inheritance If 5 inherits r1, all permissions of role r; are also granted to the role -,

Containment If r; contains 75, all users authorized for r; are also authorized for r,.

Swith respect to the Core RBAC defi nition

12



Limited Role Hierarchies do impose the restriction

Vr,rl,r2 € Roles,r = ri Ar =19 — 11 =19
or

Vr,rl,r2 € Roles,r < r{ Ar Xreg — 11 =19

Limited Role Hierarchies do not provide multiple inheritances.

3.4 Constrained RBAC

Constrained RBAC adds Separation of Duty relations. Separation of Duty is used to
ensure that fraud or major errors do not occur without coaction of multiple users by as-
signing different individuals to separate tasks required in the performance of a business
function.

There are two kinds of Constrained RBAC, Static and Dynamic Separation of Duty
(SSD and DSD). SSD is done by ensuring that if a user is assigned a role, the user
must not be assigned to a conflicting role. There are possible less restrictive Static SSD
models, e.g. allowing users assignments to m of n roles necessary for a task.

DSD differs from SSD in not limiting the possible set of user assignments, but the set
of roles a user may select at a given time.

13



4 Design and | mplementation

In this chapter, | describe the design and implementation of an RBAC engine based on
Jess.

I will implement a variation of the Core RBAC module, which shall be equivalent in
functionality, but using different internal data representation. | will explain why these
data structures are equally capable of representing the same relations.

4.1 My Variation of the Core RBAC Model:

UA User Assignment: A set of users and their assigned (=possible) roles
UA C Users x Roles

PRMS Permissions: The set of Operations and Object Types.
PRMS = 2Operations>< Objects

SESSION: The set of active user sessions. Each session is assigned to one user and a
subset of his roles.
Session = {session_id, user,roles} C N x Users x 2Roles
where Roles = {role : (user,role) € UA} and session_id is a unique 1D.

PA Permission Assignments: The set of Permission-to-Role-assignments.
PA C Operations x Objects x Roles

This definition differs from the original definition in:

The permission Assignment uses Object Types, while the original definition requires
an assignment for each individual object. By defining one Object Type per object, this
implementation behaves like the original definition, but defining assignments to similar
objects is eased by using Object Types.

The original definition of Permission Assignments, PA C PRMS x Roles, allows dif-
ferent representations of the same permission, e.g. the tuple

({(read, file), (write, file)},role) can be expressed as two tuples:

({(read, file)}, role), ({(write, file)},role). More generally, you can show a dis-
tributive law:

((permy U permy),role) < (perml,role) U (perma,role). Using this scheme?,
you can easily show that limiting PRMS to Operations x Objectsor changing PA
to PA C Operations x Objects x Roles is - from the perspective of the engine® -
equivalent.

From the perspective of a user, it may be beneficial to have pre-designed sets of per-
missions, which can be assigned to roles. A user interface providing this feature would
e.g. use the original model and extend it by allowing to name and describe these sets.
Since this user interface can easily do the transformation, there is no disadvantage from
not supporting permission sets within the engine.

4and, off cause, (0, role) < 0.
5Users might like to group common sets of permissions, e.g. al permissions necessary for accessing the
network. This can be done by the user interface, which is out of the scope of this document.

14



The SESSION set is originally just a set of IDs, while starting sessions is equivalent to
changing the two session relations. | combine these relations into the set of sessions,
which gives me the convenience of manipulating only one object while at the same
time using and exploring Jess’ capability of handling lists.

Another possible model would use Session = {session_id,user,roles} C N x
Users x Roles instead of ...x2R°les creating multiple facts for sessions if they have
more than one active role. This model would either need a special Null-role for ses-
sions without active roles, or it would need to ignore these sessions. Either way, the
default-deny-policy will block all requests for these sessions. The benefit of this model
is using tables conforming to the first normal form, enabling easier pattern matching
and presumably being faster.

4.2 Request Handling in a Rule Engine

Processing a request using a rule engine consists of three main steps:

1. Pass requests into the rule engine
2. Let the rule engine allow or deny the request

3. Pass the result to the system

I do not need to implement 1. and 3. myself, since my work will only use the Jess
language directly. However, considering a possibility of further use, I will use a way
which allows Java to pass request objects to Jess. Jess can generate facts from Java
objects using Jess.Rete.add() and calling methods of these objects. (For details, please
refer to the Jess manual [Jesb])

Within a traditional system, requests like reading a file or creating a session are either
processed synchronously, or they are enqueued within one or a number of queues. A
rule engine does not provide queues, nor is it designed to process requests directly.
Instead, it uses a set of facts and matches it against a set of rules - either on start of
the engine or if the set of rules changes during runtime. As stated before, this does not
guarantee any fairness, events can starve forever.

4.3 RBAC Data Model
User Assignment and Permission Assignment data

The User Assignment is a m:n relation, which is naturally implemented by asserting a
UA fact for each assigned pair of user-id and role. The slots are named

uid The ID of the User, who is being assigned

role. The role to which this user is assigned

15



Permission Assignments are implemented twice, once using only role and the object
types, and once using role, intention® of the access and the object types. The former
kind of Permission Assignment is useful when there are no restrictions imposed on the
intention, while the later is useful for restricted access to an object, e.g. allowing only
to read /etc/resolv.conf.

For each of the implementations, there is one template: grant-by-role and grant-by-
role-intention. These templates contain the slots:

urole The role to which this permission was assigned.

intent The intent which was granted on the object. For grant-by-role, this slot does
not exist.

objtype The type of object which was accessed.

(deftenpl ate UA

"The User Assignment mn relation”
(sl ot uid)
(slot role))

(deftenpl ate grant-by-role

"A sinplified Perm ssion Assignment,
di sregarding the intent"
(sl ot urole)
(sl ot objtype))

(deftenpl ate grant-by-rol e-intent

"The Perm ssion Assignment mn:o rel ation”
(sl ot urole)
(slot intent)
(sl ot objtype))

Sessions

Each active user has at least one open session, usually starting with logging in and
ending when the last program of the session terminates. In RBAC systems, users must
chose a set of active roles from their assigned roles, possibly restricted by Dynamic
Separation of Duty.

The user Sessions are modeled using a Session fact, which consists of the slots

id The Session-ID: This system-unique number identifies the session

uid The User-1D: This slot identifies the user who initiated this session

SIntention is e.g. reading or writing afi le, printing on a printer, canceling a print job, ...

16



roles The set of active roles for this session

Since the decision logic is supposed to reside in the rule engine, | need to pass the
information about started sessions into the rule engine. I might have used normal Ses-
sion facts plus one flag indicating valid sessions, but this would add overhead to valid
sessions and enlarge the set of patterns for the rules for creating sessions. Instead, |
chose to define a separate template CreateSession having the slots

id The desired session id, assumed to be unique
uid The identity of the user

roles The set of requested roles

groles Internal use, the list of roles granted so far

result The result of the rule evaluation

The return slot will be set to the system response in order to see the outcome of eval-
uating a specific rule. The rules are designed to only react to facts if the result has not
yet been set. If the event fact would be generated from a program using the Jess engine,
you would call an object method instead (passing the result to the originator), and this
method would remove the fact from the rule engine.

This fact is first checked against the DSD restrictions, each role is checked against
the User Assignment, and if there are no violations, a Session will be created and the
CreateSession fact will be removed. If there is a violation, the default rule will assign
“denied” to the result slot.

(deftenpl ate Session
"A Session consists of:
id: The Session-1D: This system uni que nunber
identifies the session
ui d: The User-ID: This slot identifies the user who
initiated this session
roles: The set of active roles for this session”
(slot id)
(sl ot uid)
(rmultislot roles))

(deftenpl ate Creat eSession
"Request for creating a session

id: The desired session id

ui d: The identity of the user

roles: The set of requested roles

groles: Internal use, the Iist of roles granted so far
result: The result of the rule eval uation"

(slot id)

(sl ot uid)

17



(multislot roles)
(multislot groles)
(slot result))

Access Control

Accessing a system object is implemented using the Access template. It consists of the
slots

session The user session which requested this access
objtype The type of the requested object
intent The intent, e.g. read, write, print ...

result The result of the rule evaluation.

This result slot has the same purpose as the result slot above, but instead of removing
this fact, the result will be set to “granted” iff there is a rule allowing this access.

(deftenpl ate Access
"Access request froma session for a file.

session: The user session which requested this access
objtype: The type of the requested object

intent: The intent, e.g. read, wite, print

result: The result of the rule evaluation”

(sl ot session)

(sl ot objtype)

(slot intent)

(slot result))

Dynamic Separation of Duty

The DSD template is defined as a multislot named roles, containing set of roles, and a
corresponding integer slot n, n > 1 (not enforced). It forbids creating sessions having
n or more roles from the specified set.

4.4 Operations on the RBAC Data
Default deny access control rule

RBAC will deny access unless there is a corresponding Permission Assignment. This
behavior is implemented using a default rule named default_deny_ Access. This rule
will match any Access fact, resulting in a conflict with the more specific rules which
would possibly grant the access. The rule engine would choose one random rule -
unless they have a different salience value.

18



The salience value of the default_deny rules is set to -100 (default = 0), instructing Jess
not to fire this rule unless there are no other active rules of higher salience.

(defrul e default _deny_ Access
"This rule will fire if there are no other rules,
provi di ng the default-deny behaviour"

; Don’t run unless there are no other rules:
(decl are (salience -100))

; fire only for rules without a result:

?f <- (Access (result nil))

=>

(printout t "Perm ssion denied" crlf)

(modify ?f (result "denied")))

Allow Access by Role

The rule access-by-role-r will allow access if the there is an applicable Permission
Assignment. The PA’s roles must be a member of the session’s role set, and the PA’s
objtype must match the requested objtype.

(defrul e access-by-role-r

"This rule allows access to an object, if there is a

Per m ssi on Assi gnnment granting access to an object for

a nenber role of this session.”

?f <- (Access (session ?session) (objtype ?objtype)
(result nil))

(Session (roles $?roles) (id ?session) )

(grant-by-role (urole ?urole

& :(nmenber$ ?urole ?roles))

(obj type ?objtype) )

=>

(printout t "Access Granted" crlf)

(rmodify ?f (result "granted")))

Allow Access by Role and Intent

The rule access-by-role-intent-r will allow access if there is an applicable Permission
Assignment. The PA’s roles must be a member of the session’s role set, and the PA’s
intent and objtype must match the requested intent and object type.

(defrul e access-by-role-intent-r

“"This rule allows access to an object, if there is a
Per m ssi on Assi gnnment granting access to an object for
a menber role of this session having the correct
intention.”

19



?f <- (Access (session ?session) (intent ?intent)
(objtype ?objtype) (result nil))
(Session (roles $?roles) (id ?session))
(grant-by-role-intent (urole ?urole
& :(nmenber$ ?urole ?roles))
(intent ?intent)
(obj type ?objtype))
=>
(printout t "Access Granted" crlf)
(rmodify ?f (result "granted")))

Default Deny Session Creating Rule

Creating sessions is prohibited, unless explicitely allowed. This rule will match all
CreateSession facts and deny the implied request, unless one of the CreateSession facts
does match, too.

(defrul e default_deny_Session
"This rule will fire if there are no other rules,
provi di ng the default-deny behaviour"
; Don’t run unless there are no other rules:
(decl are (salience -100))
; fire only for rules without a result:
?f <- (CreateSession (result nil))
=>
(printout t "I"'msorry, Dave, | can’t do that" crlf)
(rmodi fy ?f (result "denied")))

Initial Step of Creating Sessions

Creating sessions is done in three steps. This first rule will fire if a new CreateSession
fact appears and if there are rules requested for this session. If there are no roles
requested, this session will not have any RBAC privileges, and RBAC should not deny
this kind of sessions.

This first rule matches the set of requested roles against the DSD restrictions and it
matches the first rule of the requested set against the User Assignment. If there is a
valid User Assignment and no DSD is violated, the first requested role is granted and
the CreateSession fact is modified by moving the first role from the requested set in
slot roles to the granted set in groles.

Since the description of DSD in the code below is hard to read, I will repeat it here:

The DSD check is quite tricky: We create a union of the rules from the request and
each DSD entry in turn. While creating this union, the intersecting roles are removed
from the resulting list, therefore the number of duplicates is the difference between
the combined length of the original lists and the length of the union. |A N B| =
A +|B| - |AU B
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Figure 3: Creating a Session
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DSD restrictions specify a number of roles n. If at least this number of roles intersect
with the requested set, the request shall be denied.

Therefore we get |requested_roles| + |dsd_roles| >= |requested_roles U dsd_roles| + n
for all non-conforming combinations.

(defrule CreateSession-Initial Step
"Create a Session - First Check

This is the initial step, unless no roles were
requested. The set of rules is checked agai nst the
DSD table, and the first role is checked agai nst the
User Assignnent.

If both checks succeed, the first role is nmoved to the
g(ranted-)roles list. This is repeated untill all rules
have been checked agai nst the User Assignnent.

In order to not check the DSD on each step, this rule
has been copi ed, and the DSD check has been renoved from
t he copy while adding a check for a (non-)enpty groles
list to each version."

?f <- (CreateSession (id ?id) (uid ?uid)
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(roles ?rolel $?roles)
(groles /* empty */))
(UA (uid ?uid)
(role ?rolel))

; The DSD check is quite tricky: W create a union of

; the rules fromthe request and each DSD entry in turn.
; While creating this union, the intersecting roles are
; removed fromthe resulting list, therefore the nunber
; of duplicates is the difference between the conbi ned

; length of the original lists and the length of the

; uni on.

; DSD restrictions specify a nunber of roles n. If at
; least this nunber of roles intersect with the
; requested set, the request shall be denied.

; Therefore we get |requested_roles| + |dsd_roles| >=
; | requested_roles (union) dsd_roles| + n
; for any non-conforning confornmi ng conbi nations.

Iterating Step of Creating a Session

As long as there are session requests having roles in the requested set, each role in turn
will be checked against the User Assignment and - if there is an applicable assignment,
be moved to the set of granted roles. This is essentially the sane thing the initial step
does, but this rule will only fire if the initial step rule has moved at least one rule to the
granted set, which implies this request has passed the DSD check, allowing us to skip
it here.

This step could also be performed by the initial rule, but this would rerun the DSD
check for each rule.

(defrul e Creat eSessi on- Next St ep
"Create a Session - Iterating Check

check the next role fromthe list of requested roles.
DSD checks have been done by the rul e above.™

: The DSD check has been done.

?f <- (CreateSession (id ?id) (uid ?uid)
; Need to check roles?
(roles ?rolel $?roles)
; groles is non-enpty?
(grol es ?grol el $?groles)
(result nil))

(UA (uid ?uid)

(role ?rolel))
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=>

;move the granted role to groles:

(modify ?f (groles (list ?grolel ?groles ?rolel))
(roles ?roles)))

Final Step of Creating a Session

The final step is run in two cases:

1. The first rule and the iterating step will move all roles from the requested set of
a CreateSession request to the granted set until it’s empty, and all roles in the
granted roles set may be active in the session.

2. If no roles are requested, the session shall be granted. The groles slot is empty
by default.

In both cases, the roles slot is empty and the groles slot contains all roles for the ses-
sion. Granting a session is done by creating a Session fact, copying the session-id, the
user-id and the set of granted permissions. Since all relevant informations are copied
to the Session (the result is implied by having the Session fact), | may retract the Cre-
ateSession fact.

(defrul e CreateSession-Final Step
"Create a Session - Instantiate Session Fact

grant Session if all requested rol es have been
processed, or if no role was requested.”
?f <- (CreateSession (id ?id) (uid ?uid)
(roles $?roles
& (= (length$ ?roles) 0))
(groles $?groles))
=>
(assert (Session (id ?id) (uid ?uid) (roles ?groles)))
(retract ?f))

A Source Code

(deftenpl ate Access
"Access request froma session for a file.

session: The user session which requested this access
objtype: The type of the requested object

intent: The intent, e.g. read, wite, print

result: The result of the rule evaluation”

(sl ot session)

(sl ot objtype)
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(slot intent)
(slot result))

(deftenpl ate Session
"A Session consists of:
id: The Session-1D: This system uni que nunber
identifies the session
ui d: The User-ID: This slot identifies the user who
initiated this session
roles: The set of active roles for this session”
(slot id)
(sl ot uid)
(multislot roles))

(deftenpl ate UA

"The User Assignnment mn relation”
(sl ot uid)

(slot role))

(deftenpl ate grant-by-rol e-intent
"The Perm ssion Assignnment mn:o rel ation"
(sl ot urole)

(slot intent)

(sl ot objtype))

(deftenpl ate grant-by-role
"A sinplified Perm ssion Assignment,
di sregarding the intent”

(sl ot urole)

(sl ot objtype))

(defrul e default_deny_ Access
"This rule will fire if there are no other rules,
provi di ng the default-deny behaviour™

; Don’t run unless there are no other rules:
(decl are (salience -100))

; fire only for rules without a result:

?f <- (Access (result nil))

=>

(printout t "Perm ssion denied" crlf)

(rmodi fy ?f (result "denied")))

(defrul e access-by-role-r
"This rule allows access to an object, if there is a
Per m ssi on Assi gnnent granting access to an object for
a nenber role of this session.”
?f <- (Access (session ?session) (objtype ?objtype)
(result nil))
(Session (roles $?roles) (id ?session) )
(grant-by-role (urole ?urole

24



& : (nmenber$ ?urole ?roles))
(obj type ?objtype) )

=>

(printout t "Access Granted" crlf)

(rmodify ?f (result "granted")))

(defrul e access-by-role-intent-r
"This rule allows access to an object, if there is a
Per m ssi on Assi gnnment granting access to an object for
a nenber role of this session having the correct
i ntention."
?f <- (Access (session ?session) (intent ?intent)
(objtype ?objtype) (result nil))
(Session (roles $?roles) (id ?session))
(grant-by-role-intent (urole ?urole
& : (menber$ ?urole ?roles))
(intent ?intent)
(obj type ?objtype))
=>
(printout t "Access Granted" crlf)
(rmodi fy ?f (result "granted")))

(deftenpl ate Creat eSession
"Request for creating a session
id: The desired session id
ui d: The identity of the user
roles: The set of requested roles
groles: Internal use, the list of roles granted so far
result: The result of the rule evaluation”
(slot id)
(sl ot uid)
(rmul tislot roles)
(multislot groles)
(slot result))

(def query user _assi gned
(decl are (variables ?uid ?role))
(UA (uid ?uid) (role ?role)))

(defrul e default_deny_Session
"This rule will fire if there are no other rules,
provi di ng the default-deny behavi our"

; Don’t run unless there are no other rules:
(declare (salience -100))

; fire only for rules without a result:

?f <- (CreateSession (result nil))

=>

(printout t "I"'msorry, Dave, | can’t do that" crlf)
(modify ?f (result "denied")))
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(deftenmpl ate DSD "Dynani c Separation of Duty

n: The maxi mum nunber of active roles fromthis set
one session is allowed to have

roles: The list of roles"

(slot n)

(multislot roles))

(defrule CreateSession-Initial Step
"Create a Session - First Check

This is the initial step, unless no roles were
requested. The set of rules is checked against the
DSD table, and the first role is checked agai nst the
User Assignnent.

I f both checks succeed, the first role is noved to the
g(ranted-)roles list. This is repeated untill all rules
have been checked agai nst the User Assignment.

In order to not check the DSD on each step, this rule
has been copi ed, and the DSD check has been renmoved from
the copy while adding a check for a (non-)enpty groles
list to each version."

?f <- (CreateSession (id ?id) (uid ?uid)
(roles ?rolel $?roles)
(groles /* empty */))
(UA (uid ?uid)
(role ?rolel))

; The DSD check is quite tricky: W create a union of

; the rules fromthe request and each DSD entry in turn.
; While creating this union, the intersecting roles are
; renoved fromthe resulting list, therefore the nunber
; of duplicates is the difference between the conbi ned

; length of the original lists and the length of the
;union.

; DSD restrictions specify a nunber of roles n. If at
; least this nunber of roles intersect with the
; requested set, the request shall be denied.

; Therefore we get |requested roles| + |dsd roles| >=
; | requested_roles (union) dsd_roles| + n
; for any non-conform ng conformn ng conbi nati ons.

(not (DSD (n ?n)
(roles $?dsd_roles &
:(>= (+ (length$ ?roles)
(I ength$ ?dsd_rol es)
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1)
(+ (length$(union$ (list ?rolel)
?rol es
?dsd_rol es))
7n)))))
=>
; nove the granted role to groles:
(modify ?f (groles ?rolel)
(roles ?roles)))

(defrul e CreateSessi on- Next St ep
"Create a Session - lterating Check

check the next role fromthe list of requested roles.
DSD checks have been done by the rul e above."

; The DSD check has been done.

?f <- (CreateSession (id ?id) (uid ?uid)
; Need to check roles?
(roles ?rolel $?roles)
; groles is non-enpty?
(grol es ?grol el $?grol es)
(result nil))

(UA (uid ?uid)

(role ?rolel))

=>

;move the granted role to groles:

(modify ?f (groles (list ?grolel ?groles ?rolel))

(roles ?roles)))

(defrul e CreateSessi on-Final Step
"Create a Session - Instantiate Session Fact

grant Session if all requested rol es have been
processed, or if no role was requested.”
?f <- (CreateSession (id ?id) (uid ?uid)
(roles $?roles
& (= (length$ ?roles) 0))
(groles $?groles))
=>
(assert (Session (id ?id) (uid ?uid) (roles ?groles)))
(retract ?f))

B Example Session

First, you need to unpack and install the Jess engine. Unless you want to write a
Java application, it’s enough to unpack Jess somewhere into your home directory. For
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convenience, you may link the start script into your binary directory or to your working
directory

Now you can load Jess by typing “jess”, preferably after changing into the directory
containing the Jess source files. Jess will start and present the Jess prompt, “Jess> _”.
Assuming you have saved the above source code as rbac.jess, you can load it by typing
“(batch rbac.jess)”. In order to leave Jess, you can either type “(exit)” or press ~D, the
end-of-file character.

Since this rbac console does not run concurrently to the role engine, we cannot start the
engine with the rbac rule set, instead we will run the engine each time we add a fact
representing an event.

First, we want to load a policy. This is necessary because the default policy is to deny
everything. We will create two users, “root” and “Dave Null”, both having the assigned
roles “user” and “programmer”. “root” will have the additional role “admin”.

Then we create a Dynamic Separation of Duty constraint, disallowing to have program-
mer and admin privileges within the same session.

Finally, we grant access to any system object to the administrator, access to userhome
to Dave, and read access to system objects (e.g. /etc/resolv.conf) to Dave.

(deffacts access-by-role-info
(UA (uid "root") (role "progranmer"))
(UA (uid "root") (role "user"))
(UA (uid "root") (role "adnmin"))
(UA (uid "Dave Null") (role "progranmer"))
(UA (uid "Dave Null") (role "user"))
(DSD (n 2) (roles "programer" "admin"))
(grant-by-role (urole "adm n")

(objtype "systen))
(grant-by-role (urole "user")

(objtype "userhone"))
(grant-by-rol e-intent

(urole "user")(intent "read")

(objtype "systen))

)

If you save this policy to the file policy.jess, you can read it using (batch policy.jess).
Now we want to see the defined rules facts using the (rules) and (facts) command:

./ Jess
Jess, the Rule Engine for the Java Pl atform
Copyright (C) 2006 Sandi a Corporation
Jess Version 7.0pl1l 12/21/2006
Jess> (batch rbac. jess)
TRUE
Jess> (batch policy.jess)
TRUE
Jess> (rul es)
MAI N: : Cr eat eSessi on- Fi nal St ep
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MAI N: : Creat eSession-Initial Step
MAI N: : Cr eat eSessi on- Next St ep

MAI N: : access-by-role-intent-r

MAI N: : access-by-rol e-r

MAI N: : def aul t _deny_Access

MAI N: : def aul t _deny_Sessi on

MAI N: : user _assi gned

For a total of 8 rules in nodul e
MAI N.

Jess>

(facts)

For a total of 0 facts in nodule MAIN

As expected, all rules are printed, but there are no defined facts. The reason is: Facts
defined using deffacts are only asserted if the engine is reset, while facts defined using
assert are erased on engine reset:

Jess> (reset)
TRUE
Jess> (facts)
f-0 (MAIN::initial-fact)
f-1 (MAIN: : grant-by-rol e
(urole "adm n") (objtype "systeni))
f-2 (MAIN: : grant-by-rol e
(urole "user") (objtype "userhone"))
3 (MAIN:: UA (uid "root") (role "progranmer"))
-4 (MAIN:: UA (uid "root") (role "user"))
5 (MAIN:: UA (uid "root") (role "adnin"))
6 (MAIN: : UA
(uid "Dave Null") (role "progranmmer"))
7 (MAI'N::UA (uid "Dave Null") (role "user"))
-8 (MAI'N: : DSD
(n 2) (roles "programer" "adm n"))
f-9 (MAIN: : grant - by-rol e-i nt ent
(urole "user") (intent "read")
(objtype "systent))
For a total of 10 facts in nodule MAIN.

Let’s start a session for Dave and run the engine:

Jess> (assert (CreateSession (id 1)
(uid "Dave Null") (roles "adnin")))
<Fact - 10>
Jess> (run)
I'"msorry, Dave, | can’t do that
1
Jess> (facts)
[...]
f-10 (MAIN: : Creat eSessi on
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(id 1) (uid "Dave Null™"™) (roles "adm n")
(groles ) (result "denied"))

Jess did not find a rule which would allow Dave to be an admin. He may choose to log
in as user and programmer instead. We will inspect the actions of the rule engine using
the watch command:

Jess> (reset)
TRUE
Jess> (watch all)
TRUE
Jess> (assert (CreateSession
(id 1) (uid "Dave Null™)
(roles "user" "programrer")))
==> f-10 (MAI N: : Creat eSessi on
(id 1) (uid "Dave Null™")
(roles "user" "programer")
(groles ) (result nil))
==> Activation: MAIN: :default_ deny_Session :

f-10

==> Activation: MAIN :CreateSession-Initial Step :
f-10, f-7,

<Fact - 10>

Jess> (run)

FIRE 1 MAIN:: CreateSession-lnitial Step f-10, f-7,

<== Activation: MAIN: :default_ deny_ Session :

f-10
<=> f-10 (MAIN:.: CreateSession (id 1)

(uid "Dave Null") (roles "progranmer")
(groles "user") (result nil))

==> Activation: MAIN :default_ deny_ Session :

f-10
==> Activation: MAI N :CreateSession-NextStep :
f-10, f-6

FIRE 2 MAIN: : Creat eSessi on- Next Step f-10, f-6
<== Activation: MAIN: :default_deny_ Session :
f-10
<=> f-10 (MAI N: : Creat eSessi on
(id 1) (uid "Dave Null")(roles )
(groles "user" "progranmer")
(result nil))
==> Activation: MAI N :default_ deny_ Session :
f-10
==> Activation: MAIN: :CreateSession-Final Step :
f-10
FIRE 3 MAIN:: Creat eSession-Final Step f-10
==> f-11 (MAIN: : Sessi on
(id 1) (uid "Dave Null™)
(roles "user" "progranmer"))

30



<== f-10 (MAI N: : Cr eat eSessi on
(id 1) (uid "Dave Null"™) (roles )
(groles "user" "programrer")
(result nil))

<== Activation: MAIN: :default_deny_ Session :

f-10

<== Focus MAIN 3

Jess> (unwatch all)

TRUE

When the CreateSession fact is asserted, Jess will activate each rule matching this fact.
One rule is the default deny rule (using only fact f-10, this new fact), since it will match
any CreateSession fact. The other rule is the CreateSession-InitialStep rule. It uses f-
10 and the User Assignment -7 from above, matching the first role. It does not yet use
f-6. “<Fact-10>" is the result of the assert, like in the first example.

After starting the engine, the InitialStep rule fires, because it has the higher salience
value of the two active rules. This rule modifies (“<=>") the CreateSession fact by
moving the first requested role to the list of granted roles. The default deny rule is
deactivated (“<== Activation”) before modifying the CreateSession fact, and activated
again after the modification is done. Additionally, the NextStep rule is activated (in-
stead of the InitialStep rule), since the granted roles list is non-empty. The NextStep
rule will use the -6 User Assignment fact, since the new first role matches.

Again, the rule with the highest salience value, CreateSession-NextStep, is fired, and
like the initial step, it moves the first role to the list of granted roles. This activates the
FinalStep rule, since there are no more requested roles. This rule creates the Session
fact, f11, from the given values and removes the CreateSession fact.

Now we will try to start a session for root, selecting all of his possible roles:

Jess> (reset)
TRUE
Jess> (watch all)
TRUE
Jess> (assert (CreateSession (id 42) (uid "root")
(roles "progranmer" "user" "admin")))
==> f-10 (MAIN:: CreateSession (id 42)
(uid "root")
(roles "programrer” "user" "adm n")
(groles ) (result nil))
==> Activation: MAIN: :default_deny_ Session :
f-10
<Fact - 10>

As you can see, only the deny rule is active, this session will be refused. The InitialStep
rule does not match because of the DSD policy, the NextStep rule requires a non-empty
groles slot and the FinalStep will wait for roles to become empty.

Now we will testif the rule set works correctly:
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Jess> (assert (CreateSession (id 43) (uid "root")
(roles "programrer” "user")))
==> f-11 (MAIN : CreateSession (id 43)
(uid "root")
(roles "programrer" "user")
(groles ) (result nil))
==> Activation: MAIN: :default_deny_ Session :
f-11
==> Activation: MAIN :CreateSession-Initial Step :
f-11, f-3,
<Fact-11>
Jess> (assert (CreateSession (id 44) (uid "root")
(roles "user" "admn")))
==> f-12 (MAIN: : CreateSession (id 44)
(uid "root") (roles "user" "adm n")
(groles ) (result nil))
==> Activation: MAIN: :default_deny_ Session :
f-12
==> Activation:
MAI N: : CreateSession-Initial Step :
f-12, f-4,
<Fact - 12>
Jess> (assert (CreateSession (id 45) (uid "root")
(roles "programrer” "admin")))
==> f-13 (MAIN: : CreateSession (id 45)
(uid "root")
(roles "programrer” "admin")
(groles ) (result nil))
==> Activation: MAIN: :default_deny_ Session :
f-13
<Fact - 13>

As expected, the FirstStep rule would only fire if the DSD permits the selected combi-
nation of roles.

One final test: Will unprivileged session be allowed?

Jess> (assert (CreateSession (id 46) (uid "root")
(roles)))
==> f-14 (MAIN: : CreateSession (id 46)
(uid "root") (roles ) (groles )
(result nil))
==> Activation: MAIN: :default_deny_ Session :
f-14
==> Activation: MAIN: :CreateSession-Final Step :
f-14
<Fact - 14>

They will.
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Now we will access some files - or be prohibited from accessing them. For this test,
we will need need some sessions:

Jess> (unwatch all)

TRUE

Jess> (reset)

TRUE

Jess> (assert (CreateSession (id 1)
(uid "Dave Null") (roles "user")))

<Fact - 10>

Jess> (assert (CreateSession (id 2) (uid "root")
(roles "admn")))

<Fact-11>

Jess> (run)

4

Jess> (facts)

f-9 (MAIN::grant-by-role-intent (urole "user")
(intent "read") (objtype "systeni))

f-12 (MAIN: :Session (id 2) (uid "root")
(roles "adnmin"))

f-13 (MAIN:.:Session (id 1) (uid "Dave Null™)
(roles "user"))

For a total of 12 facts in nodule MAIN.

Then we will assert the Access facts and run the engine:

Jess> (assert (Access (session 1)
(objtype "undefined")
(intent "malicious")))

<Fact - 14>

Jess> (assert (Access (session 1)
(objtype "systent)

(intent "read")))
<Fact - 15>

Jess> (assert (Access (session 1)
(objtype "systent)

(intent "wite")))
<Fact - 16>

Jess> (assert (Access (session 2)
(objtype "systent)

(intent "wite")))
<Fact-17>

Jess> (assert (Access (session 1)
(objtype "userhone")
(intent "wite")))

<Fact - 18>

Jess> (assert (Access (session 2)
(objtype "userhone")
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(intent "wite")))

<Fact - 19>

Jess> (run)
Access Granted
Access Granted
Access Granted
Per m ssi on deni ed
Per m ssi on deni ed
Per m ssi on deni ed

6

Jess> (facts)

f-0
f-1

(MAIN::initial-fact)
(MAIN: : grant-by-role (urole "adm n")
(objtype "systent))
(MAIN:: grant-by-role (urole "user")
(objtype "userhone"))
(MAIN:: UA (uid "root") (role "progranmer"))
(MAIN: : UA (uid "root") (role "user"))
(MAIN:: UA (uid "root") (role "adnin"))
(MAIN:: UA (uid "Dave Null™)
(role "progranmer"))
(MAIN: : UA (uid "Dave Null") (role "user"))
(MAIN::DSD (n 2)
(roles "programrer” "admin"))
(MAIN: : grant-by-rol e-intent
(urole "user") (intent "read")
(objtype "systent))
(MAIN:: Session (id 2) (uid "root")
(roles "adnin"))
(MAIN:: Session (id 1) (uid "Dave Null™")
(roles "user"))
(MAI'N: : Access (session 1)
(obj type "undefined")
(intent "malicious")
(result "denied"))
(MAI'N: : Access (session 1)
(objtype "system') (intent "read")
(result "granted"))
(MAIN: : Access (session 1)
(objtype "systenm') (intent "wite")
(result "denied"))
(MAI'N: : Access (session 2)
(objtype "system') (intent "wite")
(result "granted"))
(MAIN: : Access (session 1)
(objtype "userhone") (intent "wite")
(result "granted"))
(MAI'N: : Access (session 2)
(objtype "userhone") (intent "wite")
(result "denied"))
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For a total of 18 facts in nodul e MAI N

As you can see, the “Access Granted” and “Permission denied” messages do not reflect
the order of the facts. Instead, all “Granted” messages are printed first, then all “denied”
messages are printed. This is due to the salience value of the deny rule. Only looking
on the facts reveals the outcome of each individual evaluation.

Finally, let us be curious about why one particular access is granted:

Jess> (reset)
TRUE
Jess> (assert (CreateSession (id 1)
(uid "root") (roles "adnmn")))
<Fact - 10>
Jess> (run)
2
Jess> (watch all)
TRUE Jess> (assert (Access (session 1)
(objtype "systent)
(intent "wite")))
==> f-12 (MAIN: : Access (session 1)
(objtype "systenm') (intent "wite")
(result nil))

==> Activation: MAIN :default_deny Access :

f-12
==> Activation: MAIN: :access-by-role-r

f-12, f-11, f-1
<Fact - 12>
Jess> (facts)
f-0 (MAIN::initial-fact)
f-1 (MAIN: : grant-by-role (urole "adm n")

(objtype "systent))

f-11 (MAIN:: Session (id 1) (uid "root")
(roles "admin"))

f-12 (MAI'N: : Access (session 1)
(objtype "system') (intent "wite")
(result nil))

For a total of 12 facts in nodul e MAIN.

As you can see, the access-by-role will use the fact representing the session and the
grant-by-role fact representing the Permission Assignment; one (the) session. assigned
to Session 1 and the Object Type from f-12 match f-1.

Now we have seen everything we need to know, except how to quit the session:

Jess> (exit)
You have new nmi |
$
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