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1 Intr oduction

1.1 Context / Overview

A ruleengineis a tool for processingadynamicsetof factsaccordingto a setof rules.
Eachchangein the setof facts- including the initial de�nition - may activatesome
rules. Oneactivatedrule will �re andperformtheassignedaction,possiblychanging
thesetof factsagain.

Rule enginesmay be usedto processevents;eachevent will be representedusinga
new fact,andby carefullydesigningtherule set,eacheventwill eventuallytriggeran
action.

Usinga rule enginein a rule-basedauthorizationsystem,the incomingeventsareac-
cessrequeststhatneedto beansweredby grant/deny accessdecisions.If, for example,
a userasksfor accessto a certain�le, a correspondingfact will be generatedanda
certainrulematchingthis requestmayspecifythatheor sheis grantedaccess.

Oneexampleof ruleenginesis theJessRuleEngine[Jesa]andscriptingenvironment.
Jesshasbeenwrittenentirelyin Sun'sJavalanguageby ErnestFriedman-HillatSandia
NationalLaboratoriesin Livermore,CA. It providesan ef�cient rule engineandthe
capabilityof interfacingJavaapplications.

1.2 Goal

The goal of this thesisis to �gure out how and to what extent the Jessrule engine
canbe usedasa decisionenginefor accesscontrol systems.In particular, practical
implementationexamplesarebegivenshowing how anaccesscontrolsystemcouldbe
realizedusingJess.This thesisdoesnot examineinterfacingtherule enginefrom an
application.

1.3 Gain

The work of this thesiscanbe usedasa basisfor an evaluationof Jess- andsimilar
ruleengines- duringthedevelopmentof anauthorizationengine.In particular, asetof
rule languageconstructsthatarenecessaryto form authorizationruleswill berevealed
whichgivesinsightinto theproperties.

1.4 Organizationof the Thesis

This thesisis organizedin threemainparts.In chapter2, I describetheconceptof rule
enginesand,asfarasit is neededto understandthisthesis,thesyntaxandthesemantics
of theJesslanguage.Chapter3 givesan overview of theRBAC de�nitions from the
AmericanNationalStandard.My implementationof theRBAC decisionenginein Jess
is discussedin Chapter4.
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2 The JessRule Engine

2.1 RoleEngines- Termsand De�nitions

A rule engineis anengine,which matchesa setof factsagainsta setof rules(called
workingmemory), andperformsanactionfor matchingrules.

Figure1: A ruleengine(simpli�ed from [Dro, Ch. 1])

A fact is muchlike a databaserecord,it consistsof a numberof namedslots, which
would bestoredin thecolumnsof a table. Thereis no explicit groupingof factsinto
tables,but eachfactwill be structuredlike it' s template,andany matchwill usethat
templatenameto selecta classof facts,similar to the tablenamein selectclauses.
asserting a fact will createthis fact, retracting a fact will remove the fact from the
working memory.

Factsarestructuredusinga template, which correspondsto thestructureof a table. It
namesa kind of fact,andit tells aboutthenumberof slots,their namesandpossibly
their type.Templatescaninherit theirpropertiesfrom othertemplates,makingall rules
whichapplyto theoriginal typeof factto theinheritingtypeof fact,too.

A rule is a mappingfrom onelist of conditionsto onelist of actions.Eachconditional
elementfrom the list of conditionsis matchedagainstall possiblefacts,and iff all
elementsof thelist dohaveanassignedfact1, therule is active. Theenginewill choose
one of the active rules andprocessit' s actions. This can (and usuallywill) change
thede�ned setof facts,causingotherrulesto beactivatedor deactivated.If thereare
no moreactive rules,theenginemayhalt automaticallyor wait for thesetof factsto
changeby externalmeans.

If thereareactive rules,oneof themis selectedandit' s correspondinglist of actions
is executed- therule �r es. Rulesarenot �red in a speci�c order. If therule engineis

1SomespecialConditionalElementsdonot requireamatchingfact
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busy, thereis no guaranteethata rule matchinga given factwill ever �re, aslong as
thereareotherruleswhichmight�re instead.However, rulesdohaveapropertynamed
“salience”,whicheffectively groupstheminto priority classes.If onerulematches,no
rule with a lower saliencevaluewill �re. This cannotbe usedto guaranteean order
of executionfor similar facts,but it canbeusedto guaranteeimportanteventslikee.g.
changesin thepermissionsetto beprocessedbefore�le access.

It is possibleto ensureasequentialevaluationby addingacounterto eachfactandonly
matchingfactsif this counterhasthenext number. If you do that,you shouldnot be
usinga ruleenginein the�rst place.

2.2 The JessLanguage

TheJesssyntaxis verysimilar to LISP, but it doesbehavedifferentlyby notusingcons
cells,allowing nestedlists for datanorproviding macrosor user-de�ned specialforms
(lazyevaluation).

Likein LISP, eachstatementis avalue,asymbolor alist. Valuesor symbolsevaluateto
themselves,andlists areevaluatedby calling the�rst elementof thelist asa function,
passingtherestof thelist asarguments.UnlikeLISP, theemptylist is notequalto nil.

Templates

(deftemplate template-name
["Documentation comment"]
[(declare (slot-specific TRUE | FALSE)

(backchain-reactive TRUE | FALSE)
(from-class class name)
(include-variables TRUE | FALSE)
(ordered TRUE | FALSE))]

(slot | multislot slot-name
[(type ANY | INTEGER | FLOAT | NUMBER
| SYMBOL| STRING | LEXEME | OBJECT | LONG)]
[(default default value)]
[(default-dynamic default value)])*)

template-name is thenameof thetemplate.

declare startstheblock of declarations:

slot-speci�c Usually, if one fact is modi�ed, eachrule matchingthat fact is
activated.Usingslot-speci�c, it is only activatedif it matchesthespeci�c
slots. This can be usedif one rule is usedto updateone slot of a fact
wheneveroneof theotherslotschange.

backchain-reactive If a rule is backchain-reactive, a specialgoal seeker tem-
plate named“need-”+template-nameis created,and eachtime a corre-
spondingbut notyetde�nedfactmaybeneeded,a“need-”-factis asserted.
This is supposedto beusedin orderto to createa rule which will asserta
factwhenever it' sneeded.
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fr om-class from-classis usedto createtemplatesfrom Java objects. For each
getFoomethod,a slot namedfoo will becreated.

include-variables If a templateis createdfrom a Java classand if include-
variablesis true,Jesswill additionallycreateoneslot for eachpublicmem-
bervariable.

ordered Orderedfactsdo not containslots,but they area list of values.Inter-
nally, this is doneby usingexactlyonemultislot2 andhiding it' sname.All
factsnot correspondingto de�ned templatesareorderedfacts.

slot A slot is a namedstoragefor a simplevalue.A slot canberestrictedto onetype
of values.

multislot A multislot is anamedstoragefor listsof simplevalues.A multi-slotcanbe
restrictedto onetypeof values.

deffacts- de�ne facts.

(deffacts deffacts-name
["Documentation comment"]
(fact)* )

Factsde�nedusingdeffactsareautomaticallyassertedoneachenginereset,while facts
assertingusing(assert)arediscarded.Deffactsdoesnot immediatelyassertthefacts.

deffunction - de�ne function

(deffunction function-name (argument*)
["Documentation comment"]
(function call)* )

De�ned functionscanbe called like built-in functions. Eachparameteris boundto
exactlyoneargumentvariable.Placingadollarsignbeforethevariablein theargument
list causesthis variableto be boundto a list of parameters.It is not possibleto pass
listsof valuesfor any but thelastargumentvariable,sinceJessdoesnotsupportnested
lists.

defglobal - de�ne global variables

(defglobal[?*name= value]+)

defglobalde�nes a global variableandsetsit' s initial value. The nameof a global
variablemustbegin andendwith “*”. Eachvariableis pre�xedusing“?”, like each
PHPvariableis pre�xedusing“$”.

2named__data
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defquery - de�ne a query

(defquery query-name
["Documentation comment"]
[(declare (variables variable+)

(node-index-hash value)
(max-background-rules value))]

(conditional element)* )

Upon invocation,a querymatchesthesetof factsandreturnsa list of factsmatching
thelist of conditionalelements.A querycanbeinvokedusingtherun-query*function
or the count-query-resultsfunction. The facts from the result of run-querycan be
extractedusinge.g.

(while (?result next)
(printout t (?result getString first-name)

" " (?result getString last-name)
", age " (?result getInt age) crlf))

Thesemanticsof aqueryde�nition are:

query-name Thenameof thequery.

declare startstheblock of declarations:

variables This list of variablescorrespondsto theargumentvariablesof func-
tions

node-index-hashUsedto tunethehashtablesize.Shouldbea primenumber.

max-background-rules The numberof rules that may �re in order to allow
backwardchaining.

defrule - de�ne a rule

(defrule rule-name
["Documentation comment"]
[(declare (salience value)

(node-index-hash value)
(auto-focus TRUE | FALSE)
(no-loop TRUE | FALSE))]

(conditional element)*
=>
(function call)* )

rule-name Thenameof therule

declare startstheblock of declarations:

salience The saliencevaluedeterminesthe order, in which rules will �re. If
thereareruleshaving a highersaliencethana givenrule, this rule will not
�re.
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node-index-hashUsedto tunethehashtablesize.Shouldbeaprimenumber.

auto-focus Automaticallychangethe focus to the de�ning module. Modules
andfocusarenotdescribedin this document.

no-loop Evenif thisrulemodi�es facts,thisdoesnotcausethisruleto �re again
immediately.

=> A specialsymbolseparatingtheleft handsideof this symbol,theconditionalele-
ments,from theright handside,thelist of functioncalls.

conditional elements

Conditionalelementsarepatternsmatchingonefacteach.They areusedto selectby
their propertiesandto join factsoncommonproperties.Additionalconstraintsmaybe
imposedon

[ ?variable<- ] (template-namepattern|test*) | (special-conditional-element...)

?variable <- binds the matchingfact to the variable. This variablecanbe usedto
access(or delete)this fact.

template-name Factsconformingto thistemplatearematchedagainstthisconditional
element

slot-pattern A tupleof a slot name,followedby a numberof values,variables,func-
tion callsor regularexpressions,combinedusing'&', '|' or '~', for logical 'and',
'or' and'not'. Thenamedslotwill becomparedto eachelement.

(nothing) Not specifyinganythingmatchesanemptylist from amultislot

immediatevalues matchif theslotcontainsthis value.

? A questionmarkmatchesany value.$? will matchany list.

?variables matchesthevalueof thisvariable,or bindsthevaluefrom thisslot to
thisvariable(if thevariablewasunde�ned).After avariableisbound,it can
beusedasaparameterfor functioncalls. If thevariablewaspre�xedusing
a dollar sign, it matchesa list of values. Commonvariablesboundslots
from multiple conditionalelementsresult in a join of the corresponding
factson theseslots.
Variablenamesarepre�xedusing“?”.

Function calls canbe startedusinga equalssign or a colon. Using an equal
sign,they matchtheir returnvalue,while usinga colon,they matchif they
returnTRUE.

Regular expressionswill matchasexpected.

logic equation An expressionsurroundedby braces.Within this expression,the fol-
lowing elementsmaybecombined:

immediatevalue

slot name thevalueof this slot

< lessthan
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<= lessthanor equalto

> greaterthan

<= greaterthanor equalto

== equals

!= notequalto

<> notequalto, alternatesyntax

&& and

|| or

Special-conditional-elementsareusedto groupotherconditionalelementsor to per-
form sometestsindependentlyfrom correspondingfacts.

and and-combinesa list of conditionalelements

or or-combinesa list of conditionalelements

not negatesoneconditionalelement.Variablesde�ned within thatelementarescoped
within thenotelement,for obviousreasons.

exists makes one conditionalexpressionmatchonly for one fact, even if thereare
multiple factsthatwouldmatch.exists(...)is equalto not(not(...)).

test callsonefunctionandmatchesif the function returnstrue. Using testshouldbe
avoided,unlesstheresultof this functionmaychange.

logical makes one conditionalelementbe the logical supportof eachfact this rule
will assert,bindingit' s lifetime to thevalidity of thelogically supportingmatch.
Multiple matchesmayindependlyassertthis fact,andit canbeunconditionally
assertedaswell. Factsaren't automaticallyremovedunlessall logically support-
ing factsareretracted.

forall matchesonly if for eachpossiblematchin thegroup,all otherconditionalele-
mentsdomatch,too.

accumulate This is nota simplematch,but a loop over thefactssetperformingsome
programlogic. Pleaserefer to theJessdocumentation[Jesb] for a detailedde-
scription.

unique deprecatedandignored
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3 RBAC

In companies,accessrights to objectsareusuallygrantedby therole a userplays. A
dishwasherhasaccessto soap,anda CEOwill haveaccessto his of�ce. If theCEOis
promotedto dishwasher, hewill loseaccessto his of�ce andgainaccessto thesoap.

RBAC tries to apply this model to computingin order to protecteachindividual re-
source.Eachuseris assignedto a setof de�ned roles,anddependingon the role he
playscurrently, accesswill or will not be granted. Sincethis is a mandatoryaccess
controlmodel,nousercangranthisaccessprivilegesto otherusers.

RBAC, asde�ned in [RBA04] is dividedinto a setof modules,which maybe imple-
menteddependingon thespeci�c needs.

3.1 BasicRBAC De�nitions

RBAC de�nesthesetermsfor usewithin thestandard:

Object An objectis any resourcesubjectto useraccesscontrol,e.g.a �le, aprinteror
a databaserecord.

Operations Accordingto thestandard,anoperationis anexecutableimageof a pro-
gram(a process).Examplesgivenarethe�le operationsread,write andexecute
andthedatabaseoperationsinsert,delete,appendandupdate.

Permission Permissionsareapprovalsto performanoperationonanobject.

User A user is a personor, using the extendedde�nition, a machine,a service,a
network or anintelligentautonomousagent.

Role A Role is a job function performedby a user. Rolesdiffer in authority and
responsibilityconferredonusers.
Eachuserhasat leastonerole, andin eachSession,hewill choosea subsetof
theseroles.

SessionA sessionis amappingbetweenusersandtheir activatedsubsetof roles.
Whenloggingin to aasystemandstartinga session,auserwill chooseasubset
of his allowedroles. (Thecombinationsmaybefurtherrestrictedby the imple-
mentation.)

3.2 CoreRBAC

CoreRBAC is, asthenamesuggests,theminimumpart,which mustbeimplemented
by eachRBAC system.It includestheabove� vesetsof elements,andasetof relations
including:

UA UserAssignment:A setof usersandtheir assigned(=possible)roles
UA � Users� Roles

PRMS Permissions:Thesetof OperationsandObjects.
PRMS = 2Op erations � Ob jects
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PA PermissionAssignments:Thesetof Permission-to-Role-assignments.
PA � PRMS � Roles

SESSIONS: Thesetof Sessions.While no furtherdetailsaregivenat thede�nition,
laterpartsassumeit to bea setof Names.

It alsode�nesseveralrelations,of which mostduplicatethecontentof theabovesets.
Only thesessionrelationsareneeded:

session_users(s : SESSIONS)! USERS, themappingof sessions ontothecorre-
spondinguser

session_roles(s : SESSIONS)! 2ROLES , themappingof sessions ontotheactive
setof rolesfor this session

Figure2: RBAC UserandPermissionAssignments(from [RBA04])

3.3 Hierar chal RBAC

HierarchalRBAC (asall othermodules)is anextensionto CoreRBAC,whichprovides
ahierarchalrelationbetweenroles:

Inheritance If all permissionsof onerole r 1 arealsograntedto therole r 2,
r2 inheritsr1.

Containment If all usersauthorizedfor r 1 arealsoauthorizedfor r 2,
r1 containsr 2.

Accordingto thisde�nition, thede�nition of usersbeingassignedto aroleis rede�ned3

to the set of usersof that role or any role inheriting from that role, and the set of
permissionsassignedto arole is rede�nedto thepermissionsassignedto thatroleor to
a rolecontainingthatrole.

Laterpartsof thestandarddonotusethis de�nition, but assume:

Inheritance If r 2 inheritsr1, all permissionsof role r 1 arealsograntedto therole r 2,

Containment If r 1 containsr 2, all usersauthorizedfor r 1 arealsoauthorizedfor r 2.

3with respectto theCoreRBAC de®nition
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LimitedRoleHierarchiesdo imposetherestriction

8r; r 1; r 2 2 Roles; r � r 1 ^ r � r2 ! r1 = r2

or
8r; r 1; r 2 2 Roles; r � r 1 ^ r � r2 ! r1 = r2

Limited RoleHierarchiesdonotprovidemultiple inheritances.

3.4 ConstrainedRBAC

ConstrainedRBAC addsSeparationof Duty relations. Separationof Duty is usedto
ensurethatfraudor majorerrorsdonotoccurwithoutcoactionof multipleusersby as-
signingdifferentindividualsto separatetasksrequiredin theperformanceof abusiness
function.

Thereare two kinds of ConstrainedRBAC, StaticandDynamicSeparationof Duty
(SSDandDSD). SSD is doneby ensuringthat if a useris assigneda role, the user
mustnotbeassignedto acon�icting role. TherearepossiblelessrestrictiveStaticSSD
models,e.g.allowing usersassignmentsto m of n rolesnecessaryfor a task.

DSD differsfrom SSDin not limiting thepossiblesetof userassignments,but theset
of rolesausermayselectata giventime.
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4 Designand Implementation

In thischapter, I describethedesignandimplementationof anRBAC enginebasedon
Jess.

I will implementa variationof theCoreRBAC module,which shall beequivalentin
functionality, but usingdifferentinternaldatarepresentation.I will explain why these
datastructuresareequallycapableof representingthesamerelations.

4.1 My Variation of the CoreRBAC Model:

UA UserAssignment:A setof usersandtheir assigned(=possible)roles
UA � Users� Roles

PRMS Permissions:Thesetof OperationsandObjectTypes.
PRMS = 2Op erations � Ob jects

SESSION: Thesetof activeusersessions.Eachsessionis assignedto oneuseranda
subsetof his roles.
Session= f session_id; user; r olesg � N � Users� 2Roles

whereRoles= f role : (user; r ole) 2 UAg andsession_idis a uniqueID.

PA PermissionAssignments:Thesetof Permission-to-Role-assignments.
PA � Operations � Objects � Roles

Thisde�nition differsfrom theoriginalde�nition in:

The permissionAssignmentusesObjectTypes,while the original de�nition requires
anassignmentfor eachindividualobject.By de�ning oneObjectTypeperobject,this
implementationbehavesliketheoriginalde�nition, but de�ning assignmentsto similar
objectsis easedby usingObjectTypes.

Theoriginal de�nition of PermissionAssignments, PA � PRMS � Roles, allowsdif-
ferentrepresentationsof thesamepermission,e.g.thetuple
(f (r ead;f il e); (wr ite; f il e)g; role) canbeexpressedastwo tuples:
(f (r ead;f il e)g; role); (f (wr ite; f il e)g; role). More generally, you canshow a dis-
tributive law:
((perm1 [ perm2); r ole) , (perm1; role) [ (perm2; r ole). Using this scheme4,
you can easily show that limiting PRMS to Operations � Objectsor changingPA
to PA � Operations � Objects � Roles is - from the perspective of the engine5 -
equivalent.

Fromtheperspective of a user, it may be bene�cial to have pre-designedsetsof per-
missions,whichcanbeassignedto roles.A userinterfaceproviding this featurewould
e.g. usetheoriginal modelandextendit by allowing to nameanddescribethesesets.
Sincethisuserinterfacecaneasilydothetransformation,thereis nodisadvantagefrom
notsupportingpermissionsetswithin theengine.

4and,off cause,(; ; r ole) , ; .
5Usersmight like to groupcommonsetsof permissions,e.g.all permissionsnecessaryfor accessingthe

network. This canbedoneby theuserinterface,which is out of thescopeof this document.
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TheSESSIONsetis originally just a setof IDs, while startingsessionsis equivalentto
changingthe two sessionrelations.I combinetheserelationsinto thesetof sessions,
which givesme the convenienceof manipulatingonly oneobjectwhile at the same
time usingandexploringJess'capabilityof handlinglists.

Another possiblemodel would useSession= f session_id; user; r olesg � N �
Users� Rolesinsteadof ...� 2Roles , creatingmultiple factsfor sessionsif they have
morethanoneactive role. This modelwould eitherneeda specialNull-role for ses-
sionswithout active roles,or it would needto ignorethesesessions.Either way, the
default-deny-policy will blockall requestsfor thesesessions.Thebene�t of thismodel
is usingtablesconformingto the �rst normalform, enablingeasierpatternmatching
andpresumablybeingfaster.

4.2 RequestHandling in a Rule Engine

Processinga requestusinga ruleengineconsistsof threemainsteps:

1. Passrequestsinto theruleengine

2. Let theruleengineallow or deny therequest

3. Passtheresultto thesystem

I do not needto implement1. and3. myself, sincemy work will only usethe Jess
languagedirectly. However, consideringa possibilityof furtheruse,I will usea way
which allows Java to passrequestobjectsto Jess.Jesscangeneratefactsfrom Java
objectsusingJess.Rete.add()andcallingmethodsof theseobjects.(For details,please
referto theJessmanual[Jesb])

Within a traditionalsystem,requestslike readinga �le or creatinga sessionareeither
processedsynchronously, or they areenqueuedwithin oneor a numberof queues.A
rule enginedoesnot provide queues,nor is it designedto processrequestsdirectly.
Instead,it usesa setof factsandmatchesit againsta setof rules- eitheron startof
theengineor if thesetof ruleschangesduringruntime.As statedbefore,this doesnot
guaranteeany fairness,eventscanstarve forever.

4.3 RBAC Data Model

UserAssignmentand PermissionAssignmentdata

TheUserAssignmentis a m:n relation,which is naturallyimplementedby assertinga
UA factfor eachassignedpair of user-id androle. Theslotsarenamed

uid TheID of theUser, who is beingassigned

role. Therole to which this useris assigned

15



PermissionAssignmentsare implementedtwice, onceusingonly role andthe object
types,andonceusingrole, intention6 of theaccessandtheobjecttypes. The former
kind of PermissionAssignmentis usefulwhentherearenorestrictionsimposedon the
intention,while thelater is usefulfor restrictedaccessto anobject,e.g.allowing only
to read/etc/resolv.conf.

For eachof the implementations,thereis onetemplate:grant-by-role andgrant-by-
role-intention.Thesetemplatescontaintheslots:

urole Therole to which this permissionwasassigned.

intent The intent which wasgrantedon the object. For grant-by-role,this slot does
notexist.

objtype Thetypeof objectwhichwasaccessed.

(deftemplate UA
"The User Assignment m:n relation"

(slot uid)
(slot role))

(deftemplate grant-by-role
"A simplified Permission Assignment,

disregarding the intent"
(slot urole)
(slot objtype))

(deftemplate grant-by-role-intent
"The Permission Assignment m:n:o relation"

(slot urole)
(slot intent)
(slot objtype))

Sessions

Eachactive userhasat leastoneopensession,usually startingwith logging in and
endingwhenthelastprogramof thesessionterminates.In RBAC systems,usersmust
chosea setof active roles from their assignedroles,possiblyrestrictedby Dynamic
Separationof Duty.

TheuserSessionsaremodeledusinga Sessionfact,whichconsistsof theslots

id TheSession-ID:This system-uniquenumberidenti�es thesession

uid TheUser-ID: Thisslot identi�es theuserwho initiatedthis session
6Intentionis e.g.readingor writing a ®le, printingonaprinter, cancelinga print job, ...
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roles Thesetof active rolesfor this session

Sincethe decisionlogic is supposedto residein the rule engine,I needto passthe
informationaboutstartedsessionsinto therule engine.I might haveusednormalSes-
sionfactsplusone�ag indicatingvalid sessions,but this would addoverheadto valid
sessionsandenlarge the setof patternsfor the rulesfor creatingsessions.Instead,I
choseto de�ne a separatetemplateCreateSessionhaving theslots

id Thedesiredsessionid, assumedto beunique

uid Theidentity of theuser

roles Thesetof requestedroles

groles Internaluse,thelist of rolesgrantedsofar

result Theresultof theruleevaluation

Thereturnslot will besetto thesystemresponsein orderto seetheoutcomeof eval-
uatinga speci�c rule. Therulesaredesignedto only reactto factsif theresulthasnot
yetbeenset.If theeventfactwouldbegeneratedfrom aprogramusingtheJessengine,
you would call anobjectmethodinstead(passingtheresultto theoriginator),andthis
methodwould removethefactfrom theruleengine.

This fact is �rst checked againstthe DSD restrictions,eachrole is checked against
theUserAssignment,andif thereareno violations,a Sessionwill becreatedandthe
CreateSessionfactwill beremoved. If thereis a violation, thedefault rule will assign
“denied” to theresultslot.

(deftemplate Session
"A Session consists of:

id: The Session-ID: This system-unique number
identifies the session

uid: The User-ID: This slot identifies the user who
initiated this session

roles: The set of active roles for this session"
(slot id)
(slot uid)
(multislot roles))

(deftemplate CreateSession
"Request for creating a session

id: The desired session id
uid: The identity of the user
roles: The set of requested roles
groles: Internal use, the list of roles granted so far
result: The result of the rule evaluation"
(slot id)
(slot uid)

17



(multislot roles)
(multislot groles)
(slot result))

AccessControl

Accessingasystemobjectis implementedusingtheAccesstemplate.It consistsof the
slots

sessionTheusersessionwhich requestedthis access

objtype Thetypeof therequestedobject

intent Theintent,e.g.read,write, print ...

result Theresultof theruleevaluation.

This resultslot hasthesamepurposeastheresultslot above,but insteadof removing
this fact,theresultwill besetto “granted”if f thereis a ruleallowing thisaccess.

(deftemplate Access
"Access request from a session for a file.

session: The user session which requested this access
objtype: The type of the requested object
intent: The intent, e.g. read, write, print ...
result: The result of the rule evaluation"
(slot session)
(slot objtype)
(slot intent)
(slot result))

Dynamic Separationof Duty

TheDSD templateis de�ned asa multislot namedroles,containingsetof roles,anda
correspondingintegerslot n, n > 1 (not enforced).It forbidscreatingsessionshaving
n or morerolesfrom thespeci�edset.

4.4 Operationson the RBAC Data

Default deny accesscontrol rule

RBAC will deny accessunlessthereis a correspondingPermissionAssignment.This
behavior is implementedusinga default rule nameddefault_deny_Access.This rule
will matchany Accessfact, resultingin a con�ict with themorespeci�c ruleswhich
would possiblygrant the access.The rule enginewould chooseone randomrule -
unlessthey havea differentsaliencevalue.
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Thesaliencevalueof thedefault_deny rulesis setto -100(default= 0), instructingJess
not to �re this ruleunlesstherearenootheractive rulesof highersalience.

(defrule default_deny_Access
"This rule will fire if there are no other rules,

providing the default-deny behaviour"
; Don't run unless there are no other rules:
(declare (salience -100))
; fire only for rules without a result:
?f <- (Access (result nil))
=>
(printout t "Permission denied" crlf)
(modify ?f (result "denied")))

Allow Accessby Role

The rule access-by-role-rwill allow accessif the thereis an applicablePermission
Assignment.ThePA's rolesmustbea memberof thesession's role set,andthePA's
objtypemustmatchtherequestedobjtype.

(defrule access-by-role-r
"This rule allows access to an object, if there is a

Permission Assignment granting access to an object for
a member role of this session."
?f <- (Access (session ?session) (objtype ?objtype)

(result nil))
(Session (roles $?roles) (id ?session) )
(grant-by-role (urole ?urole

& :(member$ ?urole ?roles))
(objtype ?objtype) )

=>
(printout t "Access Granted" crlf)
(modify ?f (result "granted")))

Allow Accessby Roleand Intent

Therule access-by-role-intent-rwill allow accessif thereis anapplicablePermission
Assignment.ThePA's rolesmustbea memberof thesession's role set,andthePA's
intentandobjtypemustmatchtherequestedintentandobjecttype.

(defrule access-by-role-intent-r
"This rule allows access to an object, if there is a

Permission Assignment granting access to an object for
a member role of this session having the correct
intention."
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?f <- (Access (session ?session) (intent ?intent)
(objtype ?objtype) (result nil))

(Session (roles $?roles) (id ?session))
(grant-by-role-intent (urole ?urole

& :(member$ ?urole ?roles))
(intent ?intent)
(objtype ?objtype))

=>
(printout t "Access Granted" crlf)
(modify ?f (result "granted")))

Default Deny SessionCreatingRule

Creatingsessionsis prohibited,unlessexplicitely allowed. This rule will matchall
CreateSessionfactsanddeny theimpliedrequest,unlessoneof theCreateSessionfacts
doesmatch,too.

(defrule default_deny_Session
"This rule will fire if there are no other rules,

providing the default-deny behaviour"
; Don't run unless there are no other rules:
(declare (salience -100))
; fire only for rules without a result:
?f <- (CreateSession (result nil))
=>
(printout t "I'm sorry, Dave, I can't do that" crlf)
(modify ?f (result "denied")))

Initial Stepof CreatingSessions

Creatingsessionsis donein threesteps.This �rst rule will �re if a new CreateSession
fact appearsand if thereare rules requestedfor this session. If thereare no roles
requested,this sessionwill nothaveany RBAC privileges,andRBAC shouldnotdeny
this kind of sessions.

This �rst rule matchesthe setof requestedrolesagainstthe DSD restrictionsand it
matchesthe �rst rule of the requestedsetagainstthe UserAssignment.If thereis a
valid UserAssignmentandno DSD is violated,the �rst requestedrole is grantedand
the CreateSessionfact is modi�ed by moving the �rst role from the requestedset in
slot rolesto thegrantedsetin groles.

Sincethedescriptionof DSD in thecodebelow is hardto read,I will repeatit here:

The DSD checkis quite tricky: We createa union of the rulesfrom the requestand
eachDSD entry in turn. While creatingthis union, theintersectingrolesareremoved
from the resultinglist, thereforethe numberof duplicatesis the differencebetween
the combinedlength of the original lists and the length of the union. jA \ B j =
jAj + jB j � jA [ B j
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Figure3: Creatinga Session

DSD restrictionsspecifya numberof rolesn. If at leastthis numberof rolesintersect
with therequestedset,therequestshallbedenied.

Thereforewe get |requested_roles|+ |dsd_roles|>= |requested_roles[ dsd_roles|+ n
for all non-conformingcombinations.

(defrule CreateSession-InitialStep
"Create a Session - First Check

This is the initial step, unless no roles were
requested. The set of rules is checked against the
DSD table, and the first role is checked against the
User Assignment.

If both checks succeed, the first role is moved to the
g(ranted-)roles list. This is repeated untill all rules
have been checked against the User Assignment.

In order to not check the DSD on each step, this rule
has been copied, and the DSD check has been removed from
the copy while adding a check for a (non-)empty groles
list to each version."

?f <- (CreateSession (id ?id) (uid ?uid)
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(roles ?role1 $?roles)
(groles /* empty */))

(UA (uid ?uid)
(role ?role1))

; The DSD check is quite tricky: We create a union of
; the rules from the request and each DSD entry in turn.
; While creating this union, the intersecting roles are
; removed from the resulting list, therefore the number
; of duplicates is the difference between the combined
; length of the original lists and the length of the
; union.

; DSD restrictions specify a number of roles n. If at
; least this number of roles intersect with the
; requested set, the request shall be denied.

; Therefore we get |requested_roles| + |dsd_roles| >=
; |requested_roles (union) dsd_roles| + n
; for any non-conforming conforming combinations.

Iterating Stepof Creatinga Session

As longastherearesessionrequestshaving rolesin therequestedset,eachrole in turn
will becheckedagainsttheUserAssignmentand- if thereis anapplicableassignment,
bemovedto thesetof grantedroles. This is essentiallythesanething the initial step
does,but this rulewill only �re if theinitial steprulehasmovedat leastonerule to the
grantedset,which impliesthis requesthaspassedtheDSD check,allowing usto skip
it here.

This stepcould alsobe performedby the initial rule, but this would rerun the DSD
checkfor eachrule.

(defrule CreateSession-NextStep
"Create a Session - Iterating Check

check the next role from the list of requested roles.
DSD checks have been done by the rule above."

; The DSD check has been done.
?f <- (CreateSession (id ?id) (uid ?uid)

; Need to check roles?
(roles ?role1 $?roles)
; groles is non-empty?
(groles ?grole1 $?groles)
(result nil))

(UA (uid ?uid)
(role ?role1))
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=>
;move the granted role to groles:
(modify ?f (groles (list ?grole1 ?groles ?role1))

(roles ?roles)))

Final Stepof Creatinga Session

The�nal stepis run in two cases:

1. The�rst rule andtheiteratingstepwill move all rolesfrom therequestedsetof
a CreateSessionrequestto the grantedsetuntil it' s empty, andall roles in the
grantedrolessetmaybeactive in thesession.

2. If no rolesarerequested,thesessionshall begranted.Thegrolesslot is empty
by default.

In bothcases,therolesslot is emptyandthegrolesslot containsall rolesfor theses-
sion. Grantinga sessionis doneby creatinga Sessionfact,copying thesession-id,the
user-id andthesetof grantedpermissions.Sinceall relevant informationsarecopied
to theSession(theresultis implied by having theSessionfact),I mayretracttheCre-
ateSessionfact.

(defrule CreateSession-FinalStep
"Create a Session - Instantiate Session Fact

grant Session if all requested roles have been
processed, or if no role was requested."
?f <- (CreateSession (id ?id) (uid ?uid)

(roles $?roles
& :(= (length$ ?roles) 0))

(groles $?groles))
=>
(assert (Session (id ?id) (uid ?uid) (roles ?groles)))
(retract ?f))

A SourceCode

(deftemplate Access
"Access request from a session for a file.

session: The user session which requested this access
objtype: The type of the requested object
intent: The intent, e.g. read, write, print ...
result: The result of the rule evaluation"
(slot session)
(slot objtype)
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(slot intent)
(slot result))

(deftemplate Session
"A Session consists of:

id: The Session-ID: This system-unique number
identifies the session

uid: The User-ID: This slot identifies the user who
initiated this session

roles: The set of active roles for this session"
(slot id)
(slot uid)
(multislot roles))

(deftemplate UA
"The User Assignment m:n relation"

(slot uid)
(slot role))

(deftemplate grant-by-role-intent
"The Permission Assignment m:n:o relation"

(slot urole)
(slot intent)
(slot objtype))

(deftemplate grant-by-role
"A simplified Permission Assignment,

disregarding the intent"
(slot urole)
(slot objtype))

(defrule default_deny_Access
"This rule will fire if there are no other rules,

providing the default-deny behaviour"
; Don't run unless there are no other rules:
(declare (salience -100))
; fire only for rules without a result:
?f <- (Access (result nil))
=>
(printout t "Permission denied" crlf)
(modify ?f (result "denied")))

(defrule access-by-role-r
"This rule allows access to an object, if there is a

Permission Assignment granting access to an object for
a member role of this session."
?f <- (Access (session ?session) (objtype ?objtype)

(result nil))
(Session (roles $?roles) (id ?session) )
(grant-by-role (urole ?urole
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& :(member$ ?urole ?roles))
(objtype ?objtype) )

=>
(printout t "Access Granted" crlf)
(modify ?f (result "granted")))

(defrule access-by-role-intent-r
"This rule allows access to an object, if there is a

Permission Assignment granting access to an object for
a member role of this session having the correct
intention."
?f <- (Access (session ?session) (intent ?intent)

(objtype ?objtype) (result nil))
(Session (roles $?roles) (id ?session))
(grant-by-role-intent (urole ?urole

& :(member$ ?urole ?roles))
(intent ?intent)
(objtype ?objtype))

=>
(printout t "Access Granted" crlf)
(modify ?f (result "granted")))

(deftemplate CreateSession
"Request for creating a session

id: The desired session id
uid: The identity of the user
roles: The set of requested roles
groles: Internal use, the list of roles granted so far
result: The result of the rule evaluation"
(slot id)
(slot uid)
(multislot roles)
(multislot groles)
(slot result))

(defquery user_assigned
(declare (variables ?uid ?role))
(UA (uid ?uid) (role ?role)))

(defrule default_deny_Session
"This rule will fire if there are no other rules,

providing the default-deny behaviour"
; Don't run unless there are no other rules:
(declare (salience -100))
; fire only for rules without a result:
?f <- (CreateSession (result nil))
=>
(printout t "I'm sorry, Dave, I can't do that" crlf)
(modify ?f (result "denied")))
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(deftemplate DSD "Dynamic Separation of Duty
n: The maximum number of active roles from this set

one session is allowed to have
roles: The list of roles"
(slot n)
(multislot roles))

(defrule CreateSession-InitialStep
"Create a Session - First Check

This is the initial step, unless no roles were
requested. The set of rules is checked against the
DSD table, and the first role is checked against the
User Assignment.

If both checks succeed, the first role is moved to the
g(ranted-)roles list. This is repeated untill all rules
have been checked against the User Assignment.

In order to not check the DSD on each step, this rule
has been copied, and the DSD check has been removed from
the copy while adding a check for a (non-)empty groles
list to each version."

?f <- (CreateSession (id ?id) (uid ?uid)
(roles ?role1 $?roles)
(groles /* empty */))

(UA (uid ?uid)
(role ?role1))

; The DSD check is quite tricky: We create a union of
; the rules from the request and each DSD entry in turn.
; While creating this union, the intersecting roles are
; removed from the resulting list, therefore the number
; of duplicates is the difference between the combined
; length of the original lists and the length of the
; union.

; DSD restrictions specify a number of roles n. If at
; least this number of roles intersect with the
; requested set, the request shall be denied.

; Therefore we get |requested_roles| + |dsd_roles| >=
; |requested_roles (union) dsd_roles| + n
; for any non-conforming conforming combinations.

(not (DSD (n ?n)
(roles $?dsd_roles &

:(>= (+ (length$ ?roles)
(length$ ?dsd_roles)
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1)
(+ (length$(union$ (list ?role1)

?roles
?dsd_roles))

?n )))))
=>
; move the granted role to groles:
(modify ?f (groles ?role1)

(roles ?roles)))

(defrule CreateSession-NextStep
"Create a Session - Iterating Check

check the next role from the list of requested roles.
DSD checks have been done by the rule above."

; The DSD check has been done.
?f <- (CreateSession (id ?id) (uid ?uid)

; Need to check roles?
(roles ?role1 $?roles)
; groles is non-empty?
(groles ?grole1 $?groles)
(result nil))

(UA (uid ?uid)
(role ?role1))

=>
;move the granted role to groles:
(modify ?f (groles (list ?grole1 ?groles ?role1))

(roles ?roles)))

(defrule CreateSession-FinalStep
"Create a Session - Instantiate Session Fact

grant Session if all requested roles have been
processed, or if no role was requested."
?f <- (CreateSession (id ?id) (uid ?uid)

(roles $?roles
& :(= (length$ ?roles) 0))

(groles $?groles))
=>
(assert (Session (id ?id) (uid ?uid) (roles ?groles)))
(retract ?f))

B ExampleSession

First, you needto unpackand install the Jessengine. Unlessyou want to write a
Java application,it' s enoughto unpackJesssomewhereinto your homedirectory. For
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convenience,youmaylink thestartscriptinto yourbinarydirectoryor to yourworking
directory

Now you canload Jessby typing “jess”, preferablyafter changinginto the directory
containingtheJesssource�les. Jesswill startandpresenttheJessprompt,“Jess>_”.
Assumingyouhavesavedtheabovesourcecodeasrbac.jess,youcanloadit by typing
“(batchrbac.jess)”.In orderto leave Jess,you caneithertype“(exit)” or presŝ D, the
end-of-�le character.

Sincethisrbacconsoledoesnot runconcurrentlyto theroleengine,wecannotstartthe
enginewith the rbacrule set,insteadwe will run theengineeachtime we adda fact
representinganevent.

First,we wantto loada policy. This is necessarybecausethedefault policy is to deny
everything.Wewill createtwo users,“root” and“DaveNull”, bothhaving theassigned
roles“user” and“programmer”.“root” will have theadditionalrole “admin”.

ThenwecreateaDynamicSeparationof Duty constraint,disallowing to haveprogram-
merandadminprivilegeswithin thesamesession.

Finally, we grantaccessto any systemobjectto theadministrator, accessto userhome
to Dave,andreadaccessto systemobjects(e.g./etc/resolv.conf)to Dave.

(deffacts access-by-role-info
(UA (uid "root") (role "programmer"))
(UA (uid "root") (role "user"))
(UA (uid "root") (role "admin"))
(UA (uid "Dave Null") (role "programmer"))
(UA (uid "Dave Null") (role "user"))
(DSD (n 2) (roles "programmer" "admin"))
(grant-by-role (urole "admin")

(objtype "system"))
(grant-by-role (urole "user")

(objtype "userhome"))
(grant-by-role-intent

(urole "user")(intent "read")
(objtype "system"))

)

If you save this policy to the �le policy.jess,you canreadit using(batchpolicy.jess).
Now we wantto seethede�ned rulesfactsusingthe(rules)and(facts)command:

./Jess
Jess, the Rule Engine for the Java Platform
Copyright (C) 2006 Sandia Corporation
Jess Version 7.0p1 12/21/2006
Jess> (batch rbac.jess)
TRUE
Jess> (batch policy.jess)
TRUE
Jess> (rules)
MAIN::CreateSession-FinalStep
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MAIN::CreateSession-InitialStep
MAIN::CreateSession-NextStep
MAIN::access-by-role-intent-r
MAIN::access-by-role-r
MAIN::default_deny_Access
MAIN::default_deny_Session
MAIN::user_assigned
For a total of 8 rules in module
MAIN.
Jess>
(facts)
For a total of 0 facts in module MAIN.

As expected,all rulesareprinted,but thereareno de�ned facts.Thereasonis: Facts
de�ned usingdeffactsareonly assertedif theengineis reset,while factsde�ned using
assertareerasedonenginereset:

Jess> (reset)
TRUE
Jess> (facts)
f-0 (MAIN::initial-fact)
f-1 (MAIN::grant-by-role

(urole "admin") (objtype "system"))
f-2 (MAIN::grant-by-role

(urole "user") (objtype "userhome"))
f-3 (MAIN::UA (uid "root") (role "programmer"))
f-4 (MAIN::UA (uid "root") (role "user"))
f-5 (MAIN::UA (uid "root") (role "admin"))
f-6 (MAIN::UA

(uid "Dave Null") (role "programmer"))
f-7 (MAIN::UA (uid "Dave Null") (role "user"))
f-8 (MAIN::DSD

(n 2) (roles "programmer" "admin"))
f-9 (MAIN::grant-by-role-intent

(urole "user") (intent "read")
(objtype "system"))

For a total of 10 facts in module MAIN.

Let's starta sessionfor Daveandrun theengine:

Jess> (assert (CreateSession (id 1)
(uid "Dave Null") (roles "admin")))

<Fact-10>
Jess> (run)
I'm sorry, Dave, I can't do that
1
Jess> (facts)
[...]
f-10 (MAIN::CreateSession
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(id 1) (uid "Dave Null") (roles "admin")
(groles ) (result "denied"))

Jessdid not �nd a rulewhichwouldallow Dave to beanadmin.Hemaychooseto log
in asuserandprogrammerinstead.Wewill inspecttheactionsof theruleengineusing
thewatchcommand:

Jess> (reset)
TRUE
Jess> (watch all)
TRUE
Jess> (assert (CreateSession

(id 1) (uid "Dave Null")
(roles "user" "programmer")))

==> f-10 (MAIN::CreateSession
(id 1) (uid "Dave Null")
(roles "user" "programmer")
(groles ) (result nil))

==> Activation: MAIN::default_deny_Session :
f-10

==> Activation: MAIN::CreateSession-InitialStep :
f-10, f-7,

<Fact-10>
Jess> (run)
FIRE 1 MAIN::CreateSession-InitialStep f-10, f-7,
<== Activation: MAIN::default_deny_Session :

f-10
<=> f-10 (MAIN::CreateSession (id 1)

(uid "Dave Null") (roles "programmer")
(groles "user") (result nil))

==> Activation: MAIN::default_deny_Session :
f-10

==> Activation: MAIN::CreateSession-NextStep :
f-10, f-6

FIRE 2 MAIN::CreateSession-NextStep f-10, f-6
<== Activation: MAIN::default_deny_Session :

f-10
<=> f-10 (MAIN::CreateSession

(id 1) (uid "Dave Null")(roles )
(groles "user" "programmer")
(result nil))

==> Activation: MAIN::default_deny_Session :
f-10

==> Activation: MAIN::CreateSession-FinalStep :
f-10

FIRE 3 MAIN::CreateSession-FinalStep f-10
==> f-11 (MAIN::Session

(id 1) (uid "Dave Null")
(roles "user" "programmer"))
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<== f-10 (MAIN::CreateSession
(id 1) (uid "Dave Null") (roles )
(groles "user" "programmer")
(result nil))

<== Activation: MAIN::default_deny_Session :
f-10

<== Focus MAIN 3
Jess> (unwatch all)
TRUE

WhentheCreateSessionfactis asserted,Jesswill activateeachrulematchingthis fact.
Oneruleis thedefaultdeny rule(usingonly factf-10, thisnew fact),sinceit will match
any CreateSessionfact. Theotherrule is theCreateSession-InitialSteprule. It usesf-
10andtheUserAssignmentf-7 from above,matchingthe�rst role. It doesnotyetuse
f-6. “<Fact-10>”is theresultof theassert,like in the�rst example.

After startingthe engine,the InitialSteprule �res, becauseit hasthe highersalience
valueof the two active rules. This rule modi�es (“<=>”) the CreateSessionfact by
moving the �rst requestedrole to the list of grantedroles. The default deny rule is
deactivated(“<== Activation”) beforemodifying theCreateSessionfact,andactivated
againafter the modi�cation is done. Additionally, the NextSteprule is activated(in-
steadof the InitialSteprule), sincethegrantedroleslist is non-empty. The NextStep
rulewill usethef-6 UserAssignmentfact,sincethenew �rst rolematches.

Again, the rule with thehighestsaliencevalue,CreateSession-NextStep,is �red, and
like theinitial step,it movesthe�rst role to thelist of grantedroles.This activatesthe
FinalSteprule, sincethereareno morerequestedroles. This rule createstheSession
fact,f11, from thegivenvaluesandremovestheCreateSessionfact.

Now wewill try to starta sessionfor root,selectingall of hispossibleroles:

Jess> (reset)
TRUE
Jess> (watch all)
TRUE
Jess> (assert (CreateSession (id 42) (uid "root")

(roles "programmer" "user" "admin")))
==> f-10 (MAIN::CreateSession (id 42)

(uid "root")
(roles "programmer" "user" "admin")
(groles ) (result nil))

==> Activation: MAIN::default_deny_Session :
f-10

<Fact-10>

As youcansee,only thedeny ruleis active,thissessionwill berefused.TheInitialStep
ruledoesnotmatchbecauseof theDSDpolicy, theNextSteprulerequiresanon-empty
grolesslot andtheFinalStepwill wait for rolesto becomeempty.

Now wewill testif therulesetworkscorrectly:
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Jess> (assert (CreateSession (id 43) (uid "root")
(roles "programmer" "user")))

==> f-11 (MAIN::CreateSession (id 43)
(uid "root")
(roles "programmer" "user")
(groles ) (result nil))

==> Activation: MAIN::default_deny_Session :
f-11

==> Activation: MAIN::CreateSession-InitialStep :
f-11, f-3,

<Fact-11>
Jess> (assert (CreateSession (id 44) (uid "root")

(roles "user" "admin")))
==> f-12 (MAIN::CreateSession (id 44)

(uid "root") (roles "user" "admin")
(groles ) (result nil))

==> Activation: MAIN::default_deny_Session :
f-12

==> Activation:
MAIN::CreateSession-InitialStep :

f-12, f-4,
<Fact-12>
Jess> (assert (CreateSession (id 45) (uid "root")

(roles "programmer" "admin")))
==> f-13 (MAIN::CreateSession (id 45)

(uid "root")
(roles "programmer" "admin")
(groles ) (result nil))

==> Activation: MAIN::default_deny_Session :
f-13

<Fact-13>

As expected,theFirstSteprulewouldonly �re if theDSD permitstheselectedcombi-
nationof roles.

One�nal test:Will unprivilegedsessionbeallowed?

Jess> (assert (CreateSession (id 46) (uid "root")
(roles)))

==> f-14 (MAIN::CreateSession (id 46)
(uid "root") (roles ) (groles )
(result nil))

==> Activation: MAIN::default_deny_Session :
f-14

==> Activation: MAIN::CreateSession-FinalStep :
f-14

<Fact-14>

They will.

32



Now we will accesssome�les - or be prohibitedfrom accessingthem. For this test,
we will needneedsomesessions:

Jess> (unwatch all)
TRUE
Jess> (reset)
TRUE
Jess> (assert (CreateSession (id 1)

(uid "Dave Null") (roles "user")))
<Fact-10>
Jess> (assert (CreateSession (id 2) (uid "root")

(roles "admin")))
<Fact-11>
Jess> (run)
4
Jess> (facts)
...
f-9 (MAIN::grant-by-role-intent (urole "user")

(intent "read") (objtype "system"))
f-12 (MAIN::Session (id 2) (uid "root")

(roles "admin"))
f-13 (MAIN::Session (id 1) (uid "Dave Null")

(roles "user"))
For a total of 12 facts in module MAIN.

Thenwewill asserttheAccessfactsandrun theengine:

Jess> (assert (Access (session 1)
(objtype "undefined")
(intent "malicious")))

<Fact-14>
Jess> (assert (Access (session 1)

(objtype "system")
(intent "read")))

<Fact-15>
Jess> (assert (Access (session 1)

(objtype "system")
(intent "write")))

<Fact-16>
Jess> (assert (Access (session 2)

(objtype "system")
(intent "write")))

<Fact-17>
Jess> (assert (Access (session 1)

(objtype "userhome")
(intent "write")))

<Fact-18>
Jess> (assert (Access (session 2)

(objtype "userhome")
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(intent "write")))
<Fact-19>
Jess> (run)
Access Granted
Access Granted
Access Granted
Permission denied
Permission denied
Permission denied
6
Jess> (facts)
f-0 (MAIN::initial-fact)
f-1 (MAIN::grant-by-role (urole "admin")

(objtype "system"))
f-2 (MAIN::grant-by-role (urole "user")

(objtype "userhome"))
f-3 (MAIN::UA (uid "root") (role "programmer"))
f-4 (MAIN::UA (uid "root") (role "user"))
f-5 (MAIN::UA (uid "root") (role "admin"))
f-6 (MAIN::UA (uid "Dave Null")

(role "programmer"))
f-7 (MAIN::UA (uid "Dave Null") (role "user"))
f-8 (MAIN::DSD (n 2)

(roles "programmer" "admin"))
f-9 (MAIN::grant-by-role-intent

(urole "user") (intent "read")
(objtype "system"))

f-12 (MAIN::Session (id 2) (uid "root")
(roles "admin"))

f-13 (MAIN::Session (id 1) (uid "Dave Null")
(roles "user"))

f-14 (MAIN::Access (session 1)
(objtype "undefined")
(intent "malicious")
(result "denied"))

f-15 (MAIN::Access (session 1)
(objtype "system") (intent "read")
(result "granted"))

f-16 (MAIN::Access (session 1)
(objtype "system") (intent "write")
(result "denied"))

f-17 (MAIN::Access (session 2)
(objtype "system") (intent "write")
(result "granted"))

f-18 (MAIN::Access (session 1)
(objtype "userhome") (intent "write")
(result "granted"))

f-19 (MAIN::Access (session 2)
(objtype "userhome") (intent "write")
(result "denied"))
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For a total of 18 facts in module MAIN.

As youcansee,the“AccessGranted”and“Permissiondenied”messagesdonotre�ect
theorderof thefacts.Instead,all “Granted”messagesareprinted�rst, thenall “denied”
messagesareprinted.This is dueto thesaliencevalueof thedeny rule. Only looking
on thefactsrevealstheoutcomeof eachindividualevaluation.

Finally, let usbecuriousaboutwhy oneparticularaccessis granted:

Jess> (reset)
TRUE
Jess> (assert (CreateSession (id 1)

(uid "root") (roles "admin")))
<Fact-10>
Jess> (run)
2
Jess> (watch all)
TRUE Jess> (assert (Access (session 1)

(objtype "system")
(intent "write")))

==> f-12 (MAIN::Access (session 1)
(objtype "system") (intent "write")
(result nil))

==> Activation: MAIN::default_deny_Access :
f-12

==> Activation: MAIN::access-by-role-r :
f-12, f-11, f-1

<Fact-12>
Jess> (facts)
f-0 (MAIN::initial-fact)
f-1 (MAIN::grant-by-role (urole "admin")

(objtype "system"))
...
f-11 (MAIN::Session (id 1) (uid "root")

(roles "admin"))
f-12 (MAIN::Access (session 1)

(objtype "system") (intent "write")
(result nil))

For a total of 12 facts in module MAIN.

As you cansee,the access-by-rolewill usethe fact representingthe sessionandthe
grant-by-rolefactrepresentingthePermissionAssignment;one(the)session.assigned
to Session1 andtheObjectTypefrom f-12 matchf-1.

Now wehaveseeneverythingwe needto know, excepthow to quit thesession:

Jess> (exit)
You have new mail
$
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