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1 Intr oduction

1.1 Context/ Overview

A rule engineis atool for processing dynamicsetof factsaccordingo a setof rules.
Eachchangein the setof facts- including the initial de nition - may activate some
rules. Oneactivatedrule will re andperformthe assignediction,possiblychanging
the setof factsagain.

Rule enginesmay be usedto processevents;eacheventwill be representedisinga
new fact,andby carefully designingtherule set,eacheventwill eventuallytriggeran
action.

Usingarule enginein a rule-basediuthorizationrsystem the incomingeventsareac-
cessequestshatneedto beansweredy grant/dely accesslecisionslf, for example,
a userasksfor accesdo a certain le, a correspondindgactwill be generatecanda
certainrule matchingthis requesmayspecifythatheor sheis grantedaccess.

Oneexampleof rule engineds the JessRule Engine[Jesalandscriptingervironment.
Jesdhasbeenwrittenentirelyin Sun'sJavalanguagéy Ernestrriedman-Hillat Sandia
National Laboratoriesn Livermore,CA. It providesan ef cient rule engineandthe
capabilityof interfacingJava applications.

1.2 Goal

The goal of this thesisis to gure out how andto what extent the Jessrule engine
canbe usedasa decisionenginefor accessontrol systems.In particular practical
implementatiorexamplesarebegivenshaving how anaccesgontrolsystemcouldbe
realizedusingJess.This thesisdoesnot examineinterfacingthe rule enginefrom an
application.

1.3 Gain

The work of this thesiscanbe usedasa basisfor an evaluationof Jess- and similar
rule engines duringthedevelopmenbf anauthorizatiorengine.In particular asetof

rule languageconstructghatarenecessaryo form authorizatiorruleswill berevealed
which givesinsightinto the properties.

1.4 Organization of the Thesis

Thisthesisis organizedn threemainparts.In chapter2, | describehe concepibf rule
enginesand,asfarasit is neededo understandhisthesis thesyntaxandthesemantics
of the Jesdanguage.Chapter3 givesan overview of the RBAC de nitions from the
AmericanNationalStandardMy implementatiorof the RBAC decisionenginein Jess
is discussedh Chapterd.



2 The JessRule Engine

2.1 RoleEngines- Termsand De nitions

A rule engineis an engine,which matchesa setof factsagainsta setof rules(called
workingmemory, andperformsanactionfor matchingrules.

Figurel: A rule engine(simpli ed from [Dro, Ch. 1])
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A factis muchlike a databaseecord,it consistsof a numberof namedslots which

would be storedin the columnsof a table. Thereis no explicit groupingof factsinto

tables,but eachfactwill be structuredike it's template,andary matchwill usethat
templatenameto selecta classof facts, similar to the table namein selectclauses.
assering a factwill createthis fact, retracting a fact will remove the fact from the

working memory

Factsarestructuredusinga template which correspondso the structureof atable. It

namesa kind of fact, andit tells aboutthe numberof slots, their namesandpossibly
theirtype. Templatesaninherittheir propertiefrom othertemplatesmakingall rules
which applyto theoriginal type of factto theinheritingtype of fact,too.

A rule is amappingfrom onelist of conditionsto onelist of actions.Eachconditional
elementfrom the list of conditionsis matchedagainstall possiblefacts, andiff all
elementf thelist do have anassignedact, theruleis active Theenginewill choose
one of the active rulesand processt's actions. This can (and usually will) change
the de ned setof facts,causingotherrulesto be activatedor deactvated. If thereare
no moreactive rules, the enginemay halt automaticallyor wait for the setof factsto
changeby externalmeans.

If thereareactive rules,oneof themis selectedandit's correspondindist of actions
is executed- therule r es. Rulesarenot red in aspeci c order If therule engineis

1SomespecialConditionalElementsdo not requirea matchingfact



busy; thereis no guaranteghat a rule matchinga givenfactwill ever re, aslong as
thereareotherruleswhichmight re instead However, rulesdo haveapropertynamed
“salience”,which effectively groupstheminto priority classeslf onerule matchesno
rule with a lower saliencevaluewill re. This cannotbe usedto guaranteen order
of executionfor similarfacts,but it canbe usedto guaranteémportanteventslike e.g.
changesn the permissiorsetto be processetbefore le access.

It is possibleto ensurea sequentiakvaluationby addinga counterto eachfactandonly
matchingfactsif this counterhasthe next number If you do that, you shouldnot be
usingarule enginein the rst place.

2.2 The JessLanguage

TheJesssyntaxis verysimilarto LISP, but it doesbehae differentlyby notusingcons
cells,allowing nestedists for datanor providing macrosor userde ned speciaforms
(lazy evaluation).

Likein LISP, eachstatemenis avalue,asymbolor alist. Valuesor symbolsevaluateto
themseles,andlists areevaluatedby calling the rst elementof thelist asafunction,
passingherestof thelist asargumentsUnlike LISP, theemptylist is not equalto nil.

Templates

(deftemplate template-name

['Documentation comment”]

[(declare (slot-specific TRUE | FALSE)
(backchain-reactive TRUE | FALSE)
(from-class class name)
(include-variables TRUE | FALSE)
(ordered TRUE| FALSE))]

(slot | multislot slot-name

[(type  ANY | INTEGER | FLOAT| NUMBER

| SYMBOL| STRING | LEXEME| OBJECT| LONG)]
[(default default  value)]

[(default-dynamic default  value)])*)

template-name is the nameof thetemplate.

declare startstheblock of declarations:

slot-speci ¢ Usually if onefactis modi ed, eachrule matchingthat fact is
activated. Using slot-speci ¢, it is only activatedif it matcheghe speci c
slots. This can be usedif onerule is usedto updateone slot of a fact
wheneeroneof theotherslotschange.

backchain-reactive If aruleis backchain-reacte, a specialgoal seeler tem-
plate named“need-"+template-namés created,and eachtime a corre-
spondingout notyetde nedfactmaybeneededa“need-"-factis asserted.
This is supposedo be usedin orderto to createa rule which will assera
factwheneerit'sneeded.



fr om-class from-classis usedto createtemplatesrom Java objects. For each
getFoo method a slot namedfoo will becreated.

include-variables If a templateis createdfrom a Jasa classand if include-
variableds true,Jesswill additionallycreateoneslotfor eachpublic mem-
bervariable.

ordered Orderedfactsdo not containslots,but they area list of values. Inter-
nally, thisis doneby usingexactly onemultislot? andhidingit's name.All
factsnot correspondingo de ned templatesareorderedfacts.

slot A slotis a namedstoragefor a simplevalue. A slotcanberestrictedto onetype
of values.

multislot A multislotis anamedstoragefor lists of simplevalues.A multi-slotcanbe
restrictedto onetypeof values.

deffacts- de ne facts.

(deffacts deffacts-name
['Documentation comment”]
(fact)* )

Factsde ned usingdeffactsareautomaticallyassertedn eachengineresetwhile facts
assertingusing(assertarediscardedDeffactsdoesnotimmediatelyasserthefacts.

deffunction - de ne function

(deffunction function-name (argument*)
['Documentation comment"]
(function call)* )

De ned functionscanbe called like built-in functions. Eachparameteiis boundto
exactlyoneargumentvariable.Placingadollar signbeforethevariablein theargument
list causeshis variableto be boundto a list of parameterslt is not possibleto pass
lists of valuesfor ary but thelastargumentvariable,sinceJessloesnot supportnested
lists.

defglobal - de ne global variables

(defglobal[?*name= value]+)

defglobalde nes a global variableand setsit's initial value. The nameof a global
variablemustbegin andendwith “*”. Eachvariableis pre xed using“?”, like each
PHPvariableis pre x edusing“$".

Znamed__data



defquery - de ne a query

(defquery  query-name
['Documentation comment”]
[(declare (variables variable+)

(node-index-hash value)
(max-background-rules value))]
(conditional element)* )

Uponinvocation,a querymatcheghe setof factsandreturnsa list of factsmatching
thelist of conditionalelementsA querycanbeinvokedusingtherun-query*function
or the count-query-result§unction. The factsfrom the result of run-querycan be
extractedusinge.g.

(while  (?result next)

(printout t (?result getString first-name)
o (?result getString last-name)
", age " (?result getint  age) crlf)

Thesemantic®f aqueryde nition are:

guery-name Thenameof thequery

declare startstheblock of declarations:

variables This list of variablescorrespondso the argumentvariablesof func-
tions

node-index-hash Usedto tunethe hashtablesize.Shouldbea prime number

max-background-rules The numberof rulesthat may re in orderto allow
backwardchaining.

defrule - de ne arule

(defrule rule-name

['Documentation comment"]
[(declare (salience value)
(node-index-hash value)

(auto-focus TRUE | FALSE)
(no-loop TRUE| FALSE))]
(conditional element)*
=>
(function call)* )

rule-name Thenameof therule

declare startstheblock of declarations:

salience The saliencevalue determineghe order, in which ruleswill re. If
thereareruleshaving a highersaliencethana givenrule, this rule will not
re.



node-index-hash Usedto tunethe hashtablesize. Shouldbe a prime number

auto-focus Automatically changethe focusto the de ning module. Modules
andfocusarenot describedn this document.

no-loop Evenif thisrulemodi es facts thisdoesnotcausehisruleto re again
immediately

=> A specialsymbolseparatindheleft handsideof this symbol,the conditionalele-
mentsfrom theright handside,thelist of functioncalls.

conditional elements

Conditionalelementsare patternsamatchingonefacteach. They areusedto selectby
their propertiesandto join factson commonproperties Additional constraintsnaybe
imposedon

[ ?variable<- ] (template-nameattern|test) | (special-conditional-element)

?variable <- bindsthe matchingfactto the variable. This variablecanbe usedto
accesgor delete)this fact.

template-name Factsconformingto thistemplatearematchecdhgainsthisconditional
element

slot-pattern A tuple of a slot name followedby a numberof values variables func-
tion callsor regularexpressionscombinedusing'&’, '|" or'~', for logical'and',
‘'or' and'not’. Thenamedslotwill becomparedo eachelement.

(nothing) Not specifyingarnything matcheanemptylist from a multislot
immediate values matchif the slot containghis value.

? A questiormarkmatchesary value.$? will matchary list.

?variables matcheshevalueof thisvariable,or bindsthevaluefrom thisslotto
thisvariable(if thevariablewasunde ned).After avariableis bound,it can
beusedasaparametefor functioncalls. If thevariablewaspre x edusing
a dollar sign, it matchesa list of values. Commonvariablesboundslots
from multiple conditionalelementsresultin a join of the corresponding
factsontheseslots.

Variablenamesarepre x edusing“?”.

Function calls canbe startedusinga equalssign or a colon. Using an equal
sign,they matchtheirreturnvalue,while usinga colon, they matchif they
returnTRUE.

Regular expressionswill matchasexpected.
logic equation An expressionsurroundedy braces.Within this expressionthe fol-
lowing elementsnay be combined:
immediate value
slot name thevalueof this slot
< lessthan



<= lessthanor equalto

> greaterthan

<= greaterthanor equalto

== equals

= notequalto

<> notequalto, alternatesyntax
&& and

Il or

Special-conditional-elementsareusedto groupotherconditionalelementsor to per
form sometestsindependentlyrom correspondindacts.

and and-combines list of conditionalelements
or or-combineslist of conditionalelements

not negatesoneconditionalelement.Variablesde ned within thatelementarescoped
within the notelementfor obviousreasons.

exists makes one conditional expressionmatch only for one fact, evenif thereare
multiple factsthatwould match.exists(...)is equalto not(not(...)).

test callsonefunctionandmatchesf the function returnstrue. Usingtestshouldbe
avoided,unlesstheresultof this functionmaychange.

logical makes one conditional elementbe the logical supportof eachfact this rule
will assertpindingit's lifetime to thevalidity of thelogically supportingnatch.
Multiple matchesnay independlyasserthis fact,andit canbe unconditionally
assertec@swell. Factsarent automaticallyremovedunlessall logically support-
ing factsareretracted.

forall matcheonly if for eachpossiblematchin the group,all otherconditionalele-
mentsdo match,too.

accumulate Thisis nota simplematch,but aloop overthefactssetperformingsome
programlogic. Pleasereferto the JessdocumentatiorfJesh) for a detailedde-
scription.

unique deprecate@ndignored
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3 RBAC

In companiesaccessightsto objectsareusuallygrantedby the role a userplays. A
dishwashelhasaccesdo soap,anda CEOwill have accesdo hisof ce. If the CEQis
promotedo dishwasherhewill loseaccesgo his of ce andgainaccesdo thesoap.

RBAC tries to apply this modelto computingin orderto protecteachindividual re-
source.Eachuseris assignedo a setof de ned roles,anddependingon therole he
plays currently accesswill or will not be granted. Sincethis is a mandatoryaccess
controlmodel,no usercangranthis acces$rivilegesto otherusers.

RBAC, asde ned in [RBAO04] is dividedinto a setof modules which maybeimple-
menteddependingn thespeci ¢ needs.

3.1 BasicRBAC De nitions

RBAC de nesthesetermsfor usewithin the standard:

Object An objectis arny resourcesubjectto useraccesgontrol,e.g.a le, aprinteror
adatabaseecord.

Operations Accordingto the standardan operationis an executabldmageof a pro-
gram(a process)Exampleggivenarethe le operationgead,write andexecute
andthe databaseperationsnsert,delete appendandupdate.

Permission Permissionsreapprovalsto performanoperationon anobject.

User A useris a personor, usingthe extendedde nition, a machine,a service,a
network or anintelligentautonomousgent.

Role A Roleis a job function performedby a user Rolesdiffer in authority and
responsibilityconferredon users.
Eachuserhasat leastonerole, andin eachSessionhe will choosea subsebf
theseroles.

SessionA sessions amappingbetweerusersandtheir activatedsubsedf roles.
Whenloggingin to aasystemandstartinga sessiona userwill choosea subset
of his allowedroles. (The combinationsnay be furtherrestrictedby theimple-
mentation.)

3.2 CoreRBAC

CoreRBAC is, asthe namesuggeststhe minimum part, which mustbeimplemented
by eachRBAC systemlt includestheabove vesetsof elementsandasetof relations
including:

UA UserAssignmentA setof usersandtheir assigned=possibleYoles
UA Users Roles

PRMS PermissionsThesetof OperationandObjects.
PRMS = 20perations Ob jects

11



PA PermissiomssignmentsThe setof Permission-to-Role-assignments.
PA  PRMS Roles

SESSIONS: The setof SessionsWhile no furtherdetailsaregivenat the de nition,
laterpartsassumet to be a setof Names.

It alsode nesseveralrelations,of which mostduplicatethe contentof the above sets.
Only the sessiorrelationsareneeded:

session_users(s : SESSIONS)! USERS themappingof sessiors ontothe corre-
spondinguser

session roles(s : SESSIONS)! 2ROLES 'the mappingof sessiors ontothe active
setof rolesfor this session

F|gure2 RBAC UserandPerm|SS|orASS|gnments{from [RBAO4])

% User Assignments | % Permission Assignments

: User RoIe

User Sessions Session Roles
(subset of User Assignments)

Session |

3.3 Hierarchal RBAC

HierarchaRBAC (asall othermodules)s anextensionto CoreRBAC, whichprovides
ahierarchakelationbetweerroles:

Inheritance If all permission®f oneroler; arealsograntedo theroler,
r, inheritsry.

Containment If all usersauthorizedor r, arealsoauthorizedor r,
r, containsrs.

Accordingto thisde nition, thede nition of usersbeingassignedo aroleis rede ned®
to the setof usersof that role or ary role inheriting from that role, and the set of
permissiongassignedo aroleis rede nedto thepermissionsssignedo thatrole or to
arole containingthatrole.

Laterpartsof the standardio not usethis de nition, but assume:

Inheritance If r, inheritsrq, all permission®f roler; arealsograntedo theroler,

Containment If r1 containsr,, all usersauthorizedor r, arealsoauthorizedor r».

Swith respecto the CoreRBAC de®nition

12



Limited RoleHierarchiesdoimposetherestriction
8r;r1;r22 Rolesr rir rp! ri=ry

or
8r;r1;r22 Rolesr ri™r rp! ri=r;

Limited Role Hierarchiesdo not provide multiple inheritances.

3.4 Constrained RBAC

ConstrainedRBAC addsSeparatiorof Duty relations. Separatiorof Duty is usedto
ensurehatfraudor majorerrorsdo notoccurwithout coactionof multiple usersby as-
signingdifferentindividualsto separatéasksrequiredn theperformancef abusiness

function.

Therearetwo kinds of ConstrainedRBAC, Static and Dynamic Separatiorof Duty
(SSDandDSD). SSDis doneby ensuringthatif a useris assigned role, the user
mustnotbeassignedo acon icting role. Therearepossibldessrestrictive StaticSSD
models,e.g.allowing usersassignmentto m of n rolesnecessarfor atask.

DSD differsfrom SSDin notlimiting the possiblesetof userassignmentdyut the set

of rolesausermayselectata giventime.

13



4 Designhand Implementation

In this chapter| describethe designandimplementatiorof an RBAC enginebasedn
Jess.

| will implementa variationof the Core RBAC module,which shall be equivalentin
functionality, but usingdifferentinternaldatarepresentationl will explain why these
datastructuresareequallycapableof representinghe samerelations.

4.1 My Variation of the Core RBAC Model:

UA UserAssignmentA setof usersandtheir assigned=possibleYoles
UA Users Roles

PRMS PermissionsThe setof OperationsandObjectTypes.
PRMS = 20perations Ob jects

SESSION: Thesetof active usersessionsEachsessioris assignedo oneuseranda
subseDf hisroles.
Sessiore fsession id; user;rolesy N Users 2Roles
whereRoles= frole: (user;role) 2 UAg andsession_ids auniquelD.

PA PermissiorAssignmentsThe setof Permission-to-Role-assignments.
PA Operations Objects Roles

Thisde nition differsfrom the original de nition in:

The permissionAssignmentusesObject Types,while the original de nition requires
anassignmentor eachindividual object. By de ning oneObjectType perobject,this
implementatiorbehaveslik e theoriginal de nition, but de ning assignments similar
objectsis easedy usingObjectTypes.

Theoriginal de nition of PermissionAssignments?A  PRMS  Roles allows dif-
ferentrepresentationsf the samepermissiong.g.thetuple

(f(read;f il e); (write; f il €)g; role) canbeexpressedstwo tuples:
(f(read;file)g;role); (f (write; f il €)g; role). More generally you canshowv a dis-
tributive law:

((permy [ permy);role) , (perm1;role) [ (permy;role). Using this schemé,
you can easily shav that limiting PRMSto Operations Objectsor changingPA
to PA  Operations Objects Rolesis - from the perspeciie of the enginé -
equivalent.

Fromthe perspeciie of a user it may be bene cial to have pre-designedetsof per

missionswhich canbeassignedo roles. A userinterfaceproviding this featurewould

e.g. usethe original modelandextendit by allowing to nameanddescribethesesets.
Sincethis userinterfacecaneasilydothetransformationthereis no disadwantagdrom

not supportingpermissiorsetswithin theengine.

4and,off cause(; ;role) ,
5Usersmight like to groupcommonsetsof permissionse.g. all permissionsiecessarjor accessinghe
network. This canbedoneby theuserinterface,whichis out of the scopeof this document.

14



The SESSIONMsetis originally just a setof IDs, while startingsessionss equivalentto
changingthe two sessiorrelations.| combinetheserelationsinto the setof sessions,
which gives me the corvenienceof manipulatingonly one objectwhile at the same
time usingandexploring Jess'capabilityof handlinglists.

Another possiblemodel would use Session=f session id; user;rolesg N
Users Rolesinsteadof ... 2R9es creatingmultiple factsfor sessionsf they have
morethanoneactive role. This modelwould eitherneeda specialNull-role for ses-
sionswithout active roles, or it would needto ignorethesesessions Either way, the
default-dery-policy will blockall requestdor thesesessionsThebene t of thismodel
is usingtablesconformingto the rst normalform, enablingeasierpatternmatching
andpresumablhbeingfaster

4.2 RequestHandling in a Rule Engine

Processing requesusingarule engineconsistf threemainsteps:

1. Passrequestsnto therule engine
2. Lettherule engineallow or dery therequest

3. Passtheresultto thesystem

| do not needto implementl. and3. myself, sincemy work will only usethe Jess
languagedirectly. However, consideringa possibility of furtheruse,l will usea way
which allows Java to passrequestobjectsto Jess. Jesscangeneratdactsfrom Java
objectsusingJess.Rete.addéndcalling methodsof theseobjects.(For details,please
referto the Jessmanual[Jesb])

Within a traditionalsystemrequestdike readinga le or creatinga sessiorareeither
processeaynchronouslyor they areenqueuedvithin oneor a numberof queues.A
rule enginedoesnot provide queuesnor is it designedo processrequestdirectly.
Instead,it usesa setof factsand matchest againsta setof rules- eitheron startof
theengineor if thesetof ruleschangeguringruntime. As statedbefore this doesnot
guaranteary fairnessgventscanstane forever.

4.3 RBAC Data Model
User Assignmentand Permission Assignmentdata

The User Assignmenis a m:nrelation,which is naturallyimplementedy assertinga
UA factfor eachassignegair of userid androle. Theslotsarenamed

uid ThelD of theUser whois beingassigned

role. Theroleto whichthis useris assigned

15



PermissionAssignmentsire implementedwice, onceusingonly role andthe object
types,andonceusingrole, intentiorf of the accessandthe objecttypes. The former
kind of PermissiorAssignmenis usefulwhenthereareno restrictionamposedon the
intention,while thelateris usefulfor restrictedaccesto anobject,e.g. allowing only
to read/etc/resolvconf.

For eachof the implementationsthereis onetemplate: grant-by-ole and grant-by-
role-intention.Thesetemplatesontainthe slots:

urole Therole to whichthis permissiorwasassigned.

intent The intentwhich was grantedon the object. For grant-by-role this slot does
not exist.

objtype Thetype of objectwhichwasaccessed.

(deftemplate UA

"The User Assignment m:n relation”
(slot  uid)

(slot  role))

(deftemplate grant-by-role

"A simplified Permission  Assignment,
disregarding the intent"

(slot  urole)

(slot  objtype))

(deftemplate grant-by-role-intent

"The Permission  Assignment m:n:o relation”
(slot  urole)

(slot intent)

(slot  objtype))

Sessions

Eachactive userhasat leastone opensessionusually startingwith logging in and
endingwhenthelastprogramof the sessiorterminatesin RBAC systemsusersmust
chosea setof active rolesfrom their assignedoles, possiblyrestrictedby Dynamic
Separatiorof Duty.

TheuserSessionsremodeledusinga Sessiorfact,which consistf the slots

id TheSession-IDThis system-uniqu@&umberidenti es thesession

uid TheUserID: Thisslotidenti es theuserwho initiatedthis session

SIntentionis e.g.readingor writing a ®le, printing on a printer, cancelinga printjob, ...

16



roles Thesetof active rolesfor this session

Sincethe decisionlogic is supposedo residein the rule engine,| needto passthe
informationaboutstartedsessiongnto therule engine.l might have usednormal Ses-
sionfactsplusone ag indicatingvalid sessionsbut this would addoverheado valid
session@ndenlage the setof patternsfor the rulesfor creatingsessions.Instead,|

choseto de ne a separateemplateCreateSessiohaving the slots

id Thedesiredsessiorid, assumedo beunique
uid Theidentity of theuser

roles Thesetof requestedoles

groles Internaluse thelist of rolesgrantedsofar

result Theresultof therule evaluation

Thereturnslot will be setto the systemresponseén orderto seethe outcomeof eval-
uatinga speci c rule. Therulesaredesignedo only reactto factsif theresulthasnot
yetbeenset.If theeventfactwould begeneratedrom a programusingtheJessngine,
you would call an objectmethodinstead(passingheresultto the originator),andthis
methodwould removethefactfrom therule engine.

This factis rst checled againstthe DSD restrictions,eachrole is checled against
the UserAssignmentandif thereareno violations,a Sessiorwill be createdandthe
CreateSessiofactwill beremoved. If thereis aviolation, the default rule will assign
“denied”to theresultslot.

(deftemplate Session

"A Session consists of:

id: The Session-ID: This system-unique number
identifies the session

uid: The User-ID:  This slot identifies the user who
initiated this  session

roles: The set of active roles for this session”

(slot id)

(slot  uid)

(multislot roles))

(deftemplate CreateSession

"Request for creating a session

id: The desired session id

uid: The identity of the user

roles: The set of requested roles

groles: Internal use, the Ilist of roles granted so far

result: The result of the rule evaluation"

(slot id)

(slot  uid)

17



(multislot roles)
(multislot groles)
(slot  result)

AccessControl

Accessingasystenobjectis implementedisingthe Accessemplate It consistof the
slots

sessionTheusersessiorwhich requestedhis access
objtype Thetype of therequesteabject
intent Theintent,e.g.read,write, print ...

result Theresultof therule evaluation.

This resultslot hasthe samepurposeastheresultslot above, but insteadof removing
thisfact,theresultwill besetto “granted”iff thereis arule allowing thisaccess.

(deftemplate Access

"Access request from a session for a file.

session:  The user session which requested this access
objtype: The type of the requested object

intent: The intent, e.g. read, write, print

result: The result of the rule evaluation"

(slot  session)

(slot  objtype)

(slot intent)

(slot  result))

Dynamic Separationof Duty

TheDSD templateis de ned asa multislot namedroles,containingsetof roles,anda
correspondingntegerslotn, n > 1 (notenforced).Ilt forbidscreatingsession$aving
n or morerolesfrom thespeci ed set.

4.4 Operationson the RBAC Data
Default deny accessontrol rule

RBAC will dery accessinlessthereis a correspondind®ermissiomAssignment.This
behaior is implementedusinga default rule nameddefault_dery Access.This rule
will matchany Accessfact, resultingin a con ict with the morespeci ¢ ruleswhich
would possiblygrantthe access. The rule enginewould chooseone randomrule -
unlessthey have a differentsaliencevalue.

18



Thesaliencevalueof thedefault_dery rulesis setto -100(default= 0), instructingJess
notto re thisrule unlesshereareno otheractive rulesof highersalience.

(defrule default_deny_ Access
"This rule will fire if there are no other rules,

providing the default-deny behaviour"
; Don't run wunless there are no other rules:
(declare (salience -100))

; fire only for rules without a result:
?f <- (Access (result nil))

=>

(printout t "Permission denied" crlf)
(modify  ?f (result "denied")))

Allow Accessby Role

The rule access-by-role-will allow accessf the thereis an applicablePermission
Assignment.The PA's rolesmustbe a memberof the sessiors role set,andthe PA's
objtypemustmatchtherequesteabijtype.

(defrule access-by-role-r
"This rule allows access to an object, if there is a
Permission  Assignment granting access to an object for
a member role of this session."
?f <- (Access (session  ?session) (objtype ?0bjtype)
(result nil))
(Session  (roles  $7?roles) (id ?session) )
(grant-by-role (urole  ?urole
& :(member$ “?urole ?roles))
(objtype  ?objtype) )
=>
(printout t "Access Granted" crlf)
(modify  ?f (result "granted")))

Allow Accessby Role and Intent

Therule access-by-role-intentwill allow accessf thereis anapplicablePermission
Assignment.The PA's rolesmustbe a memberof the sessiors role set,andthe PA's
intentandobjtypemustmatchtherequestedntentandobjecttype.

(defrule access-by-role-intent-r

"This rule allows access to an object, if there is a
Permission = Assignment granting access to an object for
a member role of this session having the correct
intention.”
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?f <- (Access (session  ?session) (intent ?intent)
(objtype ?0bjtype) (result nil))
(Session  (roles  $7?roles) (id ?session))
(grant-by-role-intent (urole  ?urole
& :(member$ “?urole ?roles))
(intent ?intent)
(objtype  ?objtype))
=>
(printout t "Access Granted" crlf)
(modify  ?f (result "granted")))

Default Deny SessiorCreating Rule

Creatingsessiongs prohibited, unlessexplicitely allowed. This rule will matchall
CreateSessidiactsanddery theimplied requestunlessoneof the CreateSessidfacts
doesmatch,too.

(defrule default_deny_Session
"This rule will fire if there are no other rules,

providing the default-deny behaviour"
; Don't run unless there are no other rules:
(declare  (salience -100))

; fire  only for rules without a result:

?f <- (CreateSession (result nil))

=>

(printout t “I'm sorry, Dave, | cant do that" crlf)
(modify  ?f (result "denied")))

Initial Stepof Creating Sessions

Creatingsessionss donein threesteps.This rst rulewill re if anew CreateSession
fact appearsand if thereare rules requestedor this session. If thereare no roles
requestedthis sessiowill nothave ary RBAC privileges,andRBAC shouldnotdery
thiskind of sessions.

This rst rule matchesthe setof requestedoles againstthe DSD restrictionsand it
matcheghe rst rule of the requestedetagainstthe User Assignment.If thereis a
valid UserAssignmentandno DSD is violated,the rst requestedole is grantedand
the CreateSessiofactis modi ed by moving the rst role from the requestedetin
slotrolesto thegrantedsetin groles.

Sincethedescriptionof DSD in the codebelow is hardto read,l will repeait here:

The DSD checkis quite tricky: We createa union of the rulesfrom the requestand
eachDSD entryin turn. While creatingthis union, the intersectingrolesareremoved
from the resultinglist, thereforethe numberof duplicatesis the differencebetween
the combinedlength of the original lists and the length of the union. jJA \ Bj =
jAj+iBj JA[ Bj
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Figure3: Creatinga Session

DSD restrictionsspecifya numberof rolesn. If atleastthis numberof rolesintersect
with therequestedet,therequesshallbedenied.

Thereforewe get|requested_roles] |dsd_rolesp= [requested_rolds dsd_roles n
for all non-conformingcombinations.

(defrule CreateSession-InitialStep

"Create a Session - First Check
This is the initial step, unless no roles were
requested. The set of rules is checked against the

DSD table, and the first role is checked against the
User Assignment.

If both checks succeed, the first role is moved to the
g(ranted-)roles list. This is repeated untill all  rules
have been checked against the User Assignment.

In order to not check the DSDon each step, this rule
has been copied, and the DSD check has been removed from
the copy while adding a check for a (non-)empty  groles
list to each version."

?f <- (CreateSession (id ?id) (uid ?uid)
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(roles ?rolel  $7?roles)
(groles  /* empty */))
(UA (uid  ?uid)
(role  ?rolel))

; The DSD check is quite tricky: We create a union of

; the rules from the request and each DSD entry in turn.
; While creating this union, the intersecting roles are
; removed from the resulting list, therefore the number
; of duplicates is the difference between the combined
; length  of the original lists and the length of the

; union.

;  DSD restrictions specify ~a number of roles n. If at

; least this number of roles intersect with  the
; requested set, the request shall be denied.

; Therefore  we get |[requested_roles| + |dsd_roles| >=
; [requested_roles (union)  dsd_roles| +n
; for any non-conforming conforming  combinations.

Iterating Stepof Creatinga Session

As long astherearesessionrequesthaving rolesin therequestedet,eachrolein turn
will bechecledagainsthe UserAssignmentand- if thereis anapplicableassignment,
be movedto the setof grantedroles. This is essentiallythe sanething the initial step
doesput thisrulewill only re if theinitial steprule hasmovedatleastoneruleto the
grantedset,which impliesthis requeshaspassedhe DSD check,allowing usto skip
it here.

This stepcould also be performedby the initial rule, but this would rerunthe DSD
checkfor eachrule.

(defrule CreateSession-NextStep
"Create a Session - lIterating Check

check the next role from the list of requested roles.
DSD checks have been done by the rule above."

; The DSD check has been done.

?f <- (CreateSession (id 2id) (uid ?uid)
; Need to check roles?
(roles  ?rolel  $?roles)
; groles is non-empty?
(groles  ?grolel  $?groles)
(result nil))

(UA (uid ?uid)

(role  ?rolel))
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=>

;move the granted role to groles:

(modify  ?f (groles (list ?grolel  ?groles  ?rolel))
(roles  ?roles)))

Final Stepof Creatinga Session

The nal stepis runin two cases:

1. The rst rule andtheiteratingstepwill move all rolesfrom therequestedetof
a CreateSessiorequestto the grantedsetuntil it's empty andall rolesin the

grantedrolessetmaybeactive in the session.

2. If norolesarerequestedthe sessiorshall be granted. The grolesslotis empty

by default.

In both casestherolesslotis emptyandthe grolesslot containsall rolesfor the ses-
sion. Grantinga sessioris doneby creatinga Sessiorfact, copying the session-idthe
userid andthe setof grantedpermissions.Sinceall relevantinformationsare copied
to the Sessior(theresultis implied by having the Sessiorfact),| mayretractthe Cre-

ateSessiofact.

(defrule CreateSession-FinalStep
"Create a Session - Instantiate Session Fact

grant Session if all requested roles have been
processed, or if no role was requested."
?f <- (CreateSession (id ?2id) (uid ?uid)
(roles  $7?roles
& (= (length$  “?roles) 0))
(groles  $?groles))
=>
(assert  (Session (id ?id) (uid ?uid) (roles  ?groles)))
(retract ?f)

A SourceCode

(deftemplate Access

"Access request from a session for a file.
session:  The user session which requested this access
objtype: The type of the requested object
intent: The intent, e.g. read, write, print
result: The result of the rule evaluation"
(slot  session)

(slot  objtype)

23



(slot intent)
(slot  result)

(deftemplate Session

"A Session consists of:

id: The Session-ID: This system-unique
identifies the session

uid: The User-ID: This slot identifies
initiated this  session

roles: The set of active roles for this

(slot id)

(slot  uid)

(multislot roles))

(deftemplate UA

"The User Assignment m:n relation"
(slot  uid)

(slot  role))

(deftemplate grant-by-role-intent

"The Permission  Assignment m:n:o relation”
(slot  urole)

(slot intent)

(slot  objtype))

(deftemplate grant-by-role

"A simplified Permission  Assignment,
disregarding the intent"

(slot  urole)

(slot  objtype))

(defrule default_deny Access
"This rule will fire if there are no other
providing the default-deny behaviour"

number

the user

session"

rules,

; Don't run unless there are no other rules:

(declare  (salience -100))

; fire only for rules without a result:
?f <- (Access (result nil))

=>

(printout t "Permission denied" crlf)
(modify  ?f (result "denied")))

(defrule access-by-role-r
"This rule allows access to an object, if

Permission  Assignment granting access to an object

a member role of this session."

?f <- (Access (session  ?session)  (objtype
(result nil))

(Session  (roles  $7?roles) (id 7?session) )

(grant-by-role (urole  ?urole
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& :(member$ ?urole “?roles))
(objtype  ?objtype) )

=>

(printout t "Access Granted" crlf)

(modify  ?f (result "granted")))

(defrule access-by-role-intent-r
"This rule allows access to an object, if there is a
Permission  Assignment granting access to an object for
a member role of this session having the correct
intention."
?f <- (Access (session  ?session) (intent ?intent)
(objtype ?0bjtype) (result nil))
(Session  (roles  $7?roles) (id ?session))
(grant-by-role-intent (urole  ?urole
& :(member$ “?urole ?roles))
(intent ?intent)
(objtype  ?objtype))
=>
(printout t "Access Granted" crlf)
(modify  ?f (result "granted")))

(deftemplate CreateSession

"Request for creating a session

id: The desired session id

uid: The identity of the user

roles: The set of requested roles
groles: Internal use, the list of roles granted so far
result: The result of the rule evaluation"
(slot id)

(slot  uid)

(multislot roles)

(multislot groles)

(slot  result))

(defquery  user_assigned
(declare (variables ?uid  ?role))
(UA (uid ?uid) (role ?role)))

(defrule default_deny_Session
"This rule will fire if there are no other rules,

providing the default-deny behaviour"
; Don't run unless there are no other rules:
(declare (salience -100))

; fire  only for rules without a result:

?f <- (CreateSession (result nil))

=>

(printout t "I'm sorry, Dave, | cant do that" crlf)
(modify  ?f (result "denied")))
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(deftemplate DSD "Dynamic Separation of Duty

n: The maximum number of active roles from this set
one session is allowed to have

roles: The list of roles"

(slot n)

(multislot roles))

(defrule CreateSession-InitialStep

"Create a Session - First Check
This is the initial step, unless no roles were
requested. The set of rules is checked against the

DSD table, and the first role is checked against the
User  Assignment.

If both checks succeed, the first role is moved to the
g(ranted-)roles list. This is repeated untill all  rules
have been checked against the User Assignment.

In order to not check the DSDon each step, this rule
has been copied, and the DSD check has been removed from
the copy while adding a check for a (hon-)empty groles
list to each version."

?f <- (CreateSession (id 2id) (uid ?uid)
(roles ?rolel  $7?roles)
(groles  /* empty */))
(UA (uid ?uid)
(role  ?rolel))

; The DSD check is quite tricky: We create a union of

; the rules from the request and each DSDentry in turn.
; While creating this union, the intersecting roles are
; removed from the resulting list, therefore the number
; of duplicates is the difference between the combined
; length  of the original lists and the length of the
;union.

;  DSD restrictions specify a number of roles n. If at

; least this number of roles intersect with  the
; requested set, the request shall be denied.

; Therefore  we get |[requested_roles| + |dsd_roles| >=
; [requested_roles (union)  dsd_roles| +n
; for any non-conforming conforming  combinations.

(not (DSD (n ?n)
(roles  $?dsd_roles &
:>= (+ (length$  ?roles)
(length$  ?dsd_roles)
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1)
(+ (length$(union$ (list ?rolel)
?roles
?dsd_roles))
n )
=>
; move the granted role to groles:
(modify  ?f (groles  ?rolel)
(roles  ?roles)))

(defrule CreateSession-NextStep
"Create a Session - Iterating Check

check the next role from the list of requested roles.
DSD checks have been done by the rule above."

; The DSD check has been done.

?f <- (CreateSession (id ?2id) (uid ?uid)
; Need to check roles?
(roles  ?rolel $?roles)
; groles is non-empty?
(groles  ?grolel  $?groles)
(result nil))

(UA (uid ?uid)

(role  ?rolel))

=>

;move the granted role to groles:

(modify  ?f (groles (list ?grolel  ?groles  ?rolel))

(roles  ?roles)))

(defrule CreateSession-FinalStep
"Create a Session - Instantiate Session Fact

grant Session if all requested roles have been
processed, or if no role was requested.”
?f <- (CreateSession (id ?id) (uid ?uid)
(roles  $7?roles
& (= (length$  “?roles) 0))
(groles  $7?groles))
=>
(assert  (Session (id ?id) (uid ?uid) (roles  7?groles)))
(retract ?f)

B Example Session

First, you needto unpackand install the Jessengine. Unlessyou want to write a
Java application,it's enoughto unpackJesssomavhereinto your homedirectory For
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corvenienceyoumaylink thestartscriptinto your binarydirectoryor to yourworking
directory

Now you canload Jessby typing “jess”, preferablyafter changinginto the directory
containingthe Jesssourceles. Jesswill startandpresenthe Jesgprompt,“Jess> ".
Assumingyou have savedthe above sourcecodeasrbac.jessyou canloadit by typing
“(batchrbac.jess)”In orderto leave Jessyou caneithertype “(exit)” or press'D, the
end-of- le character

Sincethisrbacconsoledoesnotrunconcurrentlyto therole engine we cannotstartthe
enginewith therbacrule set,insteadwe will runthe engineeachtime we adda fact
representingnevent.

First,we wantto load a policy. Thisis necessarypecausehe default policy is to dery
everything.Wewill createwo users;root” and“Dave Null”, bothhaving theassigned
roles“user” and“programmer”.“root” will havetheadditionalrole “admin”.

Thenwe createa DynamicSeparatiorof Duty constraintdisalloving to have program-
merandadminprivilegeswithin the samesession.

Finally, we grantaccesgo ary systemobjectto the administratoraccesgo userhome
to Dave, andreadaccesgo systemobjects(e.g./etc/resolvconf)to Dave.

(deffacts access-by-role-info

(UA (uid  "root") (role  "programmer"))

(UA (uid "root") (role  "user"))

(UA (uid "root") (role  "admin"))

(UA (uid "Dave Null)y (role “programmer"))
(UA (uid "Dave Null') (role "user"))

(DSD (n 2) (roles  “"programmer" "admin"))
(grant-by-role (urole  "admin®)

(objtype "system"))
(grant-by-role (urole  "user")

(objtype "userhome"))
(grant-by-role-intent
(urole  "user")(intent "read")
(objtype "system"))
)

If you save this policy to the le policy.jess,you canreadit using(batchpolicy.jess).
Now we wantto seethede ned rulesfactsusingthe (rules)and(facts)command:

JJess

Jess, the Rule Engine for the Java Platform
Copyright  (C) 2006 Sandia Corporation

Jess Version 7.0pl 12/21/2006

Jess> (batch rbac.jess)

TRUE

Jess> (batch  policy.jess)

TRUE

Jess>  (rules)

MAIN::CreateSession-FinalStep
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MAIN::CreateSession-InitialStep
MAIN::CreateSession-NextStep
MAIN::access-by-role-intent-r
MAIN::access-by-role-r
MAIN::default_deny Access
MAIN::default_deny_Session
MAIN::user_assigned

For a total of 8 rules in module
MAIN.

Jess>

(facts)

For a total of O facts in module MAIN.

As expectedall rulesareprinted,but thereareno de ned facts. Thereasons: Facts
de ned usingdeffactsareonly assertedf theengineis resetwhile factsde ned using
asserfareerasen enginereset:

Jess> (reset)
TRUE
Jess> (facts)
f-0 (MAIN::initial-fact)
f-1 (MAIN::grant-by-role

(urole  "admin™)  (objtype "system™))
f-2 (MAIN::grant-by-role

(urole  "user") (objtype "userhome"))
f-3 (MAIN::UA  (uid  "root") (role  "programmer"))
f-4 (MAIN::UA  (uid "root") (role  "user"))
f-5 (MAIN::UA  (uid "root") (role  "admin™))
f-6 (MAIN::UA

(uid "Dave Null") (role "programmer"))
f-7 (MAIN::UA (uid "Dave Null") (role  "user")
f-8 (MAIN::DSD

(n 2) (roles “"programmer" "admin"))
f-9 (MAIN::grant-by-role-intent
(urole  "user") (intent "read")

(objtype "system"))
For a total of 10 facts in module MAIN.

Let's starta sessiorfor Dave andruntheengine:

Jess> (assert  (CreateSession (id 1)
(uid "Dave Null") (roles "admin")))

<Fact-10>

Jess>  (run)

I'm sorry, Dave, | can't do that

1

Jess> (facts)

[...]

f-10 (MAIN::CreateSession

29



(id 1) (uid "Dave Null") (roles  "admin")
(groles ) (result "denied"))

Jesdlid not nd arulewhichwould allow Dave to beanadmin.He maychooseo log
in asuserandprogrammeinstead We will inspecttheactionsof therule engineusing
thewatchcommand:

Jess> (reset)
TRUE
Jess> (watch all)
TRUE
Jess> (assert  (CreateSession
(id 1) (uid "Dave Null")
(roles  "user"  "programmer")))
==> f-10 (MAIN::CreateSession
(id 1) (uid "Dave Null")

(roles  "user"  “"programmer")
(groles ) (result nil))
==> Activation: MAIN::default_deny Session
f-10
==> Activation: MAIN::CreateSession-Initial Step
f-10, f-7,
<Fact-10>
Jess> (run)
FIRE 1 MAIN::CreateSession-InitialStep f-10, f-7,
<== Activation: MAIN::default_deny Session
f-10

<=> f-10 (MAIN::CreateSession (id 1)
(uid "Dave Null") (roles  "programmer")
(groles  "user") (result nil))

==> Activation: MAIN::default_deny Session
f-10
==> Activation: MAIN::CreateSession-NextStep
f-10, f-6
FIRE 2 MAIN:CreateSession-NextStep f-10, f-6
<== Activation: MAIN::default_deny Session
f-10
<=> f-10 (MAIN::CreateSession
(id 1) (uid "Dave Null")(roles )
(groles  "user"  "programmer")
(result nil))
==> Activation: MAIN::default_deny Session
f-10
==> Activation: MAIN::CreateSession-FinalStep
f-10
FIRE 3 MAIN::CreateSession-FinalStep f-10

==> f-11 (MAIN::Session
(id 1) (uid "Dave Null")
(roles  "user"  “"programmer"))
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<== f-10 (MAIN::CreateSession
(id 1) (uid "Dave Null') (roles )

(groles  "user"  "programmer")
(result nil))
<== Activation: MAIN::default_deny_Session

f-10
<== Focus MAIN 3
Jess> (unwatch all)
TRUE

Whenthe CreateSessiofactis asserted]esswill activateeachrule matchingthisfact.
Oneruleis thedefaultdery rule (usingonly factf-10, this new fact),sinceit will match
ary CreateSessiofact. The otherrule is the CreateSession-InitialSteple. It usesf-
10andtheUserAssignment-7 from above, matchingthe rst role. It doesnotyetuse
f-6. “<Fact-10>"is theresultof theassert|ike in the rst example.

After startingthe engine,the InitialSteprule res, becauseét hasthe highersalience
value of the two active rules. This rule modi es (“<=>") the CreateSessiofact by
moving the rst requestedole to the list of grantedroles. The default dery rule is
deactvated(“<== Activation”) beforemodifying the CreateSessiofact,andactivated
againafterthe modi cation is done. Additionally, the NextSteprule is activated(in-
steadof the InitialSteprule), sincethe grantedroleslist is non-empty The NextStep
rule will usethef-6 UserAssignmenfact,sincethenew rst role matches.

Again, therule with the highestsaliencevalue, CreateSession-MéStep,is red, and
like theinitial step,it movesthe rst roleto thelist of grantedroles. This activatesthe
FinalSteprule, sincethereareno morerequestedoles. This rule createghe Session
fact,f11, from thegivenvaluesandremovesthe CreateSessiofact.

Now we will try to starta sessiorfor root, selectingall of his possibleroles:

Jess> (reset)

TRUE
Jess> (watch all)
TRUE
Jess> (assert  (CreateSession (id 42) (uid "root")
(roles  "programmer"  "user" "admin")))
==> f-10 (MAIN::CreateSession (id 42)
(uid  "root")
(roles  "programmer"  "user" “"admin")
(groles ) (result nil))
==> Activation: MAIN::default_deny_Session
f-10
<Fact-10>

Asyoucanseeponly thedery ruleis active, this sessiorwill berefused.ThelnitialStep
rule doesnotmatchbecausef theDSD policy, the NextSteprule requiresanon-empty
grolesslotandthe FinalStepwill wait for rolesto becomeempty

Now we will testiftherule setworkscorrectly:
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Jess> (assert  (CreateSession (id 43) (uid "root")

(roles  "programmer"  "user")))
==> f-11 (MAIN::CreateSession (id 43)
(uid  "root")
(roles  "programmer"  "user")
(groles ) (result nil))
==> Activation: MAIN::default_deny_Session
f-11
==> Activation: MAIN::CreateSession-InitialStep
f-11, f-3,
<Fact-11>

Jess> (assert  (CreateSession (id 44) (uid "root")
(roles  "user"  "admin")))
==> f-12 (MAIN::CreateSession (id 44)
(uid  "root") (roles  "user" "admin")
(groles ) (result nil))

==> Activation: MAIN::default_deny_Session
f-12
==> Activation:
MAIN::CreateSession-InitialStep
f-12, f-4,
<Fact-12>
Jess> (assert  (CreateSession (id 45) (uid "root")
(roles  "programmer"  "admin")))
==> f-13 (MAIN::CreateSession (id 45)
(uid  "root")
(roles  "programmer"  "admin")
(groles ) (result nil))
==> Activation: MAIN::default_deny_Session
f-13
<Fact-13>

As expectedtheFirstSteprule would only re if theDSD permitsthe selecteccombi-
nationof roles.

One nal test:Will unprivilegedsessiorbeallowed?

Jess> (assert  (CreateSession (id 46) (uid "root")
(roles)))
==> f-14 (MAIN::CreateSession (id 46)
(uid  "root") (roles ) (groles )
(result nil))

==> Activation: MAIN::default_deny_Session
f-14

==> Activation: MAIN::CreateSession-FinalStep
f-14

<Fact-14>

They will.
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Now we will accessome les - or be prohibitedfrom accessinghem. For this test,
we will needneedsomesessions:

Jess> (unwatch all)

TRUE

Jess> (reset)

TRUE

Jess> (assert  (CreateSession (id 1)
(uid "Dave Null") (roles "user"))

<Fact-10>

Jess> (assert  (CreateSession (id 2) (uid "root")
(roles  "admin")))

<Fact-11>

Jess>  (run)

4

Jess> (facts)

f-9 (MAIN::grant-by-role-intent (urole  "user")
(intent "read")  (objtype "system"))

f-12 (MAIN::Session (id 2) (uid "root"
(roles  "admin™))

f-13 (MAIN::Session (id 1) (uid "Dave Null")
(roles  "user"))

For a total of 12 facts in module MAIN.

Jess> (assert
(objtype
(intent
<Fact-14>
Jess> (assert
(objtype
(intent
<Fact-15>
Jess> (assert
(objtype
(intent
<Fact-16>
Jess> (assert
(objtype
(intent
<Fact-17>
Jess> (assert
(objtype
(intent
<Fact-18>
Jess> (assert

(objtype

Thenwewill asserthe Accessfactsandruntheengine:

(Access (session
"undefined")
"malicious")))

1)

(Access (session
"system")
"read")))

1)

(Access (session
"system")
"write")))

1)

(Access (session
"system")
"write")))

2)

(Access (session
"userhome")
"write")))

1)

(Access (session
"userhome")

2)
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(intent "write")))
<Fact-19>
Jess>  (run)
Access Granted
Access Granted
Access Granted
Permission  denied
Permission  denied
Permission  denied
6
Jess> (facts)
f-0 (MAIN::initial-fact)

f-1 (MAIN::grant-by-role (urole  "admin®)
(objtype "system"))

f-2 (MAIN::grant-by-role (urole  "user")
(objtyp "userhome"))

f-3 (MAIN::UA  (uid "root") (role  "programmer"))
f-4 (MAIN::UA  (uid "root") (role  "user"))
f-5 (MAIN::UA  (uid "root") (role  "admin™))
f-6 (MAIN::UA (uid "Dave Null")

(role  "programmer"))
f-7 (MAIN::UA (uid "Dave Null") (role  "user"))
f-8 (MAIN::DSD (n 2)

(roles  "programmer"  "admin"))
-9 (MAIN::grant-by-role-intent
(urole  "user") (intent "read")

(objtype "system"))

f-12 (MAIN::Session (id 2) (uid ‘"root")
(roles  "admin™))

f-13 (MAIN::Session (id 1) (uid "Dave Null"
(roles  "user"))

f-14 (MAIN::Access  (session 1)
(objtype "undefined")
(intent "malicious")
(result "denied"))

f-15 (MAIN::Access  (session 1)
(objtype "system") (intent "read")
(result "granted"))

f-16 (MAIN::Access (session 1)
(objtype "system") (intent "write")
(result "denied"))

f-17 (MAIN::Access  (session  2)
(objtype "system") (intent "write")

(result "granted™))

f-18 (MAIN::Access (session 1)
(objtype "userhome")  (intent "write")
(result "granted"))

f-19 (MAIN::Access  (session  2)
(objtype "userhome”)  (intent "write")
(result "denied"))
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For a total of 18 facts in module MAIN.

Asyoucanseethe“AccessGranted’and“Permissiordenied’messagedo notre ect
theorderof thefacts.Insteadall “Granted”"messageareprinted rst, thenall “denied”
messageareprinted. Thisis dueto the saliencevalueof thedery rule. Only looking
onthefactsrevealsthe outcomeof eachindividual evaluation.

Finally, let usbe curiousaboutwhy oneparticularaccesss granted:

Jess>  (reset)

TRUE

Jess> (assert (CreateSession (id 1)

(uid  "root") (roles  "admin™)))

<Fact-10>

Jess> (run)

2

Jess> (watch all)

TRUE Jess> (assert  (Access (session 1)
(objtype "system")
(intent "write")))

==> f-12 (MAIN::Access (session 1)
(objtype "system") (intent "write")
(result nil))

==> Activation: MAIN::default_deny_Access
f-12

==> Activation: MAIN::access-by-role-r
f-12, f11, f1

<Fact-12>

Jess> (facts)

f-0 (MAIN::initial-fact)

f-1 (MAIN::grant-by-role (urole  "admin")
(objtype "system"))

f-11 (MAIN::Session (id 1) (uid "root")
(roles  "admin"))

f-12 (MAIN::Access (session 1)
(objtype "system") (intent "write")
(result nil))

For a total of 12 facts in module MAIN.

As you cansee,the access-by-rolavill usethe factrepresentinghe sessiorandthe
grant-by-rolefactrepresentinghe PermissiorAssignmentpne(the)sessionassigned
to Sessiorl andthe ObjectTypefrom f-12 matchf-1.

Now we have seeneverythingwe needto know, excepthow to quit the session:

Jess>  (exit)
You have new mail
$
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