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Abstra
tA parti
ular 
hallenge, when trying to analyse and predi
t the behaviour of subnet-works of the global Internet, refers to the task of elaborating a suÆ
iently realisti
 work-load 
hara
terization, e.g., by means of workload modeling. In parti
ular, it is ne
essaryto spe
ify (work)load at di�erent system interfa
es.This report presents a generalized pro
eeding for load modeling in
luding a set of formalmethods for load spe
i�
ation. At �rst the basi
 pro
eeding is applied by way of exampleto the modeling of primary load, i.e. load at an interfa
e 
lose to end-users, wherebywe fo
us on video sour
es. We then ta
kle the 
hallenging problem of 
hara
terizing se
-ondary load, i.e. load as it is o

uring at a lower layer interfa
e within a proto
ol/servi
ehierar
hy, and for this purpose we suggest a new approa
h for analyti
al modeling of loadtransformations as they are typi
al for 
ommuni
ation networks. Modeling load trans-formations again is exempli�ed by means of a 
omprehensive 
ase study assuming videosour
es and 
onsidering some load transformation 
orresponding to the impa
t whi
h aUDP/IP proto
ol hierar
hy would have on some o�ered primary load. A set of detailedmeasurements proves that our approa
h to model load transformations 
an indeed be usedto prognosti
ate a highly valid 
hara
terization of se
ondary load in 
ase of Internet orIntranet 
on�gurations.
KurzfassungEine der wesentli
hen Herausforderungen, die si
h bei der Analyse und Vorhersage desVerhaltens von Teilnetzen des Internets ergeben, stellt die Entwi
klung einer hinrei
hendrealistis
henLast
harakterisierungdar, z.B. mittels Lastmodellierung. Im speziellen ergibtsi
h die Notwendigkeit, die (Arbeits-)Last an unters
hiedli
hen Systems
hnittstellen zuspezi�zieren.Dieser Beri
ht pr�asentiert eine allgemeine Vorgehensweise f�ur die Lastmodellierung, ein-s
hlie�li
h einer Reihe von formalen Methoden zur Lastspezi�kation. Zun�a
hst wirddiese Vorgehensweise exemplaris
h angewandt, um eine Prim�arlast, d.h. diejenige Lastan einer benutzernahen S
hnittstelle, zu modellieren, wobei si
h die Studien auf Video-quellen beziehen. Daran ans
hlie�end bes
h�aftigen wir uns mit dem Problem der Charak-terisierung von Sekund�arlasten, d.h. von Lasten, wie sie an einer in der Protokoll-/Diensthierar
hie niedrigen S
hnittstelle auftreten. Zu diesem Zwe
ke s
hlagen wir einenneuen Ansatz der analytis
hen Modellierung von Lasttransformationen vor, wie sie inKommunikationsnetzen typis
h sind. Au
h die Modellierung dieser Lasttransformatio-nen wird wiederum anhand umfangrei
her Beispielstudien exemplaris
h vorgestellt. Dazuwerden Lasttransformationen herangezogen, wel
he den Ein
u� einer UDP/IP-Protokoll-hierar
hie auf eine benutzerseitig �ubergebene Prim�arlast widerspiegeln. Detaillierte Mes-sungen untermauern, da� unser Ansatz der Modellierung von Lasttransformationen in derTat eine sehr valide Prognose von Sekund�arlasten f�ur den Berei
h des Internet sowie f�urIntranetumgebungen gestattet.
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1 Workload Chara
terization and Load Modeling for Commu-ni
ation Systems and Computer NetworksWhen modeling servi
e-systems, su
h as 
omputers, 
ommuni
ation networks, database sys-tems et
., it is 
ommon pra
ti
e to 
learly separate the requests to be pro
essed/served fromthe servi
e-system proper whi
h serves the requests. The set of requests to be served overtime is denoted as load or workload of the (servi
e-)system. If we apply this view to 
omputersystems the requests to be served may 
orrespond e.g. to user programs to be exe
uted, andin database systems the transa
tions to be pro
essed may represent the load. In 
ommuni
a-tion or 
omputer networks [34℄ �les, E-mails, audio or video streams, WWW pages et
. 
ouldrepresent the load if we 
onsider an appli
ation-oriented interfa
e, whereas at an interfa
e toa pa
ket-swit
hed network the pa
kets to be transmitted would 
onstitute the load whi
h iso�ered to the network. It is well-known that a suÆ
iently realisti
 load 
hara
terization, inmost 
ases, is an indispensable prerequisite in order to obtain valid results when predi
tingthe expe
ted system behaviour under a given load (e.g. by modeling or measurement studies)[8, 15℄.In the 
ase of 
ommuni
ation systems and 
omputer networks analyses, realisti
 load 
har-a
terization is required, e.g., when applying analyti
al models or when exe
uting simulationexperiments. Moreover, load 
hara
terization is needed for the 
onstru
tion of arti�
ial loadgenerators [14℄, whi
h e.g. may generate some syntheti
al load for an existing 
ommuni
ationnetwork. Using su
h load generators 
ommuni
ation system behaviour, under various load
onditions, 
an then be investigated by means of measurements.As we will explain in se
tion 2 in some more detail, load 
hara
terization on one handhas to spe
ify the single requests whi
h in their totality represent the overall load and on theother hand it has to spe
ify the stream of requests (arrival pro
ess) at a well-de�ned interfa
eof the servi
e-system 
onsidered. Depending on the desired range of use of a load 
hara
-terization very di�erent degrees of freedom may exist for this 
hara
terization. To give anexample, we observe that some analyti
al queueing models of pa
ket-swit
hed networks (su
has e.g. Kleinro
k's well known model for intera
tive traÆ
 [20℄) may only allow Poisson arrivalstreams of requests [30℄, i.e. the pa
kets to be transmitted, in 
ombination with exponentiallydistributed servi
e-time requirements of requests 
orresponding to exponentially distributedpa
ket lengths. Therefore, when using su
h a queueing model load 
hara
terization is limitedto spe
ifying mean arrival rate of pa
kets (possibly dependent on the sour
e-destination-pair
onsidered) and to spe
ifying mean pa
ket-length. Evidently, distributions for interarrivaltimes and lengths of pa
kets are not part of load 
hara
terization in this 
ase as these dis-tributions are prede�ned by the 
lass of model 
hosen. A mu
h larger degree of freedom,however, may exist if some detailed load 
hara
terization is required in order to produ
e ahighly realisti
 stream of requests in simulation experiments or as a basis for measurementsin real 
ommuni
ation networks.As a 
onsequen
e of the strongly varying degrees of freedom in load 
hara
terization weargue for the following basi
 requirements to be taken into a

ount when 
hara
terizing the1



load of 
omputer or 
ommuni
ation systems:(R1) Load 
hara
terization should be based on 
omprehensive load measurements [28℄.(R2) Results of load measurements should be 
oarsened in a dire
t dependen
y of the existingdegree of freedom in load 
hara
terization, whi
h, typi
ally, is strongly dependent on themethod of performan
e evaluation to be applied (e.g. analyti
al modeling, simulationor measurements).(R3) One should 
learly distinguish between 
hara
terization of the single requests whi
h arepart of the load and 
hara
terization of the timing aspe
ts of the request arrival pro
ess.(R4) A formal des
ription te
hnique should be applied for obtaining a pre
ise spe
i�
ationof requests and request arrival streams.In this paper we want to ta
kle the diÆ
ult problem of load 
hara
terization for the Internet,whi
h by far represents the most important existing 
omputer network (resp. network ofnetworks). In parti
ular, our 
ontribution will introdu
e a 
exible method for 
hara
terizingthe load whi
h exists at very di�erent interfa
es within an IP based proto
ol hierar
hy. Wealso will apply our method of 
hara
terization by way of example.Se
tion 2 summarizes some of the features and properties of the Internet whi
h make
hara
terization of load for this network and its users an extremely hard problem. Moreover,we indi
ate the state-of-the-art in load measurements and load modeling of the Internet.In se
tion 3 we are going to introdu
e a generalized pro
eeding for load modeling whi
hsatis�es above requirements (R1),: : :,(R4) and 
an be applied to 
omputer systems as wellas to networks. We apply our pro
eeding suggested during a �rst 
ase study (se
tion 4) to
hara
terize load as it 
ould o

ur at an appli
ation-oriented interfa
e within an Internethost 
omputer. In the study, by way of example, we will model video streams starting fromdetailed load measurements and assuming standards for video en
oding, su
h as MPEG andH.261/H.263.In 
ontrast to TCP based appli
ations, the streams indu
ed by real time appli
ations,typi
ally based on UDP, are not self-regulating (by means of dete
ting and avoiding 
onges-tion). So it is important to 
hara
terize the nature of this sti� real time streams be
ause oftheir inelasti
 and non-adaptive bandwidth requirements.Our view is that load at an appli
ation-oriented interfa
e, whi
h we 
all primary load ,is transformed by parts of the 
ommuni
ation system into a di�erent load, 
alled se
ondaryload , whi
h we 
an observe at a lower layer interfa
e within the given proto
ol hierar
hy. Thetopi
 of load transformation will be dis
ussed in the 
ontext of Internet (
f. se
tion 5). Inse
tion 6 our se
ond 
ase study will illustrate our new approa
h to model load transformationpro
esses. We will demonstrate these transformations for the UDP/IP sta
k be
ause of itsimportan
e for real time appli
ations. Thus, we will be able to 
hara
terize in a highlyrealisti
 manner the se
ondary load (IP traÆ
 at an LLC interfa
e) as it would be indu
edby a set of video traÆ
 sour
es 
orresponding to the primary load, e.g. within a video server.Our load transformation approa
h will be su

essfully validated in se
tion 7 by 
omparingmeasured se
ondary load (as observed in an Internet subsystem) with se
ondary load as itis prognosti
ated after transforming a given primary load in the modeling domain. Someof the problems still being unsolved or perhaps even being unsolvable in the long term in
hara
terizing Internet load will be indi
ated in our 
on
lusions.2



2 Spe
ial Aspe
ts of Modeling Internet LoadIn this paper we are going to use the following de�nition of load, 
f. [5, 19, 25, 36℄:The (o�ered) load or workload L = L(E;S; IF; T ) denotes the total sequen
e of requests whi
his o�ered by an environment E to a servi
e-system S via a well-de�ned interfa
e IF duringthe time-interval T . We 
all L the load generated by E for S at IF during T .Let us shortly dis
uss the strong dependen
ies of L on E, S, IF and T for the 
ase of a
omputer network:� E: all the requests to be served by S are 
reated within the environment as E, inparti
ular, 
omprises the set of (human) network users as well as the (distributed)appli
ations.� S: as the servi
e-system is responsible for serving the requests originated by E, the
hara
terization of requests has to spe
ify among others, the resour
e requirements ofea
h request during its pro
essing/servi
e by S.� IF : the interfa
e 
hosen is extremely important as it re
e
ts the de
omposition of the
omputer network and its users into E and S; IF also dire
tly determines the type ofrequests whi
h 
an be part of the workload and, moreover, it limits the set of possiblesequen
es of requests.� T : evidently, the load observed in an existing network is highly dependent on the
on
rete 
hoi
e of T , e.g. Sunday vs. Monday, January 1st vs. 2nd, 1-2 pm vs. 1-2 am.In the following we want to fo
us on load 
hara
terization for the Internet. To begin we wantto debate the question why load 
hara
terization for the Internet is so mu
h more diÆ
ultthan 
hara
terizing load in networks like 
losed 
orporate networks or 
onventional lo
al-areanetworks.So, what are the aspe
ts of the Internet whi
h 
ompli
ate load 
hara
terization ? Thefollowing reasons 
an be identi�ed:� An enormous amount of users exist already at present (with still exponential growth),therefore traÆ
 observable on IP layer or below typi
ally represents the 
omplex over-lay of a large number of traÆ
 streams generated by di�erent users/appli
ations. ThetraÆ
 is also quite heterogeneous resulting e.g. from data, text, voi
e and video 
om-muni
ations [22, 26℄.� User behaviour is highly dynami
, new servi
es are 
reated and a large variety ofappli
ation-oriented servi
es may be used (e.g. more than 400 appli
ation proto
olswere observed in a 4 day measurement at the University of Saskat
hewan [38℄).� User behaviour and therefore also the load generated by end-users is not always ob-servable, e.g. the e�ort of observation may be too high (as just too many users andendsystems exist) or se
urity me
hanisms may restri
t observability of system 
ompo-nents (a lot of bla
k box -subsystems exist in the Internet).� The state of the network quite often does strongly in
uen
e user behaviour (espe
iallyif the state of an Internet-subnetwork used 
orresponds to the often-experien
ed phaserien ne va plus) [3℄. 3



Some of the reasons whi
h simplify load 
hara
terization for lo
al-area networks (LAN), asopposed to the Internet, are the following:� typi
ally, all endsystems of a LAN (about 10-1000) are observable in prin
iple;� less variation tends to exist in user behaviour (e.g. similar daily sequen
es of operationmay exist in an enterprise);� the number of users, a
tive at any given instant of time is still relatively small and alsothe overall number of possible users is quite limited;� last not least the traÆ
 matrix tends to be simpli�ed (e.g. 
lient/server-relationshipsand a relatively low number of endsystems being addressable at all).As a dire
t 
onsequen
e of our de�nition of load, load 
hara
terization always assumes awell-de�ned interfa
e. Unfortunately this is quite often not taken into a

ount in existingpubli
ations. In the 
ontext of Internet we 
ould, in parti
ular, 
hoose the following interfa
esfor load 
hara
terization:� an appli
ation-oriented interfa
e (e.g. interfa
e to servi
es/proto
ols su
h as FTP, Tel-net, HTTP, SMTP, ...) [4, 21℄;� interfa
e to the transport servi
es, based on TCP or UDP, within the endsystems [38℄;� the pa
ket interfa
e to IP;� the LLC interfa
e, e.g. in an Ethernet-based Intranet (i.e. LAN with IP proto
olhierar
hy).For most of the Internet interfa
es mentioned, a large number of publi
ations exist presentingload measurements for these interfa
es. In parti
ular, load measurements for appli
ation-oriented interfa
es in the Internet have been presented in [4, 38℄ and 
omprehensive measure-ments at the transport layer interfa
e have been published e.g. in [29℄ 
overing TCP andin [38℄ 
overing UDP. Load measurements referring to IP interfa
e have been summarized in[10, 11, 17℄.Load measurements for spe
i�
 interfa
es in 
ommuni
ation networks 
an be used to lookfor sto
hasti
 pro
esses whi
h are able to re
e
t, with suÆ
iently good a

ura
y, the main
hara
teristi
s of the arrival pro
ess observed. This approa
h to model arrival pro
esses forstreams of requests has been applied quite often and with good su

ess in re
ent publi
ations[12, 13, 35℄. In order to supplement the existing approa
hes to approximate measured Internetload by means of sto
hasti
 pro
esses, we argue for a more general pro
eeding whi
h is notrestri
ted to mathemati
al modeling but allows us some detailed load 
hara
terization andload modeling for simulation models and arti�
ial load generators of IP based networks, too.Our approa
h to load 
hara
terization and modeling will be presented in detail in thefollowing se
tions and it will be applied in the 
ontext of the Internet. The approa
h 
om-prises a generalized pro
eeding for load modeling dire
tly based on load measurements. Wesuggest to ta
kle the problem of load modeling for 
ommuni
ation networks starting withmodeling of the primary load as it exists at an appli
ation-oriented interfa
e. We start with4



modeling the primary load be
ause this allows us a straight-forward modeling of se
ondaryload in a rather 
exible way (e.g. for various 
hoi
es of se
ondary load interfa
es). Quiteoften primary load 
an be observed in a relatively simple and dire
t manner and load at su
happli
ation-oriented interfa
es typi
ally is 
reated quite independently of the 
ommuni
ationnetwork's state. Moreover, a 
omplex primary load 
an be 
on
eived as a (mutually indepen-dent) overlay of elementary single sour
es of primary load (e.g. single MPEG sour
e in video
ommuni
ations, single �le transfer using FTP, transmission of a sequen
e of PCM samplesresulting of a single voi
e sour
e, et
). On
e we have solved the problem of 
hara
terizingthe single sour
es of primary load (for various types of sour
es, 
f. examples of sour
e modelsin the 
ontext of ATM networks as introdu
ed in [32℄), by means of overlaying single sour
eswe 
an produ
e any mix of 
omplex primary load. Thereafter, we 
an apply our approa
hfor load transformation (
f. se
tion 5), in order to obtain a realisti
 
hara
terization of these
ondary load whi
h exists at some arbitrarily 
hosen lower layer interfa
e and whi
h is in-du
ed by the 
omplex mix of primary load.For this innovative approa
h to 
hara
terize se
ondary load, of 
ourse, we have to assumesome suÆ
iently detailed knowledge regarding the pro
ess of load transformation as it o

ursin the 
ommuni
ation network. One of the main advantages of our approa
h to se
ondaryload 
hara
terization is, that it is not ne
essary to measure at the se
ondary load interfa
e.Therefore, this method of load 
hara
terization 
an also be applied during the design of aninnovative 
ommuni
ation network (e.g. 
hange of existing proto
ols) under the assumptionthat the kind of load transformation in the newly designed network is known suÆ
iently pre-
isely and that the primary load will be 
reated in the future network in the same way asin the present network. Another important advantage is, that it is not ne
essary to 
reate apossibly very 
omplex mix of primary load in an existing network - it is suÆ
ient to 
onsiderthis mix of primary load in the modeling domain.3 A Generalized Pro
eeding for Modeling Computer NetworkLoadIn this paper, we want to model traÆ
 loads for the Internet, basing our approa
h on thegeneralized pro
edure proposed in [37℄ and [19℄. The main purpose of this pro
edure is topresent a uni�ed des
ription te
hnique whi
h allows us to formulate models of load (mainlyfor simulation experiments) for di�erent degrees of detail in modeling and for various kindsof system interfa
es. In parti
ular, we want to 
over load whi
h re
e
ts requirement of 
om-muni
ation resour
es (however, this is no general restri
tion). The generalized pro
eeding forload modeling in the Internet whi
h satis�es the requirements as stated in se
tion 1 is basedon the following main steps [36℄:* STEP 1: De
omposition of a 
ommuni
ation network, a model of whi
h has to be elabo-rated, into a system model SM and an environment model EM at a well-de�ned interfa
eFirst, we have to de
ompose the system and its embedding in some environment (
ompris-ing, e.g., the set of system users) in a way that we de
ide where to pla
e the demar
ation linebetween what we 
onsider as system S on one hand and environment E on the other hand.5



This de
omposition dire
tly provides us the interfa
e IF between S and E. Evidently, IFmay 
orrespond to the union of several geographi
ally distributed interfa
es IF1; IF2; : : : ; IFkin the real 
ommuni
ation system modeled. In the �rst step, the modeler also has to de
ideon whi
h requests (passed from E to S) and whi
h rea
tions (shown by S and observable byE) will be taken into a

ount in load modeling. Moreover, we assume that the environmentis mapped on a set of load generating users (possibly 
orresponding to human end-users orto some load generating appli
ation or system pro
esses). For example, for load modeling ofInternet: the TCP/IP proto
ol suite forms the basis for the Internet. And as is typi
al in thestru
turing of 
ommuni
ation servi
es, this proto
ol suite is developed in layers, ea
h layerbeing responsible for a di�erent fa
et of the 
ommuni
ations. The Internet ar
hite
ture isnormally 
onsidered to be a 4-layer system, as shown in Figure 1.Ea
h layer respe
ts one or more proto
ols for 
ommuni
ating with its peer at the same layer.Although the 
ommonly used name for the Internet's entire proto
ol suite is TCP/IP, TCPand IP are only two of the many proto
ols used in 
ombination. For example, Telnet is anappli
ation layer proto
ol, TCP is a transport layer proto
ol, IP is a network layer proto
ol,and maybe an Ethernet proto
ol would operate at the link layer. When an appli
ation sendsdata using TCP, the data is sent via the 
omplete proto
ol sta
k and transmitted a
ross thenetwork. An SM=EM interfa
e between Transport (e.g. TCP) Layer and Network (e.g. IP)Layer, at whi
h TCP segments are o�ered by the Transport Layer to the Network Layer,
ould be sele
ted. In this 
ase, the Transport Layer 
ould be 
onsidered as user (part of theenvironment E) and the system S would then 
onsist of the Network and the Link Layer. We
ould draw a nearly identi
al pi
ture for transmission of UDP data. The only 
hange besidesdi�erent proto
ol fun
tionality is that the unit of information that UDP passes to IP is 
alleda UDP datagram. * STEP 2: Choi
e of the level of detail for modeling
Transport

Network

Link

Application

TCP, UDP

IP, ICMP, etc.

γ

β

α

Telnet, FTP,
e-mail, etc.

Device driver and 
interface card

IF

IF

IFFigure 1: The four layers of theTCP/IP proto
ol suite
the system and the environment as well as for the in-tera
tions at the SM=EM interfa
eIn order to ful�l our requirements to a generalizedload modeling method we 
hoose an obje
t-oriented ap-proa
h for modeling requests. On one hand, ea
h re-quest has a unique type, i.e. we build disjoint 
lassesof requests; on the other hand, a type-spe
i�
 set ofattributes is asso
iated to ea
h type of requests (withprede�ned but possibly di�erent domains for attributevalues).In STEP 2 de
isions are taken regarding request types and request attributes (
onsidering,of 
ourse, the desired future appli
ability of the load model to be elaborated). In the Internet,a highly stru
tured 
ommuni
ation system, TCP provides a 
onne
tion-oriented, reliable,byte stream servi
e to the appli
ation layer. The term 
onne
tion-oriented means the twoappli
ations using TCP (normally 
onsidered a 
lient and a server) must establish a TCP
onne
tion with ea
h other before they 
an ex
hange data. The TCP/IP traÆ
 may bedivided into three phases, that is, 
onne
tion establishment phase, data transfer phase and
onne
tion termination phase. During the 
onne
tion establishment phase, two types ofrequests will be generated by a 
lient, i.e. 6



� CONNECTION ESTABLISHMENT request,� CONNECTION ACKNOWLEDGE CLIENT request,that is, the 
lient, �rst, sends a SYN (syn
hronize sequen
e numbers 
ag) segment spe
ifyingPN (port number) of the server (destination) that the 
lient wants to 
onne
t to, and 
lient(sour
e)'s ISN (initial sequen
e number); se
ond, the server responds with its own SYN and
onsumes one sequen
e number (system rea
tion). The server also a
knowledges the 
lient'sSYN by ACKing the 
lient's ISN plus one; third, the 
lient a
knowledges this SYN from the serverby ACKing the server's ISN plus one. The attributes for the above 
onne
tion establishmentmay be the PN of the server (destination address), 
lient's ISN (sour
e address), and so on. Infa
t, only a subset of all these attributes would typi
ally be relevant for modeling. However,the modeler may also 
hoose the option to sele
t a new attribute, e.g. two attributes in thereal world 
ould be summarized as one in the model domain.* STEP 3: Analysis and des
ription of intera
tions being possible for a given interfa
e be-tween the 
ommuni
ation network (modeled by SM) and its users (modeled by EM)This step is 
on
erned with spe
ifying the possible sequen
es of intera
tions between Sand E. This is quite similar to some servi
e spe
i�
ation for a 
ommuni
ation servi
e, whi
halso spe
i�es the sequen
es of servi
e primitives whi
h are possible, in prin
iple, over time;e.g., intera
tions for load modeling of TCP/IP traÆ
 are resulting from the o�ering of datato be transmitted or from data arrival at di�erent layers.* STEP 4: Des
ription of a
tual intera
tions between SM and EM (during the interval, withinwhi
h model behaviour is observed)This �nal step, based on the results of earlier steps, is now able to model the overall loadgeneration pro
ess during an observation interval T . We assume that load is produ
ed by aset U1; U2; : : : ; Un of load generating users (
f. STEP 1). Moreover, ea
h user is modeled asan individual load generator, 
reating a stream SR of requests, where SR 
orresponds to ave
tor of (time, request)-tupels, i.e. SR = ((t1; R1); (t2; R2); (t3; R3); : : : ; (tm; Rm)) for somepositive integer m and ti is denoting the instant of arrival of Ri at interfa
e IF . We allow thesequen
es (t1; t2; t3; : : : ; tm) to be de�ned by a tra
e (predetermined arrival pro
ess) or by aprobability distribution (sto
hasti
 arrival pro
ess). In the later 
ase, the distribution mayhave been determined as an approximation of load measurements. Also, types and attributevalues for the requests Ri may dire
tly 
orrespond to load measurements.In the following, we want to introdu
e a formal des
ription te
hnique to spe
ify load mod-els, whi
h 
an be 
onsidered as some generalization of user-behaviour-graphs [7℄. In parti
ular,we wish to formally des
ribe behaviour of single (load-generating) users resp. individual loadgenerators. Our des
ription te
hnique allows to spe
ify single requests and the load genera-tion pro
ess over time.A

ording to STEP 2 of our load modeling method we spe
ify ea
h request by its uniquerequest type and the set of request attributes (with well-de�ned domains for attribute values).In this paper, we would like to 
hara
terize the IP traÆ
 in the Internet. Thus, as mentionedabove, during the 
onne
tion establishment phase, requests 
ould be spe
i�ed as:7



CONNECTION_ESTABLISHMENT_requestBeginCLIENT_ISN: integer;SERVER_PN: integerendandCONNECTION_ACKNOWLEDGE_CLIENT_requestBeginSERVER_SYN: integerendTo re
e
t the dynami
 behaviour of an individual load generator (
f. STEP 4), we assumethat the load generator may be in one of four ma
ro-states:� 'i : idle (initial state)� 'a : a
tive (
ontaining the only states, in whi
h requests 
an be generated)� 'b : blo
ked (waiting for rea
tions of servi
e-system S)� 't : terminated (no further 
reation of requests possible).Ma
ro-states may be re�ned. They are 
omposed of� S-states, where a trigger event (external to the load generator) has to be waited for toleave this state. Trigger events are initialization and termination of the load generatoror a rea
tion, indi
ated by S.� R-states, where requests are generated in a non-time-
onsuming manner; these statesare left immediately after request generation. R-states are present only as part of ma
ro-state 'a. Every R-state is responsible for generating requests of exa
tly one type andthe algorithms of how to determine the values for the request attributes are asso
iatedto ea
h R-state, too (e.g. by using a tra
e or a probability distribution). This statedetermines the type of request whi
h will be generated.� D-states, where delays are modeled as they may o

ur before generating the next request(e.g. 
orresponding to request interarrival times). Times asso
iated to D-states, again,may be determined by tra
es or probability distributions.� Transitions between states: they may be deterministi
, determined by transition prob-abilities or by exe
ution of some prede�ned pro
edure (the exe
ution of whi
h providesreferen
e to the next state rea
hed).Figure 2 presents the des
ription te
hnique for spe
ifying the behaviour of an individual loadgenerator (
orresponding to an elementary load generating user) by way of example.In 
ase of TCP/IP traÆ
, a request of 
onne
tion establishment 
auses a state transition'i R! 'a. Another state transition 'a R! 'b will o

ur when TCP sends a segment. Duringstaying at state 'b, the automaton maintains a timer, waiting for the other end to a
knowl-edge re
eption of the segment (rea
tion from the system). If an a
knowledgement is not8
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Figure 2: Automata based formal des
ription of single-sour
es of load (simple example)re
eived in time, it returns to 'a and the segment is retransmitted. (One should note that forthe purpose of bulk data transfer in the data transfer phase, TCP uses a form of 
ow 
ontrol
alled a sliding window proto
ol. It allows the sender to transmit multiple pa
kets before itstops and waits for an a
knowledgement. During this time, it remains at ma
ro-state 'a. Thisleads to faster data transfer.) When TCP re
eives data from the other end of the 
onne
tion,it sends an a
knowledgement. This a
knowledgement is not sent immediately, but normallydelayed for a fra
tion of a se
ond. Therefore, a request generation by TCP typi
ally dependson both 
lient behaviour and status of the Internet.For a more detailed presentation of our generalized load modeling method we refer thereader to [37℄. Quite 
omprehensive experien
es in applying the modeling method have beenreported by [19, 5℄. A load des
ription language based on the des
ription te
hnique as pre-sented in this se
tion has been elaborated by J.J. Kim [19℄. A spe
i�
ation te
hnique withsimilar des
ription power, however not based on extended �nite automata but on extendedPetri nets, has been published in [25℄.4 Case Study I: Modeling of Internet TraÆ
 at an Interfa
eof Primary Load in Video Communi
ationsIn video 
ommuni
ations via pa
ket-swit
hed networks, in parti
ular, two 
lasses of appli
a-tions may be distinguished.One of these refers to video 
onferen
es. Here, the video sequen
e as 
olle
ted by a 
ameraat dis
rete time instants leads to an iso
hronous stream of data units (un
ompressed videoframes) over time. The video frames are passed to a video en
oder for 
ompression at afrequen
y of ! framesse
 . To a
hieve en
oding in real-time the en
oder has to exe
ute 
ompres-sion of one frame in less than 1! se
. The 
ompressed video frames are passed to a transportsystem for transmission again as an iso
hronous stream. The delay � (between provisioningof the un
ompressed frame and transfer of the 
ompressed frame) of the transport system isstrongly determined by the speed of the video en
oder.9



The se
ond 
lass of important video appli
ations 
orresponds to appli
ations of the typeVideo-on-Demand (VoD), where the video sequen
e to be transmitted is already en
oded, i.e.
ompressed. In this 
ase, the 
ompressed video frames are typi
ally stored in a �le and 
anbe read there and be passed to the transport system as an iso
hronous stream, here too. Theperiodi
ity of the iso
hronous stream at the sender 
ould be determined by the s
heduledvideo display frequen
y at the re
eiver.We will now ta
kle the problem of load 
hara
terization at an appli
ation-oriented inter-fa
e. Real time network servi
es typi
ally distinguish two di�erent 
oding options, 
onstantbit rate (CBR) and variable bit rate (VBR). CBR de�nes a �xed rate, and uses 
oding 
ontroloptions su
h as quantization level and frame skip to realize the pre-de�ned rate. This leadsto a very smooth data rate in the spe
i�ed time interval, but for shorter intervals su
h asones in
luding just one frame arrival, the nature of the load indu
ed by CBR is still highlydependable on the en
oding algorithm used. Furthermore, CBR is not an adequate option foren
oding VoD streams be
ause of the 
u
tuating video quality. This makes it very diÆ
ultin deriving very pre
ise models and 
hara
terizations for CBR video load on frame level.VBR uses �xed 
oding options (as opposed to CBR), e.g. �xed quanization level andframe skip, so the indu
ed data rate is dependent on the motion intensity and entropy ofthe 
oded sequen
e. Be
ause of these 
u
tuations and their e�e
ts on network 
ongestion itis very important to derive adequate models for this type of traÆ
. So, our following 
asestudies will refer to VBR en
oded video traÆ
.4.1 Load Chara
terization of the Frame Length Generating Pro
essIn the following we want to model primary load as it is generated in video 
ommuni
ationsat an interfa
e 
lose to the video sour
e. In parti
ular, we want to observe the 
ompressedvideo stream at the interfa
e (IFP ) between appli
ation-oriented servi
es and the transportsystem. As we are going to stri
tly base load modeling on load measurements we have to 
ol-le
t measurements at IFP . The arrival pro
ess of the iso
hronous video streams at IFP beingvery regular and, in prin
iple, known in advan
e, we 
an restri
t ourselves to measurements
hara
terizing the attributes of interest of the requests (i.e. the 
ompressed video frames tobe transmitted). As is usual in modeling video load [23℄ in the following we assume thatlength of frames is the only attribute of interest for the requests observed at IFP . Therefore,we have to measure the length xi (in Byte) of the i-th video frame being passed via IFP attime ti = t0 + i! se
, if t0 denotes the start of the observation interval.Thus, the 
olle
ted tra
e of frame lengthsX = fxi j i = 1; 2; : : : ; ng with n observed framesdes
ribes the load. This tra
e leads to the empiri
al distribution fun
tionH(s) = 1n nXi=1 1fxi�sg(s); s 2 R; (1)where 1
 denotes the indi
ator fun
tion for the set 
 � R.H(s) 
an be 
onsidered as load 
hara
terization 
on
erning the marginal distributionfun
tion of frame lengths. Evidently, the distributions of lengths of data units have a strongimpa
t in 
ase of stati
 resour
e reservations during data transmission as well as in 
ase ofan adaptive model-based quality-of-servi
e management.10



We 
arried out 
omprehensive load measurements based on well-established standards forvideo en
oding, su
h as H.261, H.263 and MPEG [9℄, in order to obtain results of generalinterest. The series of experiments referred to in this se
tion 
over 52 di�erent video sequen
es,varying the quantization levels from 1 to 18. We exemplify the results by dis
ussing three seriesof experiments in some more detail, in parti
ular 
hoosing H.261 en
oding of the sequen
es� Claire, a news announ
er in a sequen
e with very low motion intensity.� Carphone, a video-re
ording taken from within a driving 
ar and representing a sequen
ewith periods of rather high motion intensity.� Foreman, a video sequen
e of a building-site with permanently very high motion inten-sity.Figure 3 depi
ts the tra
e of the video frame lengths for the sequen
e Claire; the �gure alsoin
ludes the empiri
al frame length distribution 
al
ulated a

ording to equation 1 as well asits (astonishingly good) approximation by a Gaussian distribution.
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0.40 0.60 0.80 1.00 1.20 1.40Figure 3: Tra
e and frame length distribution of the sequen
e Claire, quantization level 4(Q4), H.261 en
odingVideo sequen
e Claire leads to the hypothesis that lengths of frames (as produ
ed as aresult of H.261 en
oding) 
an be 
losely approximated by a normal distribution. In order toinvestigate the validity of this hypothesis we repeated approximation of observed empiri
allengths distributions by Gaussian distribution for a variety of other video sequen
es. Thelevel of a

ura
y a
hievable by the approximation was very satisfa
tory in all the examples
onsidered. As a further graphi
al illustration of typi
al deviations observed we refer to Fig. 4related to the video sequen
es Carphone and Foreman.Table 1 summarizes empiri
al mean â = 1nPni=1 xi and estimated varian
e �̂2 = 1nPni=1(xi�â)2 determined by maximum likelihood method.In order to quantitatively judge the a

ura
y of the maximum likelihood estimates, bymeans of a �2-test, we tested the empiri
al distribution for normal distribution a

ording to11
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2.00 3.00 4.00 5.00 6.00Figure 4: Frame length distributions of the sequen
es Carphone (left) and Foreman (right),quantization level 4, H.261 en
oding Sequen
eStandard Quantization Claire Foreman CarphoneQ1 6256.17, 509.61 14309.19, 2424.25 12843.40, 2156.95H.261 Q4 737.70, 181.41 3824.02, 898.64 3071.75, 950.58Q10 301.52, 51.34 1154.70, 306.39 967.27, 347.09Q1 3229.60, 527.24 10455.31, 1914.63 8987.55, 2141.08H.263 Q4 334.50, 187.16 1920.45, 558.26 1656.41, 705.45Q10 98.89, 93.66 528.91, 172.91 478.58, 257.00Table 1: Empiri
al mean â and standard deviation �̂ of the frame lengths for sele
ted videosequen
esN (â; �̂2;x) = �(x�â�̂ ). Here, 
lassi�
ation into 13 partitions (10 degrees of freedom with 2estimated parameters) has been 
arried out. The signi�
an
e level has been 
hosen to be� = 0:01 leading to a signi�
an
e size of �20:01;10 = 23:209 whi
h is 
onsiderably higher thanthe values rea
hed by any of the video sequen
es observed (
f. Table 2). So we 
an a

ept thehypothesis of normal distribution and even some more restri
tive values of the signi�
an
esize would not dire
tly lead to reje
tion of the hypothesis.Thus, it seems a

eptable to 
hara
terize the marginal distribution fun
tion of videoframe lengths by approximate normal distributions. An important advantage of this approa
hresults from the fa
t that the normal distribution is determined by only two parameters andit allows a straight-forward derivation of quantiles and other statisti
al quantities.
12



Sequen
eStandard Quantization Claire Foreman CarphoneQ1 4.2502 13.876 12.9953H.261 Q4 6.5248 14.0763 13.4218Q10 9.7671 13.1631 14.0233Q1 4.2887 16.876 14.1479H.263 Q4 6.5352 18.1099 14.2638Q10 9.9816 14.4627 14.5210Table 2: Results of the �2-test for normal distribution of frame lengths in video sequen
eswith di�erent levels of quantization4.2 Auto
orrelations Caused by Temporal Dependen
iesBased on the results of modeling the one-dimensional marginal distribution of the framelength we now want to take a 
loser look on their auto
orrelations. Although the marginaldistribution of lengths is a basi
 and very important measure to 
hara
terize the load ofvideo appli
ations, it is ne
essary to evaluate the auto
orrelation 
oeÆ
ients to get an ade-quate 
hara
terization. This is a result of the fa
t, that independen
e assumptions indu
e asmoother traÆ
 than highly 
orrelated pro
esses su
h as fra
tal traÆ
 pro
esses, and thereforeindependen
e assumptions 
an be misleading in many 
ases.So we have to take a 
loser look on the auto
orrelation fun
tion of the tra
es X = fxi j i =1; 2; : : : ; ng, given by �̂(�) = 1�̂F �̂L (n� �) n��Xj=1(xj � �̂F )(xj+� � �̂L); (2)whereas �̂F and �̂L are the means of the �rst n� � respe
tively the last n� � values indu
edby the frame length tra
es. Likely, �̂F and �̂L denote the 
orresponding empiri
al standarddeviations, �̂F = 1n� � n��Xj=1 xj; �̂2F = 1n� � n��Xj=1(xj � �̂F )2; (3)�̂L = 1n� � nXj=�+1xj ; �̂2L = 1n� � nXj=�+1(xj � �̂L)2 (4)The measurements of the lag-� auto
orrelation 
oeÆ
ients (auto
orrelation fun
tion) areshown in Fig. 5.
13
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al auto
orrelation fun
tions �̂(�) of the frame length tra
es for sequen
esClaire, Carphone and Foreman at quantization level 4Analyzing the measurement results in �gure 5 leads to the 
on
lusion, that a non ne-gle
table auto
orrelation up to lag � = 30 does exist, espe
ially in the tra
es of Carphone andForeman sequen
es, while the sequen
e of Claire, whose pi
ture 
ontents show the strongest
orrelation as 
onsequen
e of low motions, shows the lowest auto
orrelation. The os
illatingbehaviour of the auto
orrelation fun
tion 
an be explained by low motion, so that the 
odingde
isions of produ
ing predi
tive di�eren
e pi
tures alternate periodi
ally.A 
loser look on the more strongly 
orrelated frame length tra
es of Carphone and Foremanreveal 
hanges in the level of required bandwidth of these streams, 
orresponding to the levelof motion within the sequen
es. This leads to the assumption, that 
orrelation is based on
hanges in bandwidth requirements and �nally on alternation of motion and pi
ure 
ontents.In most video sequen
es the major fra
tion of a pi
ture 
ontent persists for a longer while14



and the motion intensity is maintained over several frames, so that in these subintervals norapid 
hanges in bandwidth requirements 
an be observed.We now want to investigate in whi
h way the auto
orrelation fun
tion 
an be in
uen
edby 
hoi
e of the interval length of the frame length tra
e. Therefore, we de�ne subtra
es XTof the frame length tra
e X = (xi : 1 � i � n), with T := ft1; : : : ; t2g and 1 � t1 < t2 � n..This leads to the following problem: If the amount of the events is too small, e.g. jTj � 100,the eviden
e of empiri
al 
orrelation fun
tion is limited, as a result of in
reasing the amountof random in
uen
es. In order to be independent of the size of subsequen
es, we 
omputethe means of the 
orrelation 
oeÆ
ient over all subsequent subsequen
es of a given tra
e.Let f1; : : : ; ng denote the indi
es of the frame length tra
e, then we 
an separate it into mequidistant partitions of subtra
esTm := � fbn(i� 1)m + 1
; : : : ; bn im 
g��i = 1; : : : ;m	: (5)Given the number of partitions m, i.e. ea
h partition has a mean size of nm , we 
an get thearithmeti
ally 
omputed 
orrelation stru
ture by evaluating�(�) = 1m XT2Tm �̂T(�); (6)where �̂T(�) denotes the lag � 
oeÆ
ient of 
orrelation evaluating the subtra
e T a

ordingto equation 2. These investigations have been exe
uted for many sequen
es in
luding Claire,Carphone and Foreman 
ompressed by H.261- und H.263-
ode
s at di�erent levels of quanti-zation 
overing a range of 1 to 20. We will take a 
loser look on the results of H.261-
odedvideo sequen
es at quantization level 4, a

ording to our investigation above.All tra
es were limited to a size of 400 frames and they are separated into 1, 4 and 16partitions. This 
hoi
e of 16 partitions limits the subtra
es to a size of 25, so we investigatethe auto
orrelation fun
tions up to lag 12. This will be suÆ
ient to demonstrate the mainresults when negle
ting the long-term auto
orrelations. The results are presented in �gure 6.
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al mean auto
orrelation fun
tions ��(�) of the frame length tra
es independen
e of the subsequen
e sizeIn all sequen
es a 
ollapsing of the auto
orrelation stru
ture 
an be observed if the sub-sequen
e size is redu
ed to values of 50 or lower; at sizes of 25 the auto
orrelation vanishes
ompletely. These results are 
on�rmed by sto
hasti
 independen
e tests. It should be evidentby now that the size of the observed sequen
es has a signi�
ant in
uen
e on the 
orrelationstru
ture. This leads to the 
on
lusion, that the 
orrelation stru
ture is a result of long term
orrelations.As a result of our measurements we a
hieve independen
e, if we 
ompute the model pa-rameter based only on short sequen
es, e.g. the last 25 frame sizes. This pro
eeding o�ers twomajor advantages. On the one hand, we 
an 
al
ulate the model parameters by implemen-tation of simple ring bu�ers, and determine mean �̂ and standard deviation �̂ by 
omputingmaximum likelihood estimators. On the other hand, this estimator is an adequate estimatorof the 
urrent load situation indu
ed by the video en
oder at IFP . We obtain a sto
hasti
model for the 
urrent and the short-term future situations, namelyN (�̂; �̂2)-distributed framesizes. Based on these independen
y assumptions we 
an elaborate more 
omplex models su
has models for MPEG-en
oded video streams in a similar way.So, we 
an identify a trade-o� in model sele
tion. On the one hand we 
an model theframe length pro
ess over a long time period. In this 
ase, the auto
orrelation stru
ture isnot negle
table and has to be modelled by adequate pro
ess 
lasses. Normal distributed one-dimensional frame length pro
esses 
ontrolled by Transform Expand Sample-Pro
esses [15℄would be a good 
hoi
e here. On the other hand, we 
an use the results above and refer toshort-term temporal dependen
ies, whi
h 
an be negle
ted. In this 
ase, we 
an only judgethe 
urrent load situation by evaluating the last few events of the frame length generatingpro
ess. This leads to an a

urate 
hara
terization, but the parameters (â(t); �̂2(t)) arevarying smoothly over time. The auto
orrelation is re
e
ted by the dependen
ies of the
oating parameter set resulting from evaluation of the ring bu�er.Our measurements 
overing video sequen
es, en
oded a

ording to MPEG-1 standard,16



show that the resulting frame lengths distributions 
an no longer be suÆ
iently well approxi-mated by normal distributions, in 
ase that higher levels of quantization (� 3) are used. Thedi�erent types of frames in MPEG (i.e. the I-, P- and B-frames) lead to signi�
antly di�er-ing results for the empiri
al distributions of frame lengths. However, by 
olle
ting dedi
atedmeasurement data for every single type of frame we still 
ould apply the load model presentedin this se
tion to 
over MPEG video streams, too. A 
omplete MPEG video sour
e wouldjust have to be modeled as an overlay of three single streams (one stream with only I-, onewith P- and one with B-frames), 
f. overlay of streams as it is dis
ussed in se
tions 6 and 7.5 Load Transformation and its Modeling for the Purpose ofSe
ondary Load Chara
terizationIn the pre
eding se
tion, by way of example we have investigated primary load as generatedby video en
oders. Video frames are passed to the 
ommuni
ation system for the purpose oftransmission. To prepare su
h a transmission the 
ommuni
ation system has to pro
ess thevideo frames (being 
onsidered as so-
alled user data). Pro
essing takes pla
e a

ording tothe given 
ommuni
ation proto
ols whi
h, together, 
onstitute the proto
ol hierar
hy. Typi-
al steps of the pro
essing of data units within the proto
ol layers 
on
ern the fragmentationof user data into segments (e.g. pa
kets, 
ells), the adding of proto
ol 
ontrol information touser data (e.g. in the form of headers or trailers of proto
ol data units) or the 
reation ofnew data units without in
luding any user data (e.g. 
reation of a
knowledgements) [34℄.We 
an interprete the pro
essing of data units within proto
ol layers as a pro
ess of trans-formation e�e
tive on the primary load and produ
ing the so-
alled se
ondary load. Let usdenote 
omponents whi
h transform load as (load) transformers. Load transformers 
hangethe properties of the load e.g. in su
h a way that, on one hand, data units 
orrespondingto the se
ondary load may be
ome larger or smaller than those of the primary load or that,on the other hand, the interarrival times of requests may be 
hanged. Evidently, requestsarriving at a primary load interfa
e IFP are not only modi�ed but also always arrive at these
ondary load interfa
e IFS after some delay, whi
h may even vary from request to requestand thus lead to the typi
ally di�erent request interarrival times at IFS (as 
ompared to theinterarrival times at IFP ).5.1 Real Load Transformation versus Load Transformation in a ModelingDomainIn 
ommuni
ation systems a primary load at some interfa
e IFP within the proto
ol hierar
hyindu
es a se
ondary load at some lower layer interfa
e IFS . Chara
terization of se
ondaryload in many 
ases is as important as or even more important than 
hara
terization of pri-mary load.In 
hara
terizing the se
ondary load, as it would be indu
ed by some given primary load,the following two approa
hes 
an be distinguished :� dire
t measurement of the (real) load at interfa
e IFS in an existing 
ommuni
ationsystem, 17



� modeling of the se
ondary load.In 
ase of the �rst approa
h we would have to generate the primary load of interest in thereal network and measure the se
ondary load whi
h arrives at IFS after having passed thereal transformation pro
ess (e.g. the proto
ol pro
essing). This approa
h is not feasible if theinterfa
e IFS is not a

essible for measurements in an existing network or during design orearly development of a new 
ommuni
ation system, when IFS would not yet be implemented.Moreover, it 
ould be ne
essary to investigate a se
ondary load as it would be indu
ed by avery spe
ial mix of single sour
es on the level of primary load and it 
ould be impossible togenerate this mix in the existing network.In the se
ond approa
h based on modeling, the in
uen
e of parts of a 
ommuni
ationsystem on a given primary load is re
e
ted by a model. Here, the real transformation pro-
ess is repla
ed by a so-
alled arti�
ial transformer (
f. Fig. 7). The purpose of an arti�
ialtransformer is to 
onvert the attributes (and their values) of the primary load into those ofthe se
ondary load as well as to transform the arrival pro
ess of primary load requests intothe one for se
ondary load requests. If the arti�
ial transformer used is a suÆ
iently validmodel of reality we 
an obtain a realisti
 prognosis of se
ondary load to be expe
ted. Besidesvalidity, an important requirement towards arti�
ial transformers is their broad appli
ability,e.g. thanks to some 
exible parametrization.
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Actual Load

Analytical Modeling

Stochastic Description of Arrival Processes and/orFigure 8: Levels of abstra
tions in loadmodeling5.2 Modeling Load Transformation to Chara
terize Se
ondary Loads asIndu
ed by Given Primary LoadsLoad 
hara
terization has to 
over the spe
i�
ation of the arrival pro
ess of requests as wellas the spe
i�
ation of the values of request attributes. The 
hara
terization 
an be deter-ministi
 if we use, e.g., some tra
e or it may be probabilisti
 if we use, e.g., some probabilitydistribution to re
e
t the interarrival times and the attribute values of the requests generatedover time. This implies the levels of abstra
tions for the load as depi
ted by Fig. 8, namely� the a
tual load,� its deterministi
 des
ription as a tra
e, or18



� its probabilisti
 
hara
terization by means of distributions.Fig. 8 indi
ates that some measured load 
an be approximated by a distribution (e.g. to
hara
terize lengths of data units) whi
h may be dire
tly used as a model of primary loadby an arti�
ial transformer. The arti�
ial transformer may then re
e
t the transformationpro
ess just by 
hanging (re
al
ulating) the given distribution into a new one to approxi-mate the indu
ed se
ondary load (
f. se
tion 6 for examples). This is an example whereload transformation is expressed by an analyti
al model as here the arti�
ial transformerjust 
orresponds to mathemati
al 
al
ulations. Again, the validity of the predi
tions of thearti�
ial transformer - in terms of a probability distribution to 
hara
terize se
ondary load- 
an be determined by means of 
omparisons with measured se
ondary load (
f. Fig. 9 forsome graphi
al illustration of the pro
eeding).
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al modeling of load transformationsIn the model(ing) domain load transformations 
an be simulated or be the result of model
al
ulations 
orresponding to the analyti
al evaluation of a mathemati
al model. As is 
om-mon in modeling, in the spe
ial 
ase of modeling load transformations, too, analyti
al mod-eling o�ers the important advantages of only minor programming and 
al
ulation e�ort inevaluating the required formulas as well as leading to more 
omprehensive possibilities ofmodel evaluations and result interpretations.When simulating load transformation pro
esses we 
an distinguish two ways of pro
eeding.In the �rst approa
h, for any given transformation pro
ess we 
an elaborate a dedi
ated newsimulation program the fun
tionality of whi
h is suÆ
iently 
lose to the given real transfor-mation pro
ess [19℄. 19



In the se
ond, more advan
ed approa
h we 
an try to 
onsider a (
omplex) transformationpro
ess as a 
ombination of separate elementary transformations, ea
h of these elementarytransformations being modeled as an elementary building blo
k (by means of a relativelysimple simulation program) and then simulate the 
omplex transformation by means of 
om-bining an appropriate set of elementary building blo
ks. The latter approa
h has alreadybeen su

essfully applied by us [5, 6℄ and we 
ould show that the expenditure in modelingrequired 
ould be redu
ed signi�
antly as 
ompared to the �rst approa
h of using dedi
atedsimulation programs. As elementary building blo
ks we applied, in parti
ular, one 
lass ofsimple transformations having only an impa
t on the arrival pro
ess of requests and another
lass in whi
h the transformation only modi�es the set of request attributes or their values.5.3 Examples of Generalized Transformers and Load Transformations inthe InternetA �rst 
lass of simple load transformations only allows the modi�
ation of the interarrivaltimes between requests. Here the departure pro
ess of requests after transformation di�ersfrom the arrival pro
ess, whereas request types and attributes remain 
ompletely un
hanged.Examples of su
h transformations are algorithms for smoothing traÆ
 su
h as Leaky Bu
ket-or Token Bu
ket-Algorithms [27℄. A se
ond 
lass of simple transformations modi�es requesttypes and attributes but keeps 
onstant the request interarrival times. To give an examplefor a transformation of the se
ond 
lass, generation of pa
ket headers typi
ally does not sig-ni�
antly 
hange the pa
ket interarrival times whereas it modi�es the attribute pa
ket length.Some transformations within 
ommuni
ation systems are quite 
ompli
ated and thereforehard to be modeled, su
h as in the 
ase that manipulation of requests in a pa
ket-swit
hingnetwork with 
omplex proto
ol software and hardware is even dependent on the network'sstate. Other transformations 
an be modeled in a quite straight-forward manner, su
h as frag-mentation. Fragmentation is a typi
al example for a load transformation within the Internet,but it is also very 
ommon in other networks. As fragmentation we denote the separationof a data unit (e.g. a message or the data 
orresponding to an en
oded video frame) into asequen
e of data pa
kets, ea
h of whi
h has been asso
iated with a dedi
ated pa
ket header.Two types of fragmentation 
an be distinguished: fragmentation into data units with a �xedmaximum length (as e.g. in the Internet proto
ol sta
k, 
f. se
tion 6) and fragmentation into
onstant lengths data units (e.g. 
ells in ATM, 
f. [27℄).Adding proto
ol 
ontrol information to data units (
f. header generation as introdu
edin se
tion 6) is also a simple transformation having an impa
t, in parti
ular, on the attributelength. This transformation takes pla
e in ea
h layer of the proto
ol hierar
hy whereas frag-mentation is only o

urring if the maximum pa
ket length (
f. MTU as in se
tion 6, in theInternet at least 576 Byte) of the next lower proto
ol layer resp. of the subsequent subnetworkis smaller than the one of the a
tual layer.During a transmission a

ording to the TCP proto
ol, data pa
kets whi
h do not yettransport user data are 
reated for establishing and terminating a 
onne
tion. Moreover, asa 
onsequen
e of 
ow 
ontrol, transformations 
an result, whi
h modify the timing of theoriginal arrival pro
ess in a way whi
h depends on the state of the network [18℄. As anexample for the e�e
t of 
ow 
ontrol between adja
ent proto
ol layers, the LLC layer (i.e.20



the network a

ess layer in the IP ar
hite
tural model) may only a

ept pa
kets of the IPlayer if bu�ers on LLC layer are empty. Thus, outstanding a
knowledgements may produ
ea ba
k-pressure and therefore strongly in
uen
e the interarrival times of data units (pa
kets)on the next lower layer.6 Case Study II: Modeling of IP TraÆ
 at an LLC-Interfa
e asan Example of Se
ondary Load Chara
terization in a VideoServer6.1 Load Transformation within an IP Proto
ol Sta
kThe general 
on
ept of load transformation (e.g. by proto
ol layers) as introdu
ed in thelast se
tion will now be exempli�ed in looking at load transformations being typi
al for theInternet. Proto
ols whi
h have been most stable within the overall IP proto
ol sta
k arerelated to Network and Transport Layer:� fun
tionality of the Network Layer is largely determined by the Internet Proto
ol (IP[33℄ in its versions 4 and 6), providing an unreliable, 
onne
tionless pa
ket-swit
hingservi
e (resp. datagram servi
e for short);� on Transport Layer there exists on one hand a reliable 
onne
tion-oriented transportservi
e based on TCP [33℄; on the other hand an unreliable, 
onne
tionless transportservi
e based on UDP [33℄ is available; moreover, there exist additional transport pro-to
ols whi
h have been elaborated more re
ently su
h as RTP [31℄, e.g. to supportreal-time 
ommuni
ations.As we want to make use of our results for primary load modeling as presented in se
tion 4, inthe following we assume video 
ommuni
ation dire
tly based on UDP and IP proto
ols (
f.Fig. 10).
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The interfa
e IFP whi
h we 
hoose to observe primary load, as it is generated by thevideo sour
es, 
orresponds to the UDP transport servi
e-a

ess-point (TSAP). The interfa
eIFS 
hosen by us for se
ondary load observation and modeling 
orresponds to the interfa
ebetween IP layer and the network adapter (i.e. Ethernet adapter in our 
ase). The interfa
eIFS 
hosen is still suÆ
iently high level in order to make results of load modeling not toomu
h dependent of the network te
hnology used and of the adapter's implementation (e.g.its bu�er management). Let us shortly dis
uss the load transformation now, as it is e�e
tivebetween interfa
e IFP and IFS . To keep the 
ase study suÆ
iently simple let us assume thatthe primary load 
hara
terization at IFP refers to� the arrival pro
ess of requests at IFP ,� only one existing type of requests, namely data units (e.g. the en
oded video frames)to be transmitted via UDP,� the data unit length as the only attribute of requests.So, the load transformation resulting from UDP/IP fun
tionality implies a modi�ed arrivalpro
ess of requests (now IP pa
kets) at IFS . At interfa
e IFS we still observe exa
tly one typeof requests, again with (pa
ket) length as the only attribute. Therefore to better understandload transformation as resulting from UDP/IP, we have to take a 
loser look at how data units,as o�ered to UDP at IFP , are manipulated within UDP/IP Layers. As pa
ket length at IFSis the only attribute of interest, it is suÆ
ient to fo
us on manipulations of data units withinUDP/IP layers whi
h have an impa
t on length. Length of data units is 
hanged by UDPwhen adding the headers with UDP spe
i�
 
ontrol information to data units. On NetworkLayer, fragmentation by IP 
hanges not only the length but also the number of data units.Maximum data unit length used for fragmentation results from an agreement between IP andnetwork adapter, being kept �x during network operation. Evidently, after fragmentationIP, too, adds IP spe
i�
 
ontrol information to pa
kets. Fig. 10 summarizes transformationswhi
h have an impa
t on lengths of data units being pro
essed by UDP/IP. The �gure alsosuggests the modeling of UDP/IP transformations by mapping these transformations (in themodel domain) onto three elementary transformers, namely two Header-Generators and oneFragmentizer, whi
h are pla
ed in series.6.2 Load Transformation for Single Sour
es of LoadIn se
tion 4 we 
on
luded that a single sour
e of video traÆ
 
an be adequately 
hara
terizedby the distribution of lengths of video frames whi
h are generated a

ording to the videodisplay frequen
y used. Let L(x) be the probability distribution of data unit lengths whi
hresulted during modeling of primary load, observed at IFP . In the following, we want toderive mathemati
ally the impa
t whi
h transformers of type Header-Generator and Frag-mentizer have, in parti
ular leading to new distributions of lengths.Transformation of single requests by UDP implies that a header of � = 8 Byte lengthis added to data units. Here also a 
he
ksum is 
al
ulated for the user data leading to adelay being proportional to data unit length. A

ording to measurements (for a Pentium-166PC under Linux) this delay varies between 50 to about 250 �se
 and thus is rather small
ompared to the interarrival times of video frames at IFP of, e.g., 33 mse
. So, in se
ondary22



Type of network MTU (Bytes)Hyper
hannel 6553516 Mbit/s Tokenring (IBM) 179144 Mbit/s Tokenring (IEEE 802.5) 4464FDDI 4352Ethernet 1500X.25 576Table 3: Re
ommended Maximum Transmission Unit (MTU) lengthsload modeling, we will negle
t the delay resulting of UDP pro
essing.The new distribution of data unit lengths U(x) whi
h is a 
onsequen
e of header generationby UDP is re
e
ted by the following equationU(x) = Z x�1 dL(s� �) = L(x� �): (7)UDP datagrams are passed to IP whi
h, by means of fragmentation, has to make sure thatthe Maximum Transmission Unit (MTU)-length of the next lower layer LLC (Logi
al LinkControl) is respe
ted. Therefore, if a data unit handed over to IP has a length larger thanthe value MTU-length minus IP-header-length it will be fragmented. Typi
al MTU-lengthsare summarized in Table 3.In modern operating systems, su
h as UNIX, Linux or Windows NT, fragmentation takespla
e in a Shared Memory Interfa
e and demands only a negligible amount of pro
essingtime. If � denotes MTU-length in Byte (e.g. � = 1500 Byte for Ethernet) and  denotesIP-header-length in Byte (e.g.  = 20 Byte in 
ase of IPv4 or  = 40 Byte for IP-version 6)the maximum length of fragments # 
an be 
al
ulated as # = ��  .Thus, we 
an dire
tly 
al
ulate the expe
ted number of fragments �, a value whi
h is ofgreat signi�
an
e in 
hara
terizing the burstiness of a traÆ
 sour
e. Let �(n); n = 1; 2; : : :denote the probability that a UDP data unit is fragmented into exa
tly n segments, then�(n) = Z n#(n�1) # dU(x) = U(n#)�U((n� 1)#); (8)whi
h allows straight-forward 
al
ulation of �, namely� = 1Xi=1 i �(i) = 1Xi=1 i �U(i #)� U((i� 1)#)�: (9)As for every distribution F we have limx!1 F (x) = 1, it is evident that for every error bound� > 0 we �nd an l 2 N with l = mink2N �U(k#) � 1� �	; (10)so that the approximation U(k#) ! 1 is valid for k � l. Thus, we obtain the following23



approximation for �:� � lXi=1 i �U(i#)� U((i� 1)#)� = lXi=1 iU(i#)� l�1Xi=0(i+ 1)U(i#) == lU(l#)� l�1Xi=0 U(i#) � l�1Xi=0 1� U(i#): (11)Equation 11 now allows us to 
al
ulate the distributionF(x) of lengths of fragments generatedby IP: F(x) = 8><>:0; x � 0;1� Pl�1i=0 R i #+xi # dL(s� �); 0 < x < #;1; x � #:= 8><>:0; x � 0;1� Pl�1i=0 L(x+ i #� �)�L(i #� �); 0 < x < #;1; x � #: : (12)
After fragmentation the IP header is 
reated and added to the 
orresponding fragment.A

ording to measurements (again for a Pentium-166 PC under Linux) the CPU pro
essingtime required for header 
reation by IP is about 30�se
. This value is of interest as it stronglyin
uen
es the pa
ket interarrival times within bursts of pa
kets, resulting from IP fragmen-tation, at the interfa
e between IP and LLC layer, i.e. at interfa
e IFS in our load modelingexample.Con
erning lengths of IP pa
kets at interfa
e IFS we obtain the 
orresponding distributionI(x) of lengths dire
tly as I(x) = F(x�  ), or using equation 12I(x) = 8><>:0; x �  ;1� Pl�1i=0 L(x+ i #� � �  )�L(i #� � �  );  < x < #+  ;1; x � #+  : (13)Thus, equation 13 su

essfully 
ompletes our sear
h for the distribution of data unit lengthsat the se
ondary load interfa
e IFS . Moreover, our results also 
over 
hara
terization ofthe mutual dependen
ies between fragments, in parti
ular, the probability that a fragmentis followed by another one referring to the same UDP datagram is determined by the array~� = (�1; �2; : : :), 
f. eq. 8, as well as its expe
tation �. Our solution for 
al
ulating � dire
tly(for a given distribution of data unit lengths at a primary load interfa
e) is of importantpra
ti
al relevan
e: among others dimensioning of resour
es, su
h as appropriate 
hoi
e ofbu�er sizes, and model based quality-of-servi
e (QoS) management [2℄ may be 
onsiderablysupported by knowledge of �.6.3 Load Transformation for Complex Primary LoadIn the following we want to generalize our dis
ussion of load transformation to the 
asethat primary load results from an overlay of m single sour
es. In video 
ommuni
ation this24



situation 
ould 
orrespond to a video server with load produ
ed by m independent videosour
es Si. Referring to se
tion 4 we 
ould 
hara
terize the single sour
es by m load modelsLi(x) = �(x�âi�̂i ), 8i = 1; : : : ;m, and assume requests (video frames) of sour
e Si beinggenerated with periodi
ity Ti beginning at starting instant �i, i.e. generation of requests atinstants �i; �i + Ti; �i + 2Ti; : : :. Let be Ti = f�i + nTi jn 2 N; n < Nmaxg the set of allobserved arrival times of stream i. Thus, the relative proportion �i of arrivals 
on
erningthe i-th stream to the overall arrival pro
ess 
an be determined i.e. �i = jTij �Pmj=1 jTj j��1,the relative proportion ��i of the departure pro
ess of the 
omplex se
ondary load is given by��i = �i�i (Pmj=1 �j)�1, where �j are determined by equation 9 for all streams i = 1; : : : ;m.So, equation 12 and 13 implyI(x) =8><>:0; x �  ;Pl�1i=0Pmj=1 ��j�Lj(x+ i #� � �  )�Lj(i #� � �  )�;  < x < #+  ;1; x � #+  : (14)Equation 14 now allows us to 
hara
terize the se
ondary load (in terms of distribution ofpa
ket lengths) whi
h is indu
ed by a 
omplex primary load representing e.g. the overlay ofsingle video sour
es in a video server.Among others, our results would allow us to dire
tly use and easily parametrize a pa
kettrain model [16℄ (with deterministi
 intertrain- and inter
ar-times) as a realisti
 des
riptionof the se
ondary load to be expe
ted.7 Validation of Our Transformer Approa
h in Se
ondary LoadChara
terization by Means of Analyti
al ModelingWe now want to validate the a

ura
y of our method for se
ondary load predi
tion basedon appli
ation of a load transformer. To prepare the validation we start with measuringboth, the primary load (PL) as generated by single video sour
es, as well as the se
ondaryload whi
h is indu
ed by PL and observed at the interfa
e (IFS) between IP and LLC layer.Measurements have been 
arried out for Pentium PCs (166MHz, under Linux) on one handassuming an MTU size of 1500 Byte (whi
h 
orresponds to the MTU size used in Ethernets aspresently dominating LAN network infrastru
ture) and on the other hand supposing an MTUsize of 576 Byte (used in the 
ontext of X.25 and also minimumMTU size in the Internet) [33℄.The single sour
es of primary load a
tive during the measurements have to be modeledin order to allow load transformation in the modeling domain. Ea
h single sour
e is mappedonto a load generator 
reating a sequen
e of requests (video frames to be transmitted) with asingle attribute length. As suggested in se
tion 4 the empiri
al distribution of length for PL isapproximated by a Gaussian distributionN (â; �̂2), whi
h 
an be mathemati
ally transformedinto the distribution to 
hara
terize the lengths of data units at the se
ondary load interfa
eIFS . To perform the transformation we just have to apply equation 13 of se
tion 6 to thegiven normal distribution. A �2-test is again used in order to validate the prognosti
ateddistribution for se
ondary load with respe
t to the a
tual, measured lengths at IFS .
25



7.1 Validation of the Se
ondary Load Model in Case of Single Sour
esAs single sour
es of primary load in the following validation experiments we 
hoose, by wayof example, the video sequen
es Carphone and Foreman (
f. se
tion 4). Both sequen
es wereH.261 en
oded sele
ting a quantization level of 4.Carphone as single sour
e: Table 1 showed that the Carphone sequen
e 
an be approxi-mated by a Gaussian distribution with parameters â � 3071:75 Byte and �̂ � 950:58. Theanalyti
al transformation a

ording to eq. 13 leads to the following values �, 
hara
terizingburstiness of load at interfa
e IFS , namely � � 2:581 (assuming an MTU size of 1500 Byte)and � � 6:039 (assuming an MTU size of 576 Byte).Figure 11 depi
ts the distribution fun
tions whi
h 
hara
terize se
ondary load. The em-piri
al distribution is based on an observation interval of 900 se
onds duration.
MTU 576 Byte

empirical

analytical

1st order approx.

Probability

Packet Length
0.00

0.05

0.10

0.15

0.20

0.25

0.30

0.35

0.40

0.45

0.50

0.55

0.60

0.65

0.70

0.75

0.80

0.85

0.90

0.95

1.00

0.00 100.00 200.00 300.00 400.00 500.00 600.00

MTU 1500 Byte

empirical

analytical

1st order approx.

Probability

3Packet Length x 10
0.00

0.05

0.10

0.15

0.20

0.25

0.30

0.35

0.40

0.45

0.50

0.55

0.60

0.65

0.70

0.75

0.80

0.85

0.90

0.95

1.00

0.00 0.50 1.00 1.50Figure 11: Comparison between measurement results and analyti
al modeling of se
ondaryload (sequen
e Carphone, H.261, quantization level 4)Besides the ex
ellent 
onformity between empiri
al and analyti
al distribution it is re-markable that the distribution fun
tion 
hara
terizing the pure fragments (i.e. pa
kets withlengths smaller than MTU size) is nearly linear. Would linearity be exa
tly ful�lled we 
ouldobtain a �rst approximation of the 
omplete distribution fun
tion just by linear interpolationbetween the 3 points f ( ; 0:0); (�; 1� ); (�; 1:0)g. This approximation has also been in
ludedinto Fig. 11 though it 
an not be distinguished from the analyti
ally 
al
ulated fun
tion asthe deviations between both 
urves are so small. This implies that, at least for this videosequen
e, 
al
ulation of � is 
ompletely suÆ
ient to 
ome up with a good model for approxi-mation of the marginal distribution of se
ondary load.A �2-test was exe
uted with 13 partitions and, as 2 parameters were estimated, thereferen
e value �2�;10 was used. For a 
on�den
e level of � = 0:01 this yields to a referen
evalue of 23.209. Table 4 shows that this value is far from being rea
hed by all of the video26



sequen
es and quantization levels 
onsidered and it is evident that this would be true even formu
h higher 
on�den
e levels. Thus the results don't argue for reje
ting the hypothesis thatthe empiri
al distribution is 
onform to the analyti
ally determined one. Besides, this 
laimhas also been 
on�rmed by the results of a Kolmogoro�-Smirno�-test not presented here.Sequen
eMTU = 1500 Byte Quantization Claire Foreman CarphoneQ1 1.6452 2.0647 1.8524H.261 Q4 1.7026 2.4532 1.8853Q10 1.8947 2.9362 1.9042Q1 1.4804 1.9532 1.8529H.263 Q4 1.6732 2.0064 1.8763Q10 1.8773 2.3473 1.8963MTU = 576 Byte Q1 0.2301 1.9542 1.6532H.261 Q4 0.6230 1.9978 1.6952Q10 0.8290 2.1522 1.7832Q1 0.2241 1.8933 1.6032H.263 Q4 0.5342 1.9523 1.6239Q10 0.7685 1.9932 1.7050Table 4: Results of a �2-test using 13 
lasses and 10 degrees of freedom respe
tivelyForeman as single sour
e: As se
ond example of a single sour
e of primary load we inves-tigated the video sequen
e Foreman. The results obtained are re
e
ted by Figure 12. Here,Foreman sequen
e was approximated by a Gaussian distribution with parameters â � 3824:02Byte and �̂ � 898:64 (
f. Table 1). As in the �rst example (Carphone), MTU sizes of 576Byte and 1500 Byte were 
onsidered, leading to values for � � 7:392 in the �rst 
ase and� � 3:089 in the se
ond.Further validation results 
overing also the video sequen
e Claire as well as H.263 (besidesH.261) as an additional video en
oding algorithm and 
hoi
e of di�erent levels of quantizationare summarized in Table 4. Again, all results of validations are highly satisfying.7.2 Validation in Case of Overlay of Multiple Sour
esTo stress our analyti
al modeling approa
h for se
ondary load 
hara
terization, in the fol-lowing we want to drop the restri
tion of a single sour
e of primary load. Instead, we as-sume a 
omplex primary load resulting from an overlay of m single sour
es (in parti
ular:m 2 f3; 30g).In the �rst series of experiments we 
onsider a video server 
ommuni
ating with 3 video
lients. As video sequen
es we 
hoose Carphone, Claire and Foreman. The server is sendingsequen
e Claire on a quantization level of 10 (â � 301:52; �̂ � 51:34) with a video framefrequen
y of 12 frames/se
, Carphone on a quantization level of 4 (â � 3071:75; �̂ � 950:58)with 15 frames/se
 and Foreman on a quantization level of 1 (â � 14309:19; �̂ � 2424:25) with27
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al modeling of se
ondaryload (sequen
e Foreman, H.261, quantization level 4)30 frames/se
.We 
al
ulated � = Pmi=1 �i�i a

ording to our analyti
al model for mixed traÆ
 loadtransformation and found � � 3:0891 (for MTU size of 1500 Byte) and � � 7:3922 (for MTUsize of 576 Byte). Comparisons between empiri
al and analyti
ally determined distributionsare presented in Figure 13.The strong non-linearity in the empiri
al distribution fun
tion (for an MTU size of 1500Byte), 
f. Fig 13, for a value of the IP pa
ket size of about 300 Byte is a 
onsequen
e ofthe videosubstream Claire whi
h is part of the primary load and remains 
ompletely unfrag-mented be
ause of the already very small original video frames, as observed at IFP . Even inthis 
ase, the analyti
ally determined distribution still predi
ts highly pre
ise results whereasthe 1st order approximation leads to small deviations. Nevertheless for pra
ti
al purpose eventhe a

ura
y of the 1st order approximation should be a

eptable in most 
ases, espe
iallyas the error in 
al
ulating � (a

ording to our analyti
al model) is negle
table here again.Results of the �2-test lead to a value of 1.4767 (with MTU size of 1500 Byte) and 0.9763 (withMTU size of 576 Byte) for the distribution determined by analyti
al load transformation. Forthe 1st order approximation, �2-test provides values of 9.0654 (MTU size: 1500) and 3.8722(MTU size: 576). As in the 
ase of single sour
es of load these values again don't argue forreje
tion of the hypothesis that the empiri
al pa
ket length distribution is adequately approx-imated by both distributions suggested (analyti
al and 1st order approximation).Typi
ally a video server simultaneously serves a large number of 
lients. Therefore, in thefollowing, we model a server serving 30 
lients at the same time. All single sour
es of primaryload are assumed to have di�erent 
hara
teristi
s, in parti
ular, we have 
hosen the followingexperimental boundary 
onditions:� 18 di�erent video sequen
es being part of the overall 30 sequen
es,28
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al modeling of se
ondaryload (overlay of 3 sequen
es, H.261 en
oding)� levels of quantization between 1 and 10,� frame frequen
ies between 20 and 30 frames/se
,� 20 sequen
es are H.261 en
oded, the rest (10) is H.263 en
oded.The length of the observation interval during measurements was taken to be 180 se
 be
auseof the large amount of resulting measurement data. Figure 14 demonstrates the validationresults for both MTU sizes investigated.The overlaying of a large number of single sour
es intensi�es the e�e
t of linearity in thedistribution fun
tion of IP pa
ket lengths up to the MTU size. We not only obtain highlya

urate results with the exa
t analyti
al model but also get only very small deviations forthe 1st order approximation. Quantitatively, this means that �2-test leads to 
al
ulated de-viation �20 of 0.4325 (MTU 1500 Byte) and 0.0631 (MTU 576 Byte) for the exa
t analyti
almodel and a value for �20 of 1.3241 (1500 Byte) and 0.2123 (576 Byte) in 
ase of the 1st orderapproximation.As a general 
on
lusion of our numerous validation experiments, in all 
omparisons be-tween the empiri
al pa
ket length distribution (based on the a
tual measurements) and themathemati
ally predi
ted length distribution (based on our analyti
al load transformationmodel) we observed ex
ellent agreement between both distributions. Predi
ted se
ondaryload 
hara
terizations were found to remain valid even when substantially in
reasing the er-ror introdu
ed in primary load modeling. This results from the fa
t that, quite often, alreadythe pre
ise predi
tion of the expe
ted number of fragments allows one to produ
e a suÆ
ientlyrealisti
 
hara
terization of se
ondary load (
f. 1st order approximation). The quality of su
ha simpli�ed predi
tion is still improved with an in
reasing value of � and an enlargement ofthe number of overlayed single sour
es of primary load (indu
ing the se
ondary load). There-fore, at least for � > 2:5, already our 1st order approximation (as presented in this se
tion),29
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al modeling of se
ondaryload (overlay of 30 sequen
es)in most 
ases will provide astonishingly good and eÆ
iently 
omputable results for se
ondaryload 
hara
terization in terms of IP pa
ket lengths as observed in an Intranet or Internetsubnetwork.8 Summary and OutlookIn this 
ontribution we have addressed the 
hallenging problem of workload 
hara
terizationand modeling for the Internet. Though quite a few resear
hers share the opinion that Internet
an not be modeled at all, our view is slightly di�erent. We agree that the Internet in itstotality seems indeed to be mu
h too 
omplex to be modeled but we 
laim that adequately
hosen subsystems or spe
ial aspe
ts of the Internet 
an still be modeled in a suÆ
ientlyrealisti
 manner, at least if we 
hoose an appropriate level of abstra
tion.The fo
al point of our paper 
on
erns 
hara
terization of se
ondary load whi
h wouldbe indu
ed by some arbitrarily 
hosen mix of primary load at some typi
al lower layer in-terfa
e within Internet's proto
ol hierar
hy. This approa
h seems to be mu
h more 
exibleand should lead to more insight than 
hara
terizing se
ondary load in the 
onventional way,namely, approximating some randomly observed se
ondary load by means of a model withouttaking into a

ount the mix of primary load present during the measurements. In many 
asesthe mix of primary load whi
h indu
ed an observed se
ondary load is even not known at all.We have introdu
ed a generalized pro
eeding for load modeling in
luding some formaldes
ription te
hnique for load spe
i�
ation. The pro
eeding has been exempli�ed by model-ing primary and se
ondary load in the 
ontext of Internet. For se
ondary load modeling wehave applied our new approa
h to investigate transformations of primary load. The approa
hhas been validated su

essfully by means of detailed se
ondary load measurements. As our30



modeling of load transformation in many 
ases 
an be a
hieved just by applying mathemati-
al methods dire
tly to the probability distributions re
e
ting the attributes of primary load,su
h as message or pa
ket lengths, our approa
h to load transformation seems quite promising.The realisti
 load 
hara
terization, whi
h is enabled by our load modeling approa
h, 
over-ing various interfa
es within an IP based proto
ol hierar
hy 
an be used in a straight-forwardmanner in 
ombination with analyti
al or simulation models as well as a 
onstituent of anexperimental infrastru
ture for dedi
ated performan
e measurements regarding subsystemsof the Internet.Limitations of our approa
h 
on
ern, e.g.,� the possibly high expenditure whi
h may result in 
hara
terizing single sour
es of pri-mary load in the Internet (in parti
ular, as numerous types of sour
es exist and assour
es may generate their load strongly dependent on the network's state);� the mutual dependen
y whi
h may exist between single sour
es of load, if we 
onsidersome 
omplex primary load as an overlay of single sour
es;� the possibility that the load generation pro
ess may be 
losely 
oupled to the stateof the 
ommuni
ation network (as is e.g. the 
ase, if we try to 
hara
terize load asgenerated by TCP based senders); it is evident that, in 
ase of TCP, load modeling 
anno longer be done by assuming an environment (
omprising the TCP senders) whi
hrea
ts independently of the underlying servi
e provider (
omprising the IP servi
e), 
f.also se
tion 3;� the 
omplexity of some transformation pro
esses whi
h may a
t on primary load andwhi
h - due to their 
omplexity - may not be easily modeled in a suÆ
iently realisti
manner;� the diÆ
ulty whi
h may exist in determining a typi
al and representative mix of singlesour
es of primary load.Some of the load modeling problems mentioned may only be very hardly - if at all - solvablefor the Internet as a global network in its full 
omplexity. Nevertheless, we hope that our loadmodeling approa
h 
an and will be used to derive valid models for innovative 
ommuni
ationnetworks in
luding subsystems of the Internet. The appli
ation of su
h models would allowone to identify and possibly eliminate (some of the many) bottlene
ks in parts of the Internet,to study - by means of modeling - the impa
t of 
hanges in the Internet proto
ol sta
k (e.g.in
lusion of proto
ols to support real-time 
ommuni
ation) and, last not least, to investigateand prognosti
ate the behaviour of Internet subsystems for load situations to be expe
ted inthe future.Referen
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